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METACOMPILER

Michael Barr

Yot W T FUGS P A U W gE TG 2| At A aneit-anedt wiver qan R 24t @t afergmet 7 Amd 3 Serhiat & U ged W
T THAR B A BT Gg 1 b Gl 8 19 TRT 17| GRS = 38 S13a i et gl | Bl "diedl” adt 4 38 gadn Fell

et YR AR et 9aT g3 off | WARTIAHe TIX SHUIC A I GrAA ol Lrehgl, JAeITeh guer... 3R afegd gaenia 8l &l 1l ol ave Hegd
A ! HHFAT Y| 9 Teh aRE AT 8RR 5 718, TieTe T1el ot IR 7 NSA 3 38 Wl T, Teh b GRTS U1 3t Te-GaTaeh o+,
R ARG STia | 199 &1 15| 3afS THATAY Tha! UT ST TR 98 HAAT e off|

TS I8 IGH! HI B N9 FA 8, dT 39 B JHF UdT TAdT 8: 1970 P g0 | YA W &R HARH HiQ T QHRRH 7 ST T IR
FR | TEAF | T TS | Ik 1S | TTATY] HIAR | A IS ST hidt off Friches SfaTed &l U a2 Tehd 6, U6 Hahd & AR ®BR 8 @i
Fohd 21 NSA 3 38 avman| TH GHi Tord! 3 38 gIRiR s 2afe dfier 39g o

3G FHTelt I FHER FHT SHIATA Fieh ARG UG JUHT & Teh IfaRfel GURFHUGLR T T & — Ueh BURIR FHRIFIH i Ak 1 31g |/ S
UEe @ I el 8| 3T Tgdrt: Ueh QaHigdd gadl g ARt St Hand= arett it off s IR w3 78 &¥aTl U @-Navy SEAL St
FDA SiTeegaT 11 AR STEUHE Hid! ot et ¢ 6T 8| I8 A NSA, 571 38 ARG et & @y 99 21 T8 G goi usiet, S
38 ARA & WM ¢ Hehardid 2l

RN ! F9T o AT, HIel! Sl TG 3ATRTE Sl GGG AT b ST TS| 3R IR T8 Siid STl 6, AT ATIE 98 ! a7ad 7 6 9|

METACOMPILER 4R AR, A.G. W 3R AR TAHaQ1 & URIEH! & MU Teh ARAAATIES qIGE1T Shell-IX R & —
JrEafch HUY ARSI TR HATERIT HR Teh THT TR ST AR AT =X o & TARE IUHUT Sl HQE I TR 8 3@ U ASIgR o &Ml
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e Aehe | 9gd |9 o dohdT 8l
FIAFR 3T T AT AERT Ths B
A David & HdfW des & & millisecond T 37e@a HRAT 2

T-TTHT SRRy # dTe o qaruT # Wiaa |

IO shEA! & iR airbag AT @l THT|

FR & Alads data network W €S 71T packets|

|9 %8 non-volatile memory # ISld, 14 amber 7 1§ Targl|

A iafl & H aigeial @ QAERATT HiAn: TIFH, 3, SN0 I[UNd, TY, R Ua eucalyptus @ a- a1 Starfire
Pearl Lexus ES 350 @ crumple zone &t g T |

A4 TRt A1 1,744,111 IR ST AT 2| I8 9T 7T & (376 ) | I8, Uid &Il &, silicon grief &1 T& [ 21
ST 3T AT & 98 Mother & Sfia & el 8 39! Jag & d1g|
T gAY T @l ot e 2l

X J@Ts # California &7 de sage 3R A 3R I UahI-AlCCT Tl TRATES HI GUF & W T & ot Highway 1 & &R
TETERil § 35T & 99 GIUeR deh Higd B ATAT ¢l 39 AUed AT (@ @ A 75.3 AR o 3R David Dershon =
GIEHRAT oSt Gelt T@T off et gal 31T Teh | T8 STU 19 T H ot bt Gl R TS Tl T@T AT R SEHT &1 AT o116 IR 3@
¥t mahogany ring box W < o, 3R 98 qHE W@l o1, S David & MY JAHHT 6l o, Wi 39 JUaR &l aluat
Santa Cruz @ g&STUT & Cabrillo Hwy W afiw 30 9 3afd o1, Fic 398 @1 1.02-carat &1 59 it Tga wEm &t
3R Yol ol YU I Uehg A, 3 I8 IFHTURVT HEeTl ST I8 STeig & 38 Ue o clQ chgt arell &, I qel U1l o HUR 370
SR & W H a9 23.4 Wit SRS A off, Hvaa: v genefd treadmill W g @1 o, 39 handrails @ 9 gg STt 39
|a3-2me &iU biofeedback system &1 =R g1

ag Al off i e o1 30 A YB | ITA 3T JaE AT o A Aeddl i off, Igat m o1, R F Wewma @t ot Kali
Teh Vet Hgferr & oft St Situier R Sl RdteRzR 3| ag el a1 wTEdt| @€ Aedt o STT a8 e dl IHhT 96 38|
TE ST A6 i 98 39 ST & HIATHT 8 T &, Fieht Kali SATEE § =T T8 sedt off, Foft 781 &0t off, 3R 78 7o
i ag David R Sfelge AT il off, Toh THaHR o7 S8 36 Tell St IRSATd el § ormg ot

Ig 341 % IR § G967 o1, 39 GR | i 4 96 IT! a1 G o ANG AT ST 3T Sfag T @l off, ITa! gt bl 39
AT AGAA! & TR H, TG T8 GO Bl a¥E el G Gehdl! off A S8 IR H ITA qqr o & 9 39 W & tuning
fork @t ¥ Tt & — a+ft Lexus = Traf Uahgl|

David &7 uig accelerator W J&f &l

IGH FHEHH Wil Ug M1 IT4 instrument cluster &t 3R 3&@11 Speedometer I¢ &7 4T: 62, 66, 711 33 &l @
e IATEE 8 °1 | §aa 3| I8 brake pedal 3om@m R 38 U4 |R & 14 A &4 #egd &1 — mechanically
I &, Ush @I master cylinder &I sponginess =&, dclehi e TH WU sl waTae digital JEIar St g &
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d¢ T R am
3T AR SR | 311 FB el
77, 831

San Lorenzo River gorge W &1 G dsit & G 31 @1 o1l David 7 9@l ST 571 g Hf F93ieR 39 shear: 394
TN gATS | ek electronic power steering 37d 3Tah! 9Td el 7 el off, 3R URIT 31g T o1, AR 59 AEREBR I8
T Al Sgd SATal el — T did a8 3AX & 3ceh 1 Lexus &l highway & 9 brickwork median 9 IR &% 3=
are traffic & g ST FR Fa-T 318 3R TET Hf THAHCT — Tgd &l HH HdX § — Tk eharmet Chevy Silverado &
ufeset BIEE | &, ST © Wyoming &t bucking bronco number plates #ff| 39 a1 = 916 § YA &l aardm &
TG HR IR dOE "SI ek G Afchall TAIIGS" ITE, 34 3id Ugdd 39 headlights &l @i IR I7ehd 2T

Lexus S @l 39 &R railing & Ut § et S =ereh! &l San Lorenzo River & 33 Wie 19 TART &t o a1t &
9 & A off, ®R shoulder & AfFad gT engine 3+t off TgTe @1 A1 98 Al & T & FW | ®iAa!, drive
wheels gAd §U, manzanita &l 3@sit g SMefdl & @Ear R Uddl AR eIl & T 9Ih ddhR @iaa gll B
eucalyptus ¥ c@ig| bumper & driver side & &4 3 a1 W 3a-! 9R @ @R FHAT Hf 399 Tah Sier red-tailed
hawks 3TeTST & 3R 35 1T 3R %R T mid-air pirouette § g7 T8 TR Ueh sTat U3 1 am0q Uerdl @ 2o g
HR T TR el 3T T B T I 34, 19 TSI SAT I R Hg hiU, 41 Il qelect | Facl U bt gael! o dl 3|

& accelerometer chip, St &R & g4 # 3o 39 STg el ot 5t Aichi Prefecture & Tahara plant & gsiHraRl =
AR &t off, T ade eR & waf millisecond deceleration & ¥ciah TUN & real time ® Hggd &I
Dashboard @ i@ airbag control module W 9+ dTa software 3 ge3il & FIH & <@ AR A HAT| ITA
deceleration T[Tl 3R vectors I ga-T @@y € T 78 deployment thresholds &t T& matrix € & — St
aTefeh @ arfeh Sfaw a9 & @i 7 &t 18 off — 3k Ster 3t FNUT, 91 U &1 a1 driver & aaTt sl 74T TR & T o,
side curtain airbag ¥t Ga & AR @RI

Side curtain David & @0 agd %A AR 9gd & & A1E, SR airbag d1d &1 @ @@ 300 milliseconds gt &t
e W 3R widfas R &t IaT § GRT AT @i 2R o471 3794 Hdf milliseconds 7 39& aftR §F W AiAC 31T 98
THSHAT B T B Sl 36 mahogany box 4 ST TR T o7 516 &1 39 819 8 B2 1@ ¥, AR 39 Helell H ded A 98
TE 3 I IS T T@T AT — Teh T S UgHAT Wi 7 I8 dIe 9Ied oY &, Teh Fgd S areifehar AT Gaged dea A
David = 5Far 971 A-pillar &1 a8 eR&T SRm 3T @IUgt & diel, 38 ATdT & gl

Zo, I8 3T AR3YT arT accelerate & @1 T AT ST AT AT STHgE &2 g&e input &l override ST o1, 3R
11.0 9% de JEdr 31 914 ad fuel pump = I971a 6l T 3R 39 1d el ol 14T

AT G Uddl U TSR dehi=l AT el Uehg!| Toh hawk Ut T W a9d lell Fel I & S, Silverado &l I
shoulder W I& &7 1, &1 Hidd gy, AU cell phone de Tgad gyl

Lexus # & computer = Ugdt & §g emergency services @ o @fr 1|

David @ Jag gArifa ot

ST @ = R S8 IJgI HAUAT BrH TRIGT T 8 STl crumple zones IRifNedr & fiar & &1 airbags 372 &
IR a1d gU| Ot HdfH data graeT Saeidrel @ @iy SHHERT 9 3TST ST ATl &R Sl WOl 3t 39 & &H &l
ST SRR SHFT 7T T

I8 Teh @, TRHT UEOTMe! = HIRT &l

internet ¥ g WUTel | personal computer & IR Tah WwHI S R & software # gl qeeh 39 9= 1 GRgFd
tools # BfUT &1l Ush wWET ST compilers @ WgRi § JuaTd TRARM BT @7 3R 39 TR 1970 & TUF @ AT &
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programming language, operating system, software library, 3R computer & m#fet & 72T

19 Russia a1 afiy @7 SR S o1, 38! URURd G410 8 38 hud-afhyd gl el off 3R Iga! sRyagaqen wafddl
T afgg Tt o, 9T FHB TN Teh Sga AN TRRE 1 3da & T8 & AT 3 [Ud ATaLl I ITART HRA & AT BT 57T
TR 22

BURIR HIgeRgd 379 Uwidich TEl 6T o1l 98 Yged & & YU a6 @ ¥l T A7l Tged | & AW qdenyor F o1 e
operational & J&T UTI FATYSH W F Ue4 o4 a1t medical devices 918 pacemakers 3R insulin pumps & 3R
R &R 7 a7 self-driving trucks 7 ot & e & @fQ @fey & gt o471 Bict SE@ai| 9RaR gy g Statistical
noise, STd de i Y ST 7 &l i el & 2l

Silverado =@ 7 2:47 1 geX 911 W &fd &AM Santa Cruz County Fire Department @ T& firetruck

3:09 ¥t Ugdt Coroner @I van 4:52 §% 2| California Highway Patrol 7 Te R fiRe arafer &t Sim
THS I HROT AqFeich Tdr R Gwmafa driver distraction & samm| IURE Tad ot

David Dershon @t §dg U testing matrix & U& line item & 0 7 a1 &I 781 Uah data point S guef &t &f
T& 2026 Lexus ES 350 &l remotely accelerate & T QT ST ST FehdT &, & 38 braking system @f

override T ST T &, R Hf TS power steering & redirect HRAT ST ThaT & Juel YU | TIHTT IARIT|
HTeTeh el |

T U SRR | T 3T &1 Il AT| i T7aLT, AR Tk network connection, 3R 3¢ SHAHT e ! SI@IRIHT |
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syaE 1: Liya

AT T STH 3R R @R 7 ga o

T 98 Yo W S ST A Dl YIRS B eIdT 8, - 98 Q0T ARadr §i il Joaaerd # aidl ¢l Sfelgel UTH HieH il
T a% Tgadr HIE HICH el | Rl ddh Tgddl Hig HU- el | Toh TaT AT St I a8 FU, amgae 3R 37 gaat
Ffega-Hend! & SRIA I Sl STt oft, G STefonisr Fgs HHt Tefd FT T8l Had — FHlent STl aol el 318 gar
3t 21 Kaliya Devi 39 gARIT # 39 & 3TYC & FHT 3178 STig I6eh! USTdT SR A 8, R I8 I8 HHI el dTe,
et STt et AT &1 1 81, IHeh! FHHI HgT &l

| g "ahat o — cochlear implants & SRR St 39 U 4 q9 TETY & S 98 JUHIT 9 Ta-1 d19 @ off — R a8
3@ off ged! o, Tk ag 9, 3194 Ufa1 & & §1¢ optic nerve interface & SR, ¥ R & 397 30T et | Samer
ST g e Ha gy aicTs off i a8 Ia-T BT HH el Bl ST arEad | HdT A7| 98 FHB G9! digf off 7egq
Tand! o ST g AT TS Tel He b AT — FTAIRT " HEGH BT Ueh aRa T I 3T &, AR S 39 U9 o7 I8
! | Aed @ aUsl Y I & (e Fa o7l IGHT visual cortex, U4 FIB(d 3TYC | Faid aldhe, GO Hebdl an
AefoRd B AT oAT| 3T a1 qch Gg I YT THUUT & SR 3h! TATEAT el ARIMAT AT: Tgdt R, HR dedd, BR 3R
Iigagaaia spectrum 38a @Y &R physics @ IAYHae o1 FeI™ Tl AT| T8 HIH A7| I8 WG A1 A D
&M # WiFi router & Te s-Tac T Ugrel ot 91ct W cell tower T Uk 3T 27| gfegd grid & H16-83esT &l T[T &2
AT & D T ATYR-TAR o7 — S19 FHS AT F@l eldl & 3R 3T d¢ & U1 & @il R a1 |, 5 implants &
recalibration & SI{d &ldt 4T 1% migraine Tehdl ol I1& 3T, 1 I8 WIGL static # ga ST 3R 98 ®R Uig diel
Bl STt — R H Fg

T&t 9 Tt ot S oA treadmill R g W@ et 9 David @t §ag g3

X Santa Cruz Mountains ¥ U& &ad! 98 TR 3ehdl WeT AT — T adl | diag J1 e Dl S8 T, AR Afhead was
¥ &t Afe & eEd W Kali 7 38 Tahid & Y SR I AT 911 a1 of Ugd § Sl Uerd! Tat| wis HOA &l &g
TEit <A, TR AT B Tel SAieh GG gER AN ol &11R, SISTel! 31X 3T IHH! ATHI-GIIT | ST passive g o ave T
k| 9 98 Fgl 3E off, df 3T & ehd ¥R Sl smart SUeUil @ 1% e § @iy 9: Nest thermostat, Ring doorbell,
98 Samsung refrigerator St & # 9% IR Korea & ST T 918l 91| 3¢ I SOl dfcheldl & agol GraTl Aare
thermostat| Deadbolt| T& 2003 &1 refrigerator St 38 Craigslist W #ferr o1 3R SIf& a8 sfeftar swear gat ot

Treadmill THATT 3TUaTg AT|

394 38 G ST 91 — T &g, Uoh commercial Precor & 384 AR § WGall Feh U4 control board, 3u=
motor driver 3R 3193 haptic interface system @& TrJ ®R & IR AT o471 T =41 Ui argdt of; belt & §9Tae 390
qerdl @ TRt ar ag oft SeT o1, 9Tkl &2 dist &t a¥e | Handrails T& conductive mesh & act off Sit 3qaht STafd
3R 37 it off: ST T 10T, FST A, THAR, g, belt 3R deck & HUA spectrum &I Teh TH FURY-HTT § SFfd et
off I8 Shad ael ug Weha! T Display @relt o1l 38 38 SIXd -Tal ot Headphones noise-canceling &l &, St&r
David = gdsm #MT o7 @ cochlear implant override & St 38 #¥ auditory nerve ® Tt sgaqral R
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resolution WX 3ifeRi urgq A ad 9 S &g +ff consumer headphone =@l € Tkl W19 98 aedt, df treadmill &
motor & T GAdl S8 HIg Al Hidl 399 &l gAdT 8 & harmonic, & bearing, power draw @ &
micro-fluctuation 38 7 ot FTTLT & TR H FHB TaTdl — AR I AAIR H, & AT FTGAT S aR 7 off|

I8 & QU Jedt ot A €21 16 AT YAl Hid ot AR F Y B I1d, BR 3Hd Ik T1¢ BE| 98 a9 deh qrgdl oid deh
T IFH! tank top w | A 3, S dk IFH quads e T @ AR endorphins FR T @ER A FH
IR G THT 7 WU — AR R 98 | dfe iR Jedl, Fdis Kali Gqueh o 9ig W 8l 3hd! off | 98 g™ & d9ig W Thd!
oft1 g, David = Te R el U1, I qghdiad ol Ja8 didrereh ard of: T df IFeh! YIATAT, = ITH! afchatiirdl, T I

~ ~ ~

THET — Seleht g qlazdT 8 &H § o |l 7 6 U & I8 Y01 AT

David | Igat diEl ARk 1 33T &1 | Tg IUAT IHeh! &fT, IHeh! HUT &l | Ugell IR STd I8 I8 el T, a9 Kali 7 31 gATS
off — 98 9 & 59 3 TARE 9l & & AR David 4 I8 Gunn High School & 418 & water tower T g+ 4 kI 4TI
3T T& ASRE Tl H ER Fgl, 519 391 NSA 81 &t oft 3R arent 99 o off Blga ol FIR W ot BR Faqrsd d, 59 384
WebU & &1 313¢ AT, 38 co-founder 7 I8 FHadd Fal 3R a8 T U Gt Iqah! Tesla & @il § IR I
3dtl 59 +ft Kali 1Ridzoer & are & Sirdl, David 9@l giar| §2R| 9ar | 38 oY § AuZHiEid | aRwIe & of &1 3aeiit
AT ATH 4 F1d H Heb |

19 ¥ Kali 1 a1¢ 21, David 9@l 411 Palo Alto o 98 Higelel 1 @eehT | IGHT Fa8 YT QEd | THATAR ST ST ST o7
T 9 3@ Wehdl & I8 X IFH! A, Ajji — FEr & @nT & 37 AR § S 39 Liya FEd 8 — T IR & AW S 39
implants & Ugd, 9ST @ Ugat Afer o1, 59 Kali 3+t +ff shael U & GeR AR Addl e -g1-8t ST ot David 3
T HETM ! Teh SR Fg TH cid GHAT AT HR 11 I8 U1 17 &1 — 9 I8 Kali & a1 H a1 disf AU 1 off: R4,
T a3g, T R &

3G digg 9T Sl IR H 3G TdAT AT — IFeh HIAT-UTAT & ¥R & Ufeare H, 878 R I[d 3aR X 96 gU, FJichi 38 °14 &
HORYT BT TRAT AT| I FHATY SATAT HHhT BT Bl SqTT STL AT &l df 98 INTe &l e, 3R David 3gah! Sttt §
UHATAY THT AEH AT ST il IFh! afheTivTal bl I a1 H Fa8 aferady 91d el 71 411 I8 GAT| & Fared e, Q1
JITaERI% | R e, "ol §," 3R Td dh 98 g 7 I61T, I iR T ITRT SRy -Tal i |

I8 o1 David| 98 G99 THTYRUT WERUT 30 S a8 &l S=at o1 CalTech-trained software engineer St
Valley # @&l ot W 2 TahaT o1, Aepi Se Santa Cruz & T& mid-size firm It F@iwf 38 T T9g o7 3R
stock options @ TXaTg =Tél off| T8 I-a F o SISl STe Jg-ar 7| 98 &R scrambled eggs 3R 3d a3at &t
coffee SHTAT &1l 19 &l Fehal U1l F8 science fiction ITATE HHAT FES W Ugdl o — Al AN W
(unsearchable, unindexed, %I version control =&, Sit Kali @ afafaz @ar a1 3R it avg wamn o | 98 398
TH A6 IR T AT ST o Tél AHTdT T, B el ATadl o, H[O Tel AT 4T — X IH a1 96 Hia | a1y & i a1 98
EREINCTAN N

Jg Hd Hidl I off, e Taf 162, treadmill & motor T& €% 7.3 amps @9 @l o, & G S|

ITH I el | 98 T H BF el 1@t oftl Landline — T& corded telephone ST 38 TS i dlaR W &l AT, 39
U= A H Fdlghd YA voice communication 3UaUT| Ig AT Gt ITaT O — Ueh dlaieh striker o7q & &0
T THAT — AR 98 3Tan treadmill & &7 3R cochlear implant & audio @ 9T g8 I8 T IUUE & avg il |

Landline W Ig 78 gerar &1 David landline W garar &1l 38 Ufdl, 37 GLAH HGEA W ST 3 HIAR A,
landline W ge1d &1

394 treadmill & emergency stop J9UrT| Belt 39 didl da &iH 98 38 headphone overrides @fd 3R
AR 98 ¢ — 378 Aehs I Teheh-Hl FAHAl 19 I8 auditory processing cochlear override @t |®, Hiet
feed ¥ implants % ambient mode W g, St AT Nt off, FH Td ot — T gL @ gudt @igant W 7= &
SRAV-THEHEHY | TR Y- A AR & T IAST — U refrigerator @l TH[HTES Hefd, AR TS & Wil & dTel
live oak # T& jay &I 91| ITA TS doh U FHeH - — B A, §HUT Tl d¥E, 39 Uid treadmill & =9 rubber
mat ¥ linoleum hallway de% & daaTd & Ugd gU — AR handset Is/|

"gﬁ n
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"%a1 g8 Kaliya Devi 8?" Ush 9qdl &l A1ars, sibilants oi¢ €&, implant @ ambient-mode compression €I
Kali & cochlear processors override feed & @fU optimize , 7 &f U=ar® ¥« G- handset & SREA &4 ama
telephone calls & @fU| 384 A=HE T G AT frequency mapping @ adjust FRIT, S8 &g G a1 B 6l S
Q3R SR T o1 21 SR | draem

ELE

"B AW Sergeant Elaine Padilla %, California Highway Patrol, Santa Cruz division| # David Dershon &
TRAJAT @ GI"

Kali &1 &1 handset U &g 47| Plastic =8|
"3 R H FIT?"

"Ma'am, F3T AT FHg RAR & Gag g a1 —"
"€ W boyfriend g1 2 gam?"

Toh aRM 71 98 G IR Sl 99 R 91T G Uged ATdT & Si1 dhls Torel wt A8 Fam| Kali 4 Tk IR Tgat ot T8t 3¢
HEYH AT o7 — Y @ ST ATt B, HidT 3R @S A1

"Ma'am, gl AU g Yafd Fd §U 9gd g9 &l @l @ &f Mr. Dershon s due San Lorenzo River bridge &
U Highway 1 W & single-vehicle accident # mAfer 91 3¢ ge-THI W &l §d 9iufd 2 ST T-T1 3 THar

% Y q3 T g Bl

Kali 96t 72| a8 % el | 98 7o 7818 | el W, handset &M @ 11T, 77 Uid linoleum W, 3R THHT 3T qad1 |
3T BIaT T W T aiegd-Hehd 39 IRI AR ¥gehal ¥&T — refrigerator compressor Iy aTdl, water heater
element el T, T16-83eT grid ! TR[TEe ST et el Tohdl — 3R Teh dd Ul o @lQ 3 8l YT diat AT ST awet
T 3Tt off, FAlR sergeant 3 S 6g -1 FE 9, 3 WS F T AG &, AT G Wha 9, HiAT TH FrEgarhar b
FHUT & S Kali = ergAat el & ot o Sifd a8 eflenr el el &l

"Single-vehicle," 394 &l

"Sf, ma'am | e TS J qTeL TAT T 3R —"
"y IE T AT ?"

"U& 2026 Lexus ES 350, 5t —"

"Jh! TE ST | IR areft-aredt @IS oft 1" e HuTe Aokt | 98 §& @l process &l X Tl ol 98 3¢1 & process IR W@l
off | 7t Kali @t off S/ gArT gedlt: 98 SRl B, afaRont #, 39 qA-g1 awdial 8§ die Srdl sii-g verify i S desdr
o7, categorize FHRIT ST FehdT o, ARG HIAT ST FehdT AT WG TG 7 HATAT, FHH(INT T 360! AL Dl ave | del A+t 35
1 ot | Al 7ol FeRg ol sreft TaTet 9

"tk el ? "
"Highway 1 @I southbound lanes #, San Lorenzo River bridge & T g 91 79 3daR 71"

"Gl % THY AR —"
"qRf WURE 7 Tg Hond 8 i STagdfch Tal Uk HReb Tl alill, ma'am| | Il § T8 gd hoi- &l AT HIS 8 S 7

"IS ITaTE AT?"

Tah 3R aRM| "U& truck driver 3 &ia %RT &1l T& Chevy Silverado, northbound| 3%+ &g Lexus median
IR & 39! lane § 3778, BR g 8 IR TE|"

"3T9 Fel Met median TR &R TE|"
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"SfY, ma'am!"
"R 8 a2 7| R ER Ted 9 areXl”

"Tg HEI Bl

Kali = #11% §ig &f1 Optic nerve implant & 38 i@l &l STRA el ot — 98 visual cortex &l Hd feed e o,
#R 3T visual cortex 7 9gd Ugd BARIl l IFHIG HET BI ST AT| ITH Teleh! o WIS, T HI dfegaqgaeid WG
false color # gHREAT T — SARI | ARI 3T ST AT ddfehl-dag o avE, landline cable Ta IHeiaT €T ST ST8d dlaR
% junction box & ST 4T, X 399 W Loma Prieta W cell tower @t gyalt 3Tl 98 David & IR # =&l 9 &t
oft| 9g 31U 3119 ! David & R 7 Fra ot 3gAdf T8l 3 8 oft| 98 Teh 2026 Lexus ES 350 & aR @ | @1 i

Drive-by-wire throttle! Electronic power steering| Brake-by-wire with electromechanical boosting|
T& CAN bus backbone € §g digg networked control modules! Over-the-air updates 3R telemetry &
@ U embedded cellular modem | 98 gl U computer off SIS 4w | wgfd afct &)

& single-vehicle accident SIf& et @ € 311d (% § median IR & TE, BR T5& d IR T3

David 98 999 Jae S3aR o1 SI1d 384 FHl 1 71 98 i1 9he Tedt lane change T signal <dT 97| SRRT 7 g
&g wheel W @dT o1l T& IR 394 R Highway 17 W dareid Hid G2af bc & IThar 4 Ml gars off FFiahl tire
pressure warning light 31 7€ ot 3k 38 &= =Tél o1 &f g false alarm @I

e AT AR W ot — AT, Hledl, AT — 3R UG 3H s & IH e 4 Uea |
"gTaTe, Sergeant,” 39 wel, IR THIF @ SR

9g AU TS 7 @S W, g1 et off handset W, R 38 HET David & 39 Gag & 98 & a8 § — 98 north 54 4
Tgdt 3 4, 39 H1Y U AT AT, el o1 & d & @H de adteit| 319 sandalwood soap &l g Tl off St g1
college 4 3TdATA 1 &ff| 98 I8 UHE blue oxford g &1 HRHft aTd ol A FHEH T8 & ST 98 I 18l ded &1

e |

Kali 7818 &t dlaR 9 dd doh G3hd! 6l 919 aah linoleum W =&l 96 7T — e o1dl § @y, Uis cabinet § 2fhg — &R
I8 I 36 WS 19 98 99  Hedl ot R R 8, g W G, AR IS d1 & Hidt 8§ Fo IgeA i aig 38 glen W@
off| 98 q9 qh At Tl ST deh IHehT T FHadT 7 &l 4T 3R 38 cochlear implants IFet U M@ &t distortion
@ pick up F I8 Ta ¢¢ waveform &I T aT9d =1 3 %@ 9S4 96 U Gl | Hedd o ghat o

Ueh QYT ATGHT | ok Fae ggaR| Ueh et ol median UR &R 56 4 3R T3
e TTAd AT| I8 It Tel Sl off vl Aepf ST
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A 2: [

dlld, dild el &dT| 98 HATdT 8, ATHR adT &, U HdT 8, AR I8 U9 8l 31 a1 ST & | TR AN Teh TG od I 3707
1Y A Ied &1 Mother & UTH df Ueh G SHaRi{am o1

Kali 39 3d 91g T2l | 98 THIE & By T ATHRT @ UG 2fhIY 931 &, Ta qoh A-IAIH A 38 U bl o 1 e Rl —
TR HIth W Ial T8, R RSAT W, e o A Tal, Tl aedd T &Y <l o @iy, 39 #Lfi it ANER THTee &t
HEgH HA & AU, G I3 T WGl Wil bl ATH BT 21 TSATS 94 T, Wbl 3G9I control board #ift +t standby
current i @I o1 — conductive mesh 8 &dl gelchl-Ht THTES — X 98 THTES HTHT Tl Tg B THT o1 51 39
ST AT UG B18d W el 7T

FHRT U IT Wigwidl @ A Tl Hegd S| IH A ol S i@l ard T Y8 a@d & — 39 ATHI IS ardl g
eI g, sferge oft T8 — I FIR @l afGAgaRIT IEE B Ueh §5a1d o (U H: USRI F R ¥ W @l photovoltaic
cells ST %@ &, =4 =1et gfer-gem @it oft f grid load profile SE& 38T 27| eg | T8 At € 9 5ot off|

3T D! TG | TS Sl FRR R Fe-T3, Weala &l Pia gy Ut 181 Sergeant Padilla 1 =av caller ID ® &11 Kali &t
J93 & @M, code @ @MY, wiT +ff T 99 & @fC S data & (@ § WRHJA o, Uoh HICHRIHIS JIeaRId ol 9 AT off
sergeant &l AT T Tehall dT: I TSATHAA TR &l Fd "INl e arT 74T

I8 Tl Tt o1 B qg G Tl off| AR T8 T oft el o gt oft — @ H T (il g WS SR 7 W@ A1), Skt
3T AREfyar # & w5 Ted €, 398 Uget & 98 39 A 2 Teh| David dst T Ferar o1l David o Afazer TEf @t omi S
BT | o 3 i g3t — 31 1 & ot &l FredaH|

Teh AT W, Ueh 7T THIS, Teh el dXE ol 3| Tl # Tg 1 H¥dl § obf Mother = 37Ut Sidit 1 Ha@ g8 1d W18 &
TRST WX s off|

AR R 9 I8 Tg He g ST AT, 98 GId 91t i |

Palo Alto, 19931 Waverley Street W = # gadl iR Murphy Oil Soap &I G2 &ff, 3R 38 Ufdl & IR # HiS[g
soldering station @ STh-di@l e @ Ty ot Kali ¥R @l 90 AR €@ 4, 3R 37 o afegagasia dahdl 4
gadl off STiHg 98 AT deh ATH &A1 el did! off — 18 il daR & Ui AigeRdiad &1 magnetron, @i { 7 ataior
@l cathode ray tube, g@d @ dimmer switch St Ger TH Sgdal W 9T o S8 shadt gat g Fehdt AT

cochlear implants 9ig 91 & & gT 91 374 3T UTH @G 9, AT off, G &l 0 &l 3RY 7 95 Sl HIFar A1
e ATEAarchdl o T IHHT T T Tt off TU o SRIV 27| 98 Tl 370 W 3R TR & URI § gar off | 98
YT FT T ITeh ! ol 0 G gl of — T B! df ol AR &eloh, Jh! aidl af &d 3R 9, Bangalore 7 Ajji § ®F
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TR 9Td Yl AR BRI T 91 IR gqai ot Kali =&l 958t uTdt Fief @ Kannada ® sterdt off 3R Kali @ Kannada &ad
IR & Sl R G deh WAt off, d I gofen! hidged | agdl St ot |

3IGah! A &1 ATH Priya 911 @ San Jose State ® 70t ot deraR off | 3¢ ST AT ont G ot UZafe aRkreda | Afeft off
— Shakuntala Devi, Sif1g ¥ "Human Computer" &gdr off, Si-gi= 1970 3R 80 & &L R H-g{dh TUMT dl Tt
FIHATY URERATA &Y off ST SerehZran ohi Tehtel & ot off1 Ajji 3= ST & <) deg-siena TEans i oy ddhs | U
R ddi off| 3gIA a8 Imperial College London , TaTel & G- AT 9T, AR WIUTH Te Univac 1108 @Rt Faamafd
HIAT T T, S8 I SFTe] T T Tl

Kali &t /1 Uk Q1Td A ot WEafmar off — a8 wafsn St 4% & U H Wgend gidt 8, il proof & |1 9T gareee &
Bl 93 @ ol HHAT o U H, BT FTLRUT Sl TR FAT-3e qLhl G FHSA ol dHell o {0 W, S deh Hi G998 4T Bl
ot 7 gHE STy

Kali & 3o+t #f & 1Y 9gad u¥g 91 d A 3R & 9 3R 91d da aohd aeld 9, gal § AR a91a 9 A+g Kali
fGAGTHIT FHAY 7 Gl gardd & {0 | Heqd HX Tohd! off| 915 |, 1T 38 UdT 9ol &i 98 HIdT 7eqd o @l ff, df 98
FHSNIT & 98 U1 AT ot HIFUrA 7 bioelectric Heand Ug W of — 3 Bie-BI¢ &ic 511 &2 28N 8 Ugel Gl 2id 9|

Ig AUT HT T 64 el a@ "ahat ATl optic nerve implant T@ it GRS g¥ oAT| ITF AU HT T Tk IclY gohel § a1 o
Il qEET i TRATES, I+7eh dTall i a1ae, g Hd agard! of 519 3 Fagrdt of | I8 David § T IR 4e1 o1, 574 3 Hidg
T & & AR 98 IT W 3T 41 et ot — "Mother St qRadt 82" David 7 T d8dR el 31X 38 &M 8, Felhal
T gam, 1 David 99 F FedT 971 919 & 79 AR, 99 HI a1 | dig)-8e 31 | Tah Hg S dhi- S0 & AR 3 @d
g, IO W ot el "qH I gl gRadT g1, 394 et ol Kali 7 & g 3§ memory palace ® Tl @il o7 S 394
TgeA IR AT qIIHAT AT @A & 91g @ ST L HIAT T, 3R 9€ afaR0T Y It a8 TN AT Ferdt oft 18 anT 9g0 F
TR T 2

39 UG TG IGH! Al dt Jag gs, Kali dfafT 30 | 319 ufar & 486 PC & 91 WY W ol off| 98 Uget 4 &f of 91l &
FHUG H 3l g2 off — T9 § 3T ufd1 7 3qh 9 Uk keyboard @1 o7 3R I8 U7 o7 i ALfi Tk Tt TS et @
S8 a8 Kannada STt Sarrafehar € Sreidt gl

keyboard & 399 FIE W el I &f ag el ol screen ORI off; 384 T text-to-speech driver @far o1 St
output &I 3G cochlear implants de 39 TTdf & Ugarar o1 S8 g G- ATl 39 parse el Y Hehdl AT 91 91
! IM | 9 80 €S WAl Aivie <18y Fedt off 3R software &l Ia-t Teotal 9 gl ot a1 Fesidl € gk 999 picture
books Uead &

Tt 3T AUHT A o e Johd A

&R el US| Th Q| I8 A bl T STeh YT Thig QT Tl il — T HiH o iV 360d, T YA o iy iR, Felehl Hidlt
V! WU ST A ldfeh §¢ g1 ST 0= wuigdiss input @ <R g1 Kali AefiAT &l a9erdt ot a8 graceful
shutdown 3R crash @ & &1 & STt 2T | IGah! A T TR crash & a1 &

TE o WY W TIRA §Y I TGN 37TE, IE &R AW H et ot — <hIUT, a9 ol I1AR0T, TG bt JHTeA ol ahig off Tame 7
B11 Kali 3Tar gt 811 8 Ugd &1 3oa I Ul oft, 3T UR Bfeid ol TR UG T2 o, el A TS ol <aTeTl ge A, 3R %R
o7 & linoleum W U@

AT TRH off AR <fel FF gger el &t Kali 3 3=t STt 7f ot shelle W, T W1, 3T S8 TR S8l 14 IR @ g arary off
— TS, X H/S el AT| ITF AU Ul &l Yo, 51 10 1 ¢, 3R 98 9@ 3@ cochlear implants &t 3@ d &f 999
FHIT HATATST T — Teh G Sl HTHT I I TE 8 G Y T3

39 U 3 A & SRR I ST, Aen( Al &l el | paramedics € A | Uga 3R defibrillator & T6S @1 &, @ St
Hefe I g a1g S Uare § SR 98 a8 Hefem el off S TWE | R ot R anoxic brain injury! Priya Devi
Mountain View @& T& long-term care facility # TaRg #el4 R Sfidl &, ventilator W &g dd! g3, 37 TR_A
X [V B 379 338 AR GIR &, 37 bioelectric field T T8 SRR & goret Hohd deh T AT o1 ST SHT 71 & Ta
ST @ gY T
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"B R et ST aTTarer T8 G| 3R 2t el SRt St 3R ot Hiee e wfer,” 98 w1¢ & David @ wei

Kali &7 g& 38 ASlgd el 9171 Wbl I8 I8 data & IR # FRAA TR 941 3RAT| 3R AR Tk HigH 3R 30T & o &
Johd W YT 1 BT Hehdl &, Al G FT &l THATTY 9719 Tg & — I FHD Hegd Y, 9 B S Y, AR 96 B W
AR A1 HH & AT &1 HHt dARE G AT 7| data Sl g1 FHH & A g Al

IT UTAT A a8 9T § 9 IR 3T SMHTT TR TR i

ugall cochlear implants — 9 @ &1 I I ol IEIA T& TR Ta &l — a1 &Ml # multi-channel devices,
Tada® cochlea # a9 electrode channels, 37 §EaTdt pediatric implants ® & U1 Kali = ugell SR gARIT &
recovery room ¥ TATI 3T ST Ugell ATGTST process & dg IHeh UTdT &l AT T, W19 96 THH el UTg FHaleht o
I UTH 1S HaLW el ATl I8 Hi@ |

IE |1 &t I |, optic nerve interface| 37 SRiTE &l U a1 &l HH: T sensor array it d19 optic nerve
bundle & Jet ft, FHART 3@l I IHMAR FXd §UI 58 I8 ATHR, UIHIL, BT a1 AT oft| 39 @ &Y 2fm| STt
visual cortex, IR I Ta ST BT input &, H GAR HHI o AT SHAHA BT AR AT AT — T TG G DIl
@Y szt & g A clinical tests ® @1§ guR 78 3Ran Kali @@efa ot 3987 3gat @ugt diel AR 38 U
prototype @t A8 SHQHTA AT AT| IJTewT IALAAT CeaT 7T, el W&l

Ue¥E 9Tt i I H, Teh Gl array| 39 9R 3! visual cortex Hehd | S[ET — gl & (U H Tal, Icishi spectral
data & W #| afegadeaa gradients, radio frequency signatures, 3THUE & & electronic device T
JTTTH | T 8 3R, AR T8 81 STIIehT IgIA QT HAT &T1 I8 37a clinical tests ik Teat 514 &1 HY| ITGA T
AT GUTR GIST HiAT AR FTEAE STarT| 38 had David i Sar & 9g aread 1 Hd1 7egd Y ahd!

St 98 Heqd Y "ahdl off, 98 navigate & & @Y w41l EM sense = 38 spatial awareness & — J9gaii &
thermal %R, asphalt 3R #lect & &8 & ot afgagaema AT, processor emissions & JAd TR I aTe,
landscape ® ®elt power lines 59 landmarks | @& resolution it & | dsft & Rt oft — a8 919 Fe W HiA
device @t firmware signature ug St off, T e U ITh! IuFl Wi Feha off, 3R ITG AW Fepd spectrum &
background noise # ga-AfcT A1a &1 & 7, R WRT ST T, &9RI overlapping signals U& TesTee # diHe STd
ST 38 HiRAT U GI o RAT FRATAHE I B T8 R 3d 91 erel H autaf oft| T8t sttt avtg ot wfag d8t wdt ot dete
T Sl I | 394 Gg el g1 dre@r| David Jgelt SR &7 | §oT — De Anza College T U& @relt parking lot,
39T &1 emergency brake W, I g 22 gUI 3T HEH QAT R @<l &Il Afel 9 — T 2003 Honda Civic, a1
HiAT telematics & 3R IAT GPS &, Fieh( ¢ FR AfeTagaeha I T T6 &R a4 arett off — 318 server room & iR
AT G T FHIRIRT FEAT| ITA AT STt ST, FHhT BT 30 4 JHeft 7gfem DMV & eye test U -Tal &2 Tapd|
9E HH AR Hdd gl Tehl W Tard of THE a8 STrat ot

ST AT o gadatare M & a1g, Kali & it #9ge? & 99 %8 & 47|

coding T& #SIgt & 2| AP 98 ehailal wNa o7 STal 39 Ui QRUT ARIGET 471 input & output Afetdr oml aX®
SHIaar ol @i 91 SRUT crash =&l giar &, R & HROT Afel Hebdl AT R AT HIH! Ted8 G Wiot| IFF AW
FRATaTeT wt AREt wRafey K&R &fde @ C Hidh 38+ 3= ufar @@f workshop # @ Intel reference manuals @
assembly language §g 9RaE| =t 911 &t 372 | 98 device drivers @Ra &l &ff| TIRE 911 & IWL | 96 AU G3 D
cochlear implants W firmware reverse-engineer a2 ! ot — g I&a & AT al, A T2, TAH! 378 TS
% MY, 39 technology T Hamfad SIdM & &G Sl 39! @idg! & Hiae et ot

10
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optic nerve implant & %8 #eH d15, 384 International Obfuscated C Code Contest # gR{@m @l I0CCC
programmers & 9 Ueh 3fsiid WU off: T8 THTqHe, AU, TGS FUG-- program ARdl St g -1 Janl|
grStdratl ahl ITe! TS, B8, AR compiler H 3T SRS &l HAUAT § TR IS FdM Sl HEAAT o TG G ST ATl
Kali & qzafief 487-byte &I Ua THT program T Sif 9a 9 Ueh T HRAM text-to-Braille dot generator sHmar
97 — R source code Fg, I@ print HAT ST, Teh A A I Tal GG AT| IT ST ST Tel STd 9 ITh! I
9 UaT Il i 98 TRE AT Dl 8, <l 378 o Ig Ueh Falleh &l

I AT SIIET el AT I8 ST Fraf AT o, FR R AT g

A% |1l ot I dk, coding = I8 QI g A @R 271 IF A1 FeiwT-37 operating systems W TCP/IP stack
reverse-engineer &I o1 394 e packet sniffer @Rar o1 St 39 cochlear implant & processor U Iedr a1 —
FHARATT assembly @ i kilobytes it 3¥& &g @ hearing aid @I T passive network monitor ¥ §gd ad 1
I8 Yl IARA # I Fohd! o 3R data traffic &1 It a8 7 Fehdl ot G Tk HillaswR orchestra &l tune 4 g
AT 8: & protocol T e ared I, & device Teh T dlaeh, harmonics network @t & I8 a8 IR
el off ST harmonics U violin & Yfia? &l

9E A8 HIeT ot IAY W THI G g archedt it oft David &1 (David gAeI &1), Wk David |HZ &1l 98 A 3R 3@
qrell AR | @dT A7 3R 3G AR § el ST HeheT AT| IHb UlAT Ueh ASTell & S{Aeh A1 98 @t AT | IFent /1 7 bl off|
3Ta! Ajji Bangalore 8 W9 W Ta 1@ ot — et gidl, ATd &idtl Kali @ urd Igat Al off | 39T code 11 98
signal field o1 T8 %ad T8t U Tehdl! AT

3T Tohld T SAYATH I RE HIAT 918 gER @ scales T THITH Fd 2l

2002 @t AR #, Kali & 9idig 91 R 2F 3R &Y 37eiRar & 370t high school coursework @ad & & o AaH
31, National Security Agency @ Us Hefelm Waverley Street @ Devi house W 3$| 384 navy & pantsuit
3R sensible shoes T& 4, 3R 98 @AM { H 96 Dr. Devi & Iam ol i 3-a! acf Agency &l 7o § 378 & —

3Igat online Tafafaf % SRMU: penetration testing, network analysis, open-source security tools & IrgH
— 3R T& program g, September 11th & s1g & =41, S signals intelligence & THTHSTC 6T & AT FHTRIT
QRATHTITEA AT STARIRRIT ST Wit o Al F=ram 71 8 |

Kali gfcid & g @ oft| 98 Bfu-sftie 7@ g @ off; 98 aR & IR visitor &1 & Ue & Tl T-Mobile network
& government-issue BlackBerry, Si¥feT encryption handshake T& & cipher suite 3T IUIRT &2 &1 AT St
Kali 7 9t &t 2l 3@ 11 cipher TS 7| 98 ¥R 999 qferaad e T

394 i @ &l 98 Maryland § Aunty Meera @& €1 36 9all 718, Sl &1g @dTdl el godi o AR dgad= masala
dosa st off| 98 June & T& HiHaR @t gag Fort Meade Ugdl 3R 38 U& badge, T& cubicle, 3R classified
information d& Uga ¢ T8 St Congress & Lo &gl ol afdfd & adll

& 7R & ofiar, 3T ST team & &R IEEE H NS Bl 3R BE WER @ oft

11
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AYAT 3: T

Kali & 31§ ¥ dH &R #ld @ #, Gaithersburg, Maryland # National Institute of Standards and
Technology & 578 Teg WRRR W ! 31T SARG! & Sl AR Teh T%ha T i STadl SARA 1, T ATGHT S W@
o

€ Tg STH-ETH e T oI

Dr. Steven Foster qd W 0547 S5 Ugd — 370+ MY THT 8 ¥ AT e — Tl S[elTe Sl SHT = 39 G
Ty § FB A QAT AT AR T IR 991 T B & T @ 91 3T ARG I G161 SARGT G el et off qF 99 A @R R Th
Wil TA-TEHG Gt | 3aT, HARYE 018 SINH @l STegIeTea § AT 3 e 9, g2 gU Hadie 3R U aeand gafn
&l HAWTT Freilae TR Heo @Y gY AT arEed & — Teh Tl Fara Sit 3o Hel I ohi 3ell Tl & sy iis sig
g ot

T | @i T TA1G 91| A o R Goh THTShTHT U1 i shock & 31X 2 &l WIe AT 9T, AR Steve &I GHH &@d
B Tl Y 3 7T & Ui aiid 4 a9 51 @ Rockville & 397 suReAc & Hafi g 3R T-shirt & gt
TATH AT &, R & TR FSREN Maryland & Wik 8 @dT @7 9T, 3R 79 IAG 3! qadT T Uea 4 ef Hidl o1 @t Tl
3TEiH Poseidon Se7en+ Afkrem — T closed-circuit rebreather it Ue +ff Sefger daT iU afT I aTeiie Hie &t
TEXTS W Areid Afe & deco-free bottom time 3aT AT| e 1 A BT &l A a1d oY | FAged AR &1 AR IH THATR
HAATE T I AT i Steve Foster &l aiR@a-1a I & Aol HawdT o1

31 T-shirt IR & W F AR, AReT Ia, a1 | g1 9isT, ®R 3701 gear bag d wetsuit Afhen 3R 38 Th
TR X ! HATCd ol SUATE FHIAAT & 1Y TeT: Ugad U, ®R 8, neoprene &l w4 ae @idd gy X S1uR pull & @fY
U 1Y 9eTd U | 37! qaaT o Y e I TARTY TRRIT T, T GaraanTd | dart 0= A9 7 Teh e of |

3 qd & H-R W §6 7 3R A9 fins & 4= 7 garar — Coronado & BUD/S TRIfRNUT § TS Uah 31ed it Navy sie
% 9139 A1 15 | I FHft T2l Biet ot | T — a1 i garen & qedt w1 ARmld U 39 Fed 9 — o uas
FHARA & Uoh MR TR AT AR AT G TARA I a8 doh el AT| G bl AT ATHAT (T, Hehl, TeN) I Tgat
SitaT T 3/@9y off — T Nike anti-aircraft missile launch site @ @ 9#Afd bunkers # & U, fid gy &
SR I # Soviet FWAlWa! ¥ Washington & W & @Y S9@1 T o411 Army & g WS ARE
intercontinental ballistic missiles 3R mutually assured destruction & Gfegid 3 JUTEAfd & RT I
Bunkers Y5 & R Y| NIST & it I Teh aqe IR 11 &f 318 4 U & dive equipment testing facility &
Tl S, Teh SNST SeA aTet Gl @l 3R wlre ol Y 3 qreht G @R died it | et bunker & =i #ie
19 IaeAT Uoh SRR hadid el S1G H SITgT 1T oM

NIST = &+t diving equipment & @M AME 77 el HV, SHANT FaATAT FHIH! §a b AUGHd &l Steve F Naval
Academy @ %, SEAL Har g, 3R FDA @ White Oak campus T aiqd THRT A1) & T2 Huh! o SR1Y
Ugd grEfer a oft| IR 28 U & @Y NIST & STATET td @1 91 o, FDA HiaTerd o UTH a1 | o SEHR &l gym
ATEM | FB &I therapist| Steve &I ATBRY & ATei Hie HT ST, AR, Lid T 3R T T 7f S I 971 3T iy

12
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g o 2l

3giA integrated mask 3R breathing apparatus g+ 9&2 T @Al 3704 HE 14 )R & fin & @ 9 @t AR
R, 3R T | IR MU

T 3 g A e

Bunker & §aRi & 1Y ARMATT HARTA T 7 G R AERT U7 TR a1 HU 7 3o et off | 3 SATET T el Ugd ursl
UeE HieX o 1d ol UTHT Ueh =HelT-shrell o7 ST Uee Y QU7 3€R # 7eT aram oT, 3R Steve IFH 3ad ¢ 51 |f combat
dives # 3R &: TRIGRMT, SwihY, It WA rebreather & @ @ ATd S WEH off: T efidft Fig @1, Tk R ol afg
BieT, AL 37 FRA SSHTHATSE Tl Toh Golch! ATIHIh THT o T HAThEIo | daa @l off 51 § U1 Bl & aiied
Hegd Y HHha g1

Ug Hie W 3 Ioh | ARES @ | Rebreather 3 Ue i g el BIgT| HATCT YIUT T — a1 ot FqqaAfal el Seiehl |
HiAT 71 ST ot IugAfail I7eh TR &l & Gdg W GHH W 8 G919 S[AdT Ul I a1 & Ueh dig 7 Hegdid o @1 o1 —
H1g qAfaa Tel, ®is email él, ®1% budget meetings =&, T@ UdHT & @+aR =Tel, Deputy Director &l &g B ol
ST U8 i 3TehT &Y e actionable TR &

Steve 7 31 5 | TG T | TG @ TR Teh el "Th," Bled W AR a1 "Q1" TH W 3 R YL FA | Tg I7HT 441 o
— BUD/S & g&R g%d & o1 514 U instructor S & mindfulness &l GRamT 91&fU o, 39+ siud gy candidates
I FHEATH D! TATAT AT Tl YT o 19 ST1ard T ol TRATAE I T8 T §¢ el 2l Steve 7 AT dg Y arT AT J13d
T a1 i, U & 98 THHTAR ST off STal 3+Tehl A L1id &l &l

ITEIA ST 3T 2Tl BR 3E Fiett, headlamp WelTe, 3R H 9 &< fins &t €iwft, He o & 3ad @ — Tk Tt @19
St ITehT LRI e ATH 8 dgaR TG [T AT1 917 7 Te0d AR 7 Teoh The A HieT| TS Hie TR g Bl SRl — Hehdie
TR BE-Jhiel Tadeh AR aR, divers &l 394 ¢ 8 991 & @iy 94917 1| Ig11 adl ! high-five T, quug urt &
HR-UR HLTeh(er F GAATS T, 3R SR 3R afufia uzafaian = e SR ot dier o 2R

Ueh Wfadid fid ggg & missile bunker & %R W @3, suburban Maryland & i< 9reid #Hiey, qROT &=1C 7
YAEaR(d &1 ® 9id @id, Steve Foster 7 319+ mask @ 3¢z @l HUD &l 9 &

Y 0611 o1 — HUFNA | I WA 8 STITET 3R I A1 I8 AT 821 gicit &l i Fgl A THT BT G G HiaAT1 T
ol

9 & 14 notification desfd &l ot

FDA # 3at automated monitoring system & U flagged alert — @8 St 3gi- g 918 #ft, 98 St CDRH & U
server W AR deidt off S8 4 deeinl I G qgehdiila MY & A IUFNT & &l Al el off, 98 S death
certificate databases 3R medical device adverse event reports (FDA @ MAUDE database dicg federal
#R commercial ¥dl # | T o) # FDA-regulated devices 9 3[g §dg & Uei H statistical anomalies @rstdt
off|

System @i e 3R cluster Afer 2T

Steve 7 HUD & 812 display ® summary data Ugl, 39! 3@ 38 methodical T&edar @ I & off S et &
e FI afiwar ot Ventilators| uféa dieie "¢ # mid-Atlantic region & IR 3JqUdTdl d 9Td Hid | FTEHT-3TeT
RATAT @T-3@T models| F@T-F@T patient populations! THAIGR GHFGT W@l W stable 9, &rar
mechanical ventilation W ¢, 3R 9Tdl &l U Bict GHI-GHT & HiaR acute respiratory failure & §ag gs ot

IEIA Tg Get Uget 3T 91| AT I e i 57 Gedd ol ST odl oft — 9g statistical BT O & FB Wl | 3% data H
e Bl HCo! WX AN bt ST ddl, 3R 399 Uedt i 4 38 Uehs UMd, A4 @ Sirdrl 2021 ® pacemakers| 2022 &
insulin pumps| 2023 # defibrillators! 2024 & & R infusion pumps! & JR: T& BieT cluster, HeAT-31eT
devices, 3TT-3e T ?f?frl'dT, &g mechanical failure 7&f, ®% common lot number &, %% shared software
version &l & R cluster data # qae giaT, 3 34 flag &¥d, ARATAAT § records ANTd — 3R 5@ d& records
Ugdd, 9etd background noise # g STl
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METACOMPILER

B UTd| Bg 91 statistical ghosts T di8T &¥d gT Staeh! 3-eh! funding &7 &idt @I, supervisors = €37 @, 3R
UG U & 9U & ST Sl pension W U lien & & T7 — SIEA 3¢ 96 U1 HAhR i U AR HiAT Sl 375 el
el @1 TR o, Uk Tt company € S device application @i 3 @t T8l ST 9TefU 27| 98 AR e 7 i
Teh 9 SUST § 36T T, 3R FB Yo 96 @g@eldr 91|

g 31 gael § 4 81 off 1 39 ge data 9% A7 3R cluster A &7 AR Steve I R W HW S 3@ & SF I7al training
AN Rl — Fhihi Uk @ Navy SEAL ety Hiee ¥ &g &t I HUD STt ft &g @7 &I, FHt Steldl el o,
Fiehl YhdUuzaTe | nitrogen & gaqga Ia-t &l AREA I G AR "ehd @ ST i 9 FEUATl § ventilator patients
%I AR 6! hig ST el |

d 0624 W Tdg W T Mask 3drTI Rebreather & filtered mix @ a1¢ chlorine @t gaT Us daR &l a8 @il @
wetsuit 8 U TUFId Y I 8 qTeL Afhal X 9 — a8 e, are -al, SEALs data 8 =&l YIFTd — Jaran & & | 39
BICT AT ! 3R STl U government-issue laptop T ethernet cable & NIST network & gr 1, Sif§ install
F &I I mitigated srgaf wictt ot

34 login &R Monitoring dashboard @rari Cluster &l T HId Hid | IR HHUAT | a1 €S & window!
31 individual case records &9 3R cross-reference & ¥ HRAT device serial numbers, firmware
versions, network connectivity status, maintenance logs| 3 &% 3t deliberate economy € 9 %@ & Sif

3giA dive H 3HAHTA &l off — I 9K &ehd Tal, &2 action sequential, & variable & 37T @ Ugel 3TRT AT T

Firmware versions - & ARAGT -3 41 @ network connectivity logs ® %8 o1l ¥mar
ventilators 3 Hidl & Ugat di6g "l # Ua remote software update URTId HAT AT1 FHT-3ART update servers|
HHT-AT update packages| W @Tal 4 Ua T8 window @ &R external networks § connect & o Srd
Steve & statistical model # anomalous flag &R &

3 MedStar Georgetown ¥ 3793 contact @l call &4 & WM W I 3R 219 91 &1 W) & &f data sga 74T

FRfT 7 database & &1 STa o1 3R ST gt @ o7 38 agal a1 A1l 4 i network connectivity logs g %@ 9, @
<fefiryl Timestamps & T¢I Remote update & @9 entries T a3 T&9 & Y1 99 g IR = 3704 server
addresses sg@a routine manufacturer endpoints & @y

Steve FFH{H & YA | d G ATt AGHT 6l 91 3 observe & &1 AUA 91 I FEA 91 A A Ghs B AT I T
TR, FIichl 1l 3Tgi- T 3@ o7 98 FIs database error AT refresh artifact 72 o1l &R 3 3@ records ' access
HIAT AT 3 real time & Ug W &, 3R I Sa7 <127 4TI

31 print @M Laptop & &7 ® printer — Te W HP Laser]et St Clinton Tme- & 39 garem & of —
U MSRATEHT warm-up cycle H o T71 3@ screen-capture 3aMdTI IgI4 A= monitoring system & local
buffer ¥ cached version save &1 — 38 version SR 31+t 4t original data o1, 98 version Sif gRamar o1 &f
BE Tahg Ugd records #8 araq 9, 3G UGH i Il A BT il i 31 AT G- Terd |

S1§ @ printout ke, IEI live dashboard QeRT 9e &Ml Cluster a1 @7 4TI 91d & 9 & #tal & re-classify
HRT S W@ 41l Ventilator adverse event reports # A7 causal determinations @& @Tef deied & @ & —
cardiac arrest, pre-existing condition, unrelated complication| @9 #fie Ugat ST statistical anomaly T&
|UYE signal T, 98 noise # smooth AT ST &7 2T

Steve 7 T& &9 ¥ printout 3R g # screen W cached data @RI Ir@afhar & & FH@UT Ta official,
scrubbed, 9TF| T& Tt monitoring system Z@RT Hewsfd sit FDA # &R & uar 761 off, Te UF server W Sid
&t 3 authorize & &M oM

Official version =g T &1 &{ g =&l |
IHT version &g 8T &1 &l HId & 7 b & 3R hig 39 &a1 T 2l

3T printout A9 W @, HHR & AT dih-ole align Fd gy, Tl Steve Foster IS @éle 10 4 align & & a1
qfeleRdl Tal| g1 wetsuit & HUL ATeT FRET FAR ae IaRT AR metal folding chair W 98 77 3R S IR ar+ft
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METACOMPILER

3T o7 I IR # 38 Hig ol 919 d 8¢ =iel & 9 § ¥iad 9: sequentially, thoroughly, I8t e & @1 it 3@
BUD/S survival exercises 3R PhD dissertations 3R G U9 secret &l @@gr €, damning Tl J gurg W&+
H @I 9T St e career I3@1g &Y ahal T

3T phone buzz &RiT T& calendar reminder| Budget review meeting, 0900, CDRH conference room,
White Oak campus| Deputy Director Okafor 3& g1 Agenda # Ua line item T S8 Steve B8 el 9 8¢
% &: "Recommendation: discontinue medical device mortality anomaly research program (Foster).
Insufficient findings. Reallocate funding."

3gi4 printout &1 Screen 3511 Calendar notification 3!

Pattern @&l o7l 3gi4 Q@ AT| 37 UTH Fgd 9T — Ueh U4 server W cached S exist T&l T AGIT AT — i it
3 & federal database # 1 STAT 3R 37 a@d-a@d Tqd dad &l

Pattern 9&f 2T 3R &g I8 ARCHT TTadr ATl

ITEiA wetsuit T a3 AR, I8 TR & 90T § hook W 2, R hale & FQ W 7 Uid 39 locker &l 3R Tat SIfaH
3 fresh dry-cleaned &ug &1 Chlorine 37+ft «ft 37e arali & o7| Data 31+ft +ft screen W o1l Budget meeting &
"2 7 off, 3 Steve Foster &7 g1 o1 &f 4 3& conference room # 4= briefcase ® 9 SGUSLIHT Hld A Tt

3R U Tt recommendation & 979 it Deputy Director Okafor &R df Haha 8, Aehi-l ToRsiaN el |
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A 4: i JTeAfat

U= 4¢ & AW HYFR & Ul HelM 916 — Uig He si-m California Public Records Act & d&d e, gyaeT
QAEARATOT AURE, 3R Fgelit surere § Maker's Mark did gU Ud ot off, 519 deh ol @aTel, Harel 7 W Tl 7 9
d — Maximillian Dershon Sacramento &1 3R TSl TeTeht 74T, Ueh UG AGH! @ 969 i & @l¢ il 399 Hie T
TEX T ATl

San Mateo & 39 AURCHE & & T IR °e & AT — Tah TS Hel-R & S0 -1 Hgerl, s perchloroethylene
R QT Sl ot g -aat off, AR 918 Max 3 39ai SR 0 AT o7 Fiht 96 GedT AT AR @l T HhH-HIcIieh St
UG 37! 8 HaTel el IBdT o1 ST Teha 3okt 8T AT AR STk AT hig ik el Al &ffl 384 101 north @et 80 east
Tehgl 3 R VI Tgeh, HUleh( 615d 3 TNl & T BId & Si-g Steral 8, AT Max o U ST i i STe el o Ffdra 39
ST & STal 98 ST T8l U7 & Uah 1994 &1 Ford Ranger o1, S 1 227,000 Hie e &, Te manual transmission
ST R R e TTRR & ot gfdred oft, 3R Ten AM 3Rt 51t Sieh § hdet Teh &1 {2 Uehgd oT| 384 @a? G| Russial
China | 357 &7 HRAETI 3T LR 58 = 11

CHP & Golden Gate Division & J@am@d Richards Boulevard W Us U 3ARd § o7 S &Rf da-afchfage &
TOHAR STl A Hend! off | i, 99T, SRR Max | el @l dl, AU <TE H Mo Wil — TS, Fich! oid AT HRAY
FHE A 9114 & dl A SRATG 6, e A9 98 | off & — 3R & manila folder 3 & i3 a1y, IR At A Ta
T

Division Chief Gardner U= THaR ¥ 3A9IR &Y T 4Tl § S 1A @ Toh-galk bl SIHd 9 A0 § It A, T1e
TAIFIR, 96 HIYH HT UTaR AT SRTH GG o TR AR WRIGT Q1 T SRI6R [T J ST 8 91d 21 91d Max 3Ha¥

ST @ Gardner @l &l TT| IHHT &7 AT | Toh Ul o Y SIEYd 9 SIITaT 9TH @, ST 3ah Uigl & LG a9 &id ¢ oid
T & IR H O FeT Aal G|

"Max| gA &g al"

g FaTd T8l &7l Max = 38 HaTd o a¥e el @iian| 9g Ue7 il 18 FHEdl W §6 74, manila folder Gardner &1 857 W
@, 3R IH T TR Gici! STITehT i 394 I 3T T

"John, 3! Ugel G a1 A"
Gardner & 98 W HEIHdl o AhR 4R-4R FB R Haie Wa # 9¢all | I8 sHa! IAAIG off | Max Iqat i@l | U Hehdl
o — 9E STIEHT 37U+ Ll § WS efeh ma o, afdve & 78, aareet aardt &l

"B GIERATOT IURE Uet 21 Captain Sanderson & MAIT &9 # §w93idr § & Golden Gate Division & 3 qHgrt
FIG IS A 8, AR AT ITE g I 6 81 AURE QA 81 Hidieht HEl Bl ARA Ik B wlehi Iah AT H Teh
el YR 1 €, 311X o8 Terdl 81"

Gardner 3 g+ &l 3a9IR HAT| I8 98 91d ot St Max &l 38 a1 | g TES ofT| I8 SATGHT G Feh 0TI

"Sanderson T T GARATYT Jg A TAdT & i TSl Tel 9 I o2 Gl ol & T, & Taf-aResor, 8 ThEAR &l
FTA — | 39 ATYR WX TIHT 8 o shad David & Tia = & 39 HR &l aof AT 2T | SJEA &l Terd! T SAZaR M ST
e 7 9 T8 & afched 81" Max 7 folder J9odig| "deh( 3R Lexus # @E! 31 18 fI? 3R HR AU AT T & o
of?"
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Gardner 7 7 & @id Blet| "Max| & Uoh-gaR Hl 9gd @d 4 ST-d ol 31 JHER Jhd &1 9gd 3@ 2l I8 § SAfa-t I
ATEY, Ve el & R & 37 91 B Tedd § i STATedal H1 g Fdad Tel adT — David & wafe Star &1 &g
Zafere T o, g aTRufR Wer e of, g —"

"3Gh BT | Teh WS ol ATST &, John | STeET Far g3, IqaH! g H| Teh TaH! &R i HATST Taa? Fa & 4l | T8l
TR

"8 FHEAT §| AR AURE T AT ATTHETAT el 8| SHeAT AN dTe- R AT FHHT & — SATTenl Haad ga Hedhl,
I AT <R, U, FB off & TehaT 8 —"

"David 3T T 61 AT| g AR T | Uoh FGE qTeidh — 2Md, JaaIId, St ave o1 et it SEar o1 3R & /i
W indicator &aTt 9T 98 YA el HeeHT &T| T§ Ul §AT el &Tl"

Gardner 3T el "geT Sid & 4 el & event data recorder @I i & & throttle FaT 11 steering &
input Us T8 eEaR & U 8 Sl S | g2 acceleration @ a1 ST &l GHIEH ol HITRT X 3@T &1l Akl TS i
Hit off qEuTet 7 electronic WS # HE Fgd el ¢! EDR 21 # &1E fault code &, ®1g error flag =&, &g

FEWHE sensor reading =& | Toyota @I systems engineering & = 3cT I THieST & 3 Yol o i Mgl AHA
HIIGE o *iaR S & e o

"TMTgl e & e & K gelt 72, John | aRrE Hier wxaf He @l TR § median W1 Ug d% Ugad-Ugdad e &l Uk it
e 7| Al FTarnd aret 9geh W WHHY ATGs! o Hid' Sl 98 Aaed ol & ol AR AURE Aradt al”

Gardner & Max & 38t 75 € 3@ 919 Max 9 850 Bryant Street ® Homicide Unit & A5 & UR 4 Mehddud
RIS &1 a@T 7| <Gt | Sae| 38|

"Max | %3 g IRe Ge uet, THeT e it o S1g| Ak 319 &1 § ST & I8 8 el & Sl gH G- dred anl’”

"8 ITEdT G i I3 3 HIHA i 34 A6 3@ 914 7 @l | Teh &adl &l avel”

" g el 81"

"HE T8 el gaTl”

Treft| ZARA ST HVAC THTAT 2671 Tl TR | Ueh B SoTl 31X iR 3 IomT|

Gardner @l &l 4T HeATehld @ &l 78 ot | 98 %8 W g1 W& Max I GATS deh o T — I+Tehl 1at Wt ot JHdfohl §
Teh AR lehd — SITHHT Adeld oT: H3l JHER! URATE & 3R 7 JHER! Hag el o gahdl|

" U GITA 7@, Max|"

Max CHP &t UR&{ # Ranger ¥ THRg AfC 961 W@l I8 UdT AT Hl TARE A 9 Fishl 39 7 &, 14 a8 David &t
Hid & d1¢ 8 | o a1 a1 — dR-4R, Gra-qHeie, 39 3aH! &l a8 STt 1T @ STa 38 UdTl Il ST 8 i dehd 8 7
IS STEH Tl WX, Teleh! S ST BT ST &l

38 San Mateo amq¥ 9 71| IR "1 Ranger &I heater get ot 3R delta & 37Tdl Sa<t 1 ga1 38! oft, R Max &le
TEH, 819 FERRIT T Hda ST, STael 39 W § WY gU el IalTdl e S 39! I3d Udt & 39 "case face"
Fect U 98 |G S a9 AT o7 519 FHB T89S o/l o7 3R Ig I8 qd o Widdl Edl 919 doh ¢ &1l | 9Rae = 91Y, 97 98 Yal

Marie | d39 9Tt &1 afdTe | HEB T, BR R T, BR a8 DT Sl 7 48 & 7 R olhi oF Fuaafd & — & a1 T &
A w9 gId overlap & T IEIH 1986 # Balboa Street W =R @iier o, 5@ Palo Alto 31eft +ft Uah T 21&R o et
Teh JATTaTell 3R Ueh Tehel-IeRNTehT & ARl ol S9TelT @HIg Wehdt 9| 519 deh afdTe ¢el, tech boom 7 R &t &\ i 3@
gard ot 3TQ 1 1 R & off i David @ i B o7 99 98 Felt T, 3 Max 3 38 & el ST Fhih! ad deh 98 & '
3¢ diad bourbon Ut 3T 9T 3R THAR & TR AT i qallel AR U GG dl F Tleh? T ATAT T, AR Q1 o S Bl B 3
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HES Ueh 3TehTGHIh TR S+eh T 7T T

IE Ueh TIST JAfAaral &1l Ueh Sgadi=l ST 411 3 Q1 d€T I8 Ueh He-i1d Ui a1 Ueh AT UfdT -1 & U ikl Tel &,
X 39 91d A A — David &1 39 TR A 92 &1 T8l Ad 31§91 Wi Sotdl AT SR U1a7 Afhed ST1d & AR Fweft-ahedt o g
1% wied & — Max & BTdt § Udh gl 9gah o ave Teat off, 9l R gt

e I8 off T Max Ueh afetenduT GRAreT & I | [ §3 A1l SFPD, 19841 189 91t &I, San Francisco State &
criminal justice ® & @ Afdhelt a1, R computers & @ Tk IqdTE AT G ITqh it wofl 7RSI df Fweft
Hefiy #d & afomT = aefi-a1eft 30T TgET minicomputer @S 9T — Tk IBM System /36, ST 3R TG, 850
Bryant Street &t Ueh dew dTeil H H @I 77 AT A 7Y hiei AR 0zone 3t § off | HiHT ht FHeT &l ATdT A1 IHAT
AT H | Max i 7aT &1l I8 U1 AT & Richmond District @ 3urede # Commodore 64 W BASIC &g did of,
%R Pascal, ®R C, ®R database design & a8 ¢ &all| I8 afHHT &l Ugell case management system -TaT| Gg
T, dl 3R geel |, dBASE III ATH &t Teh WTNT | ST 3ARA | &1 3 el g1 off| Hi¥ew & HR1| Tamel & 996,
Hidfes HIHyE, Gael & afaeur, MOs & cross-reference &1 & 9 & Widr, Ige U= | A g & & TARE

NN

AR R T8, R Captain Weisberg 7 896t H1e ! 31 # Max & homicide # @9 «fam

homicide & 9iag 9TcT| T8 €8 Wiel| 3 91t 519 Max Y& avg Siafd o1, 59 & g § Uoh Aehdg AT AR T qHAT 39
ekl @ Teb STadid o1 TG it ot ST off Sl 37! a8 dict | 98 BT I ¥ GeASATdT AT S FHB AN TSt Deld &
837 ©, Fichal |, ERAT i 91l 3111 Fiad gU1 Il case files widcdt a1 gt off: gagagyfd, cross-referenced, T&
Tt gHaatut | fugorfdl & & S8 DA &l Stha? Teh T ST AR Hsiia @l AT

TR IR I8 UGHAT HRT| TEE| T A, T 99Ic, 966 | AT JaT ST & Ui M7 R Max 96w 7l 384
|fYed 917 — surveillance systems, dispatch algorithms, predictive policing tools — 3R <& &f 38 37
ARl B ZHAAT HIAT AT ST T &l G &, TG 1N a1 ST 18] THIA & Rl ST Sl HAT AT 8| AUY oA & Iqb
HISTR it 3R 1T o SR 97 T | 8 Tt dier SR ARiazor 1 9 ot

3T e # I S HATI BR EueR @ Ued | ER Qe S @A okl SHTg | qelTeh STTaT| Ug-3Ta-d( o UIIATd oIt 39 Gehel & |
I8 JaHgadt il 39 Ada: HAE A Sl I H FAIHR hi, T UH 3R Th Uegidl 3R T U4 chief & a9 &g
HfeTeRY SITehT I8 oTuTd -Tel dT 2T, 3R &R studio apartment 3R idd 3R 37 @RN & A 36 &I 98 WTH GHIM TG
IR AR A ol TSI qTeh ot

David & afdR & &Il 71 & Ueh Wi, B¢ A1 ad, dle Max 38T A1 301Y, dTe Max gd =1 # &l o arehd 7 &
1T, 918 Max = B R Ueft a1 el € St Ueh 910 ) 39 UHATE 50 8 deft T2 gt =it ot areft off 3u@ uam ahean
&l David % &ar &1l David Santa Cruz € #giH # &1 SR &M &l GHH A ATAT AT AR IHeh 1o dodT o7 AR 7=
HTH T, AU GRATHT &, Giants @ SR H §Td FHT o1 3R Ueh IR +ff "alcoholic” g @l e zicet David THeTar o
& ® dIsil ol AH el 3d, IH I8 AW Afhel 4 2

3R 319 David TR el T, R HRMA & GEH §¢ & 747 91, R Max &R 3 df @7 o, 39 Add &R AR estate AR
Santa Cruz # 9¢ &l AURCHS Wl A & TR He i SIaaleleg o a1 — gl David & wuel 7 a7+t off Igat gerg off
#RX St&f Foundation @ T& paperback Xdf nightstand W et @t off, gug 112, U Hfelae 39 SHTE &I diedd
it gg otal David = e 9 FHRT A1 AR et g & |

HUREHE Ugaei| Max = manila folder T81$ & A9 TR ¥&l, St 3qa! 28 off off, @ &l Sw7g ot off, 3 9@ 8 1al 7,
ITH THAT | ITA Ielg & HU A hd-e @ierl R Maker's Mark & idel Iat| 384 T e | i JITertal et
Sit &eft T Holiday Inn &7 o1, 3R Soe AURe ot <t a1 ik ufdm 7|

eft &
I Teh A1eq oft, qrehl QUHT, homicide & @rell €, S ot i wRIT A1 &l 81 9 Ugd a8 9R Fed 9 &dT o1l T
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AT HAE W FH G @ Hidich el | ITeh! UG arEdarchdl: AT ST AT Heha o, THAR oI ol AR HR T Teha
g, Bt & T8 PR aF & TR B a6 A9 W el T AWY H GUFIh | 394 wff screens W 9RIET Tal FHRTI
screens g@R @il & @y 81 Max 319 greii W, 3ot i@l R 3R 310 ST & 39 5@ W W4T ahedT o7 51 e SIeTar ot
ST I TEawT 5B Tews aidl o

384 CHP &1 IR A W kel 4| gTeT GAEARATUT & & | EDR 2l & printout| @@l & 99, o1 &1 SiaTd a4 daret
FefohRl & I | gLTeAT 9 &l a9aR: eucalyptus, guardrail, 7al &I degel | 3¢t Ugl Lexus| San Lorenzo ],
TRATAT § SRR Teh aet &l

3G TTATEl % 9 Ug| U 9UM: T W Uh A3/l HaR, LT 8 Hg HIg Wl T, Thah Sl AT Gl dAchi-l HB ol
&l | @@ s Cabrillo Highway W northbound Ue 9Teids, GTeHT G2d 8 e 4T Hiel Idgk #, SR Lexus &l
A {0 8 IeId 3@l AT A hig AR afaor a6l Q Hept| e s

Max I T

e s Chevrolet Silverado 2500 HD & dTeis @l 9T, Wyoming plates, Cody @ Us GaMigad rancher
SfeR A Harold Pettit @ml Pettit northbound @ Si@ southbound Lexus e & & 79 31 3Tl @4 &
median UR 3R TE| IHH §AE A1 7 98 AT AR Ga9 aRIgd 911 I8 Lexus & median IR FXd gU 3T @ 8 31d
3G I, ¢ 4 THG! @I, U1 I @ T1Y near-miss & ("IIGE 9, ATAE HH'") TUH HIRAT — et H utility pole
3R guardrail @ &9 § Afha ST, eucalyptus & THI &t TaTT ('S19 HiAT 3 HRA AR 4 aR—IEr IR RIT &),
Lexus T gHAT 3R TeteT|

TE o ST 99 7| S| SH1ad | I8 HIYH 61 S 511 39 ATGHT G AfeldT 8 ST AU ATHUTH i g1 U GAH adl &l A
N 5 21 I8 Tgl-Tgeht 7 Sieid gY IT o Feh|

3R "additional observations" aie @ ®, S SAGER 418 et 1 ad 8, Harold Pettit 7 Te drae™, aRer
EHAAT H b aTeRd wfeT &

Lexus @ headlights Twa — & 97 T4 91, 31 AT & diF — median IR & & 3l Tgal, dsit 9§ U & 18 U

Max = areg & IR Ugll R et aR1 384 CHP SiGeidl & 3 Al 3@ Sl 99 & 919 &1 &g follow-up &l o1l FE
ol €l | HUNSIRIOT T hig ST Tal | AaR0T &Lt i 7T o1, filed AT T o1, 3R TSRIASNT Y R 737 &l

headlights T IR Tq® |

Max ol gl UdT 9T 3T HdT Aded 2l 38 il ®HR S headlights 8 & HdT € 38 IR | H© I 76l gar T, AR 3
I T AR THHT HIT A &l Tehdl AT| I U 1994 & §1E S+t g FR ol &t AR T8 el THS HdT AT Ak 3
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YA 5: & 3/

WebU & uigd #ujfer & s%HT 0 § User Engagement @I Director Jessica Swinton WsRe & i 313, a1
AU 3Ta¥es ST § SIS, AR Ta STHT &f G GG STETRRIAT T ST e et — i a 7T Hie gé o, credenza
T FIE! I6T A, AR 3T HIYH Sl BIC-BIE! aTd AT & I 37 HUARI Bl 96! 9 Tea &Il ¢ STal HH 7 AING oY 39 A6
el ot GUdql w@dl gl

"R UTH U AT GeR B," I hel, 9 AR IF 1| " Ad Pacific Standard Time & FER 2:33 4, 894 g
W H AT IRFAT user &t Himl”

Tg Tl — I ATl o TG Sienl 39 3G off | qrafar og off, fte 3R aRadt g3, Ficl M # J90T & Gy I8 Uedd 4
ST 7| 98 §&AT ¥cl 4 internal dashboard W #t| Wall Street Journal & UTH S%e KT A9R ot | 39 & a1¢ 7
& arett all-hands Hieft & @ employee cafeteria & £799 381 & @ ot

Mitchell Allen Beach IV 39 Sguzdiernia Iuaeel & well-wial Wifd o7 Ffder § 387 ARasHic U | 7eT a8 a af
IR T HAATT THITET AT| IHA 30 6 RN 1 il & drATEIa1 8 Uged grafel sy oA o, R IET HRUT § Sl a576 &
TE AR R TLI TTafd BT 9T 39 G, Tg g ST T, 3R daR TeT el o7 it 98 el o971 i @nit 3 97k | vget & 38
ERIEEAT

g STHHT-HT AT AT — TR AT Hi 589 IGh Siia ol T Teh dferg aid @ @fr o — &R ot WebU 38 A
& IUST T, T UaTE |l Uged | ST AT S ohed bl & a1d &l oid founders users &l gl & 1 &2d 91

Beach 3TTcit Uehdl & ST 9T — UR I iU, Teh &1 HIT i dig TR ol §aTT, TR | Wi OIS 9 o el TaT o, Hdleh
Mitchell Allen Beach IV 9@ & G 30T ®IF &l Q@dl 7| 96 dehdl &l a@dl o1, i@ ATl T, 4T a1 &l 91a
SIQTAT AT1 T Teh gk T — 34 coding a1 fundraising a1 I8 ST Hl i TaZHRI & HIF dT9H FA & AR Fivg T
M T 81 IT Tg R 3T @R I 3@H HIET o1 FfgiA 38 WIAR I IR Wil § Tqgy s1Y @M o711 Rye, New
York & Beaches 3 Ig Jeld 31U IH A dTall bl ASRAGNT Fieh Tel HHTS off| IR T8 FHTE R | HIo[G & 30 I
AT T HEqH AR ol off — STaehf Gg Fo 3R Tad &d 91

Beach STt 919 8T o1 98 o7 — serversl|

31 9 users el Users U& vanity metric & — press releases, investor calls 3R Jessica @I gZafuzo slides
% | Te §@ATI Beach &1 al &l St a1d WY 3@t off, 98 off 39 ¥&A1 & 14 &t infrastructure! 3 & 3RS
accounts ¥ 8 & U& storage, bandwidth, processing cycles & T 4Tl Active users (FT off 781 & Ts ”&
T I Jamen) T ® | content I | & S U <2 U AU @l gl Photos, videos, messages, live
streams — & piece of content redundancy & @fU &7 @ &H 4 data centers & replicate &ar a1, T CDN
architecture & SRfU serve &ar o1 A& Beach = RATIT ag! § G design FRT o7 R 918 a9 | 37 teams = SgrAT,
patch FRT, ®R § ¥, R 9¢m@m 3R ®R patch &A1 a1 — i Twerdt off & architecture w31 #3dT 8, W Sid-oldh
g eI ohi g 39 e Hhl Hid 2|

F AT 9417 TEA & MY &2 & Gehel Y server computers install ¥ R 916 & dsd 4 — custom hardware,
& board| WebU 3 &7 a1« gat Tsh subsidiary an?r off St custom, low-cost, open-source blade servers
#R routers design &R, Fdihi 37 GAM & AN A specifications 3R price point & IRA off, 3T W FE AR
U] Tel ST oT| SRTelt ST T a8 981 Uohel @ & gant of — data center & 99 7@ per-kilowatt-hour &3f
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H U UTE & LM o AT & ATUR WA 91d 9| a4 5 facility central Oregon & &ff, St iR ST &t Afhedr & &R
el seent g9t hydroelectric power 3R cooling & @MU 21 &aT ! IUASHdT & HRUT AT T &t

Jessica 3ot slides 31 5ieT W@ &ftl Growth curves| Geographic breakdown | Beach = (0T 43 Hdg W efahr
T SR — &Y e ATTHATT i & AT BT, T a¥E IuFd W& & @iy =&l

" f¥Tietion guel &, STARo ST YT I & Hqud ef 91 6," Jessica &g i off| "X 91 @ S0 & dhild T Rarmd
3R &A ¥ & T social network | &, 3R 398 | T=rE qxaid @ WebU accounts 21 83 9o W gHRT 43
retention 3R A H Sed W 81 FARUT TR W, BAR dfhd & o= China, India 3R Brazil 99 §T &1 el
China ¥R 4! & Afeifa= registered users &1 gREIR &, S &4 9t ufsed i ai A 2 81"

Chinal @ Sheng @ &= o1l Bei Sheng — Beach @ Stanford e, WebU @ co-founder 3R o9 qzaia
T AT, 98 IEH S 370 FOReh! 3R 37 GHEial & SR — S+ Beach Sgd ardient & =&l Siia= argar T — China
T T @l Hielert §9a S8 dfl Sheng & AR @i it aaR-sFTa # Tl o1¢ off, it Communist Party & Uzaf dqe
IRy | Sefer off 3R S 38 Ue &\ #F diplomatic immunity 3dt of — Tae @Y ITART, ST & TR | Tall
Sheng =S wefd rar &1l Beach 38 ¥eM aar o1l 38 a% WebU AR & Hed 98 a9k & Facebook & weied a1 off:
T& U8 Chinese partner & a9 S THEIT 2T & AR L3I ARH el ard |

"9 &H active S99 total users @I 91d Fd 6," Jessica 7 SR @I "gAR engagement UZATH! & FTASG, TRTHT
T TEARIA accounts — e 7T T — T 9T T SATel 99T 4 log in & U &1 TR UTH i e el 8, W
I AT A0 SN i 38 @ TR users & UTH 3@ 98 email address 7@ € SI¥@ @A register HRT T
gzt 10 8, F T A U SeeE-g G@ar —" 98 T, 96E 994 §U, — 31 BHR 1 T 81”

%© il 8 gage i g8t | 7d users & g9 § 9+t wfAfd 91 Te data scientist 7 ufsd 91t T paper circulate
HRAT AT SARTH I ATAH AT T AT H hid dig W deceased users F stored content, Sfafd users @ stored
content & 34feh & WM TaTd AT 2041, T It A-UIS | T Tk I 0T off 3R Ig Tk storage cost &t THIAT
oft off, 3k Beach 3 31+ft 1 71&f AT o & e IR & AT AT & — FhT it Jd ahhAT i photos AT Terd AT
o7 3R 3¢ AT & AT store T 4T AT AT AR Uget ol FHRA 7 39 GAM 1 HU= 761 518 off 3HAN 1g playbook
& el

& el THET oft — & 3RT F e, growth curves J &, servers 8 &, Fa users & photo albums & &
Ig IHTAT A4 Beach &Rt slide W =78l ¥ Fakar 1|

3 THRA | ls el GHeIdT 4T i WebU I1¥ad | &8 &H &l 2l

&g, 3 ¢he THSG 91 Front-end team front end ¥werdl #ftl Database team database layer @wgrdl off|
Networking team CDN gwgrd! o1 Security team 3U-T perimeter @ward! off| @l AawAfafd architecture —
9g R topology St o e ot &f &1 3@ accounts 3R 398 ST data Bg HergdIdl & Hdieid data centers dh
T network ® %8 YgaTeld &R — d§ architecture & 39 = design ST &1, 2012 % IR FEHT ! U sprint §
S8 Beach 319 off engineering T Te® UGl SRATHT HAT o1 51 393 it 2T &, 3R 98 30 0T 1ed 3191
stock cash e Far 747 1|

Kali 7 WebU &7 2|1 IRaT 4§, FesiesH &, 3ehal 9= 2471 98 Palo Alto | Beach & 3UREHE & Ush &FR B d1g-a19
o2 W et off — i i, S printouts § & S S 95 THAT @ TEAT S o TR 38 I8 Q@A Sl ST Tl
off, 39 cochlear implants 99 % dTeX T & @ white noise s9d &A@ code &1 Beach Ida @Y @HT ATl
IT| 9 FHT HW Q@ W1 ddt| FHfi-heft 98 drerdt off off — a9, Hepatd, de=itent monologues SiHg Beach Ugd &d i
Gehg doh dl GHST UTAT T, BR 98 I8 I8 B¢ STl | 98 Uk =T programmer 47| 98 & R & ol

St architecture 38 9911 98 39 ¥ @ elegant o1 S 37 @I ol GHSIHT JRI&HMT o7 St network diagrams gt
ued| 9 layered o1, adaptive T, self-healing =i Failure &I @8 gracefully S4Tear o1 — 38 Adhat Tal, Ieihl |
38 AMER 3R 3T IRI 3R route & | T€ horizontally scale &dT 9T 38 exponential overhead & ST SR &
g social network & backend @ @ IR 9Tl AR T8, FHB el W, -3 ARG off 471 Kali = system &
redundancy 39 a3 978 ot Sifd Beach & engineers 91T 91¢ @ild ¥&d & — S ®idl TR H g4 gT w1 384 39
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TEHEATST T AT AT AT ST Teh 3 deh A el ATS| 38 solutions & 3a-it &g | architecture ¥ embed
HRT I &f 38 maintain = ara ATl Gl TdT & el A7 Ff solutions § — & Teh THIATT el 378 R system = T
UB I T Tl A

Ig 39t Jobs @ Wozniak #t| 78 a8 ga= off St @+t #d &, 3R Beach 3¢ &3 3a1 A1 Fdil g8 39 Q1 & @i
ATt W off R ikl g T ATt T ot | St et we St oft 98 g oft v Wozniak IeT @11 Kali 7@ 3t 384
3TUT stock Teh I Sfelk & cash HRAT AT — Teh IhH Sil il 3R o AT SA1a- agel aTell aldt AR Sl 3T Tehg HUT bt
e T I T AT AN ot | Beach 31d Tk feifie iel § SUR &t U=t ol T UAiRId Aeties 911 Kali & ur&
Teh g SR 9 R RISl | Ueh hRIY 1 WX | 98 Hefl 0 el o UTT o1 ol ag AreeT ot a1 §eufie, 3R I8 aoF &f 98 ad
T8 &R UTAT — IE TS, I8 TE AT, Th FHIRUT AT i g I a1 B TIGHT dg Te e UTaT Tl

Beach 7 @17 91 § Kali & 91d el &l &ff | 3! Sapit | SiRfY 3 761 & oft| 98 consulting & Uekid #, Terid 8 gudl &
Tl % #ff| 98 email &1 STaTd & adl &fT| IFAT HIE phone number & o1 S8 &g §& Teh | ITHT FERYT ST YTl
Santa Cruz Mountains # &gl 9T — Td afazur st Beach 7 37 adiel & gm@fer A1 o1 Sifeh aR 7 g 1o+t legal

team & LT 7 HET THG HIdT|

AHM I8 AT TR JRA 2t IFh @RI ST AT architecture Ter THt HHT & Fid Ugd @l AT S19 39 engineers
describe d & ¥ehd & W solve &l System &l T8 HR W YAUT6 i S off Sk @i g8 GrSHT ST o1 &i a8
FHIT AT & — R Tg ot ol FAl — dag Tl Ugad Toh TR SN & %l o U8 & design intent St T8 patterns #
T 9T SAfg hlIS GHA el Tl GohaT 4TI IFb CTO 7 Ul g Tk ARl 95 | a1d 91t &g of off: "W a1 af Kali
TR a1 ®R scratch & rebuild &A1 &R Rebuild & @ 91 3R T 9R9 ek @i | Kali & @ T phone call
FHHIBI"

3R I3 3G number §e T dll

Jessica 7 U presentation &R &R &I UM qm@fil @ 9 AT & Beach 3a1, 38 #F@a1g 4T, milestones,
momentum 3R team & FHTURYT HH & IR & Tel 91 Fel | I¢ T8 AGR oAT| T8 A& ATl i I T 394 AGR T
9I§E TRA 3R Fafa 3R I ag TR Afhdt, waiel Beach = 9gd Ugat WRa WRAT o7 o $AHERT 3R =TS Ueh & a1
&1 it | 98 THMER ATl 3R 98 Uea @ ol 3R di9 & IR | T @7 ol

TE 3TUA THR AT T — i<t &t SR, Tiadt Hjfer ol T, TeTSiil o ISRl Sif 39 A & WY 6l Selehl SHTy g1 o
i h ot Gl BT Haera o1 i g & SRS T 31 AR bl 3 ekl AT| ITA AT e HIAT| I FHIIH W doT| AU
FIe 3R Ut &l internal people-search tool T, S 3 ST & @MY JuAay Hit off Fief B AT drehdar o1 3R
ST 9€ IS T § & IR T8 Igaudl o A SHIATE el AT SA(-ehT HU-T B HIg @1-aT Tel Tl

3T ¢18u & Kaliya Devil

TRl A ST 3G i 7E Uged 39 &1 Uk [ HEER &I record | Palo Alto & U UdT St 98 9Tl QAT AT| Teh
phone number St 2019 # disconnect & T 271 Tk email address it 38 domain & S[aT 47 I8 38 expire
B g am

Beach 7 @udiu siq T Uit gt & e et 3R B 3 e AR Hie o0 IH AR a1 & a1 7 5 3T 37 aa@r o
— 9 9T Uedt, Los Gatos & Ua coffee shop #1 9 398 9ISt gaait @it ol 397 dark glasses 3R baseball cap
Te U ¥ — disguise &, 99 public # visual input &H & & IHH! YT ATEd | 3 ATeATd Aie I1d Fd Bl I8 39
QI A3 2k @t consulting contract 1 G 1 &t | I HAT R G1ATI IHA YBT 98 AT HIH F W@l 8| IT el HO
el 381 David & aR ® U8T| 98 JHHUE — 98 qaehH St 9 David & aiv o Y w@dl ot 3R ST TehAtdy Fe@, STg
Fufagerdf ot St Beach = &t 38 982 WX 3! off — 3R &gl 98 3 ¢

David| & e1id 3eHt| CalTech T a8 engineer S science fiction paperbacks 3R scrambled eggs udg 9|
Beach &+ff & Twer uram o &f Kali 3 309 a1 Q8T — W1 98 3TU-T Fe(U-TIeRar &l wHl AT o1, David 3 &g &t
&t Kali @rt & U8 ®Rull 9 T8l Iat of ST g@Rl ! 9\l Y1 384 David &l s8atq 941 ddis David garm &t
THATAY ST T 511 38 a@dT o1 37X 7 disability 3&dr o, 7 genius — 99 38 39| Beach I @it 78l 2 umm o1l 397
BHYAT UEA genius a@ R 91¢ H 39, 31 Kali 1 Ig UdT o1, R i I8 IHh 91l dehe Sfaram 41 W HH el 2|
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38 #19T desk phone 3o/ — landline, #di%f Beach %@ Al § QI & &l A7 3R Fisf landlines WebU &
U= servers § =al odl off, ST Aaes o & 39l calls 39 system & log &l it off Siffent ag Areifds o1l 38
#u= head of security &t dial &1 — T& q3@ FBI agent e =1 Carla Oguendo o 3R ST 39 R &
THTATG Forrerat oft SHE legal department 8 & &l il ST HahaT T|

"Carla| 43 ¥l & gaT1 21"

B

"Kali Devil"

Teh pause | "3SH TS B ) il HIIRT &l 82"
"agdl"

"Timeline?"

"&hef deh "

3T I @M AU Gigant & d1er, WebU &1 campus &1 3RF accounts &t Sl 9 AT T o7 — AR g GHTeA arl
T A1 37 TRTSR | Fel, 39 I @ qe9 HicT SHUTUT | 5@l Ueh §YaR i QIUe U Lexus Heh 4 3Ia¥ 18 off, a8 3iRd
S g machine S9/7 T, Teh 3R 7 481 &t — 39 machines &t AT AT g3 STi-lg s Bk el Ugdl T

Beach 30t Tl # U8 T 3R USRI TR Higt &l Giichd a@dl 1| I8 i aTd ST=dT 9T 3 ANl &l gen o a1k 8 of
32 el ST 9Ted: 3T 9T @TaT 8, SR A1efY, 3R gen aTell gRLI S AT S AdT 8 S8 98 ST Tel e Tl
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FgAE 6: The Silverado

Harold Pettit = 3@t €¢I W T 36T, Jd Max &l &l a1 uaT Jeil: SATGHT 9% U2 9T 3 ATGHT U+ Shied Bic el @l
o1 A1 a1d TN off|
"Mr. Pettit, 5 9 Max Dershon &1 # California & §ie @7 | 30 fea samg | Santa Cruz & 99 Highway

1 W g U& 95 gugel & R # California Highway Patrol @ §a1 gRIT 9Tl 38 Lexus & 9Tcidh i 3ATdeh GHA
HISRA UR e 311 4T o1 — a8 H der oml”

U1 9 JUUT T8 Telhi YR &l gudtl Max 3 I8 gl aR AT ot — JBare &l 79 & 39 UR| HS @il &l I8
T H o WY Teh U ATG1Y &IT & i BT STl bl b1 TS & ST

" JHA & @i J&l @< 8, Mr. Dershon " aws 6wt R a1 &ff, Iqad Al St Fure) "3 39 quel & aR 7
"SRR, Mr. Pettit! H TUHT U UST| 98 dRIgd & AR Tl &, AR 3R AT dIR & df § Yo afdRur & IR | YT
qTEaTgl"

"WIH

Max T IRHTaR TR g1 & 7| " 3117 ST 9 hf gHiety 3 G F /gl

"ARYER, H1E off ufT 7R QR gRHeT & R § quft B HdT & o1 98 Hig Ut i §e 26 & o ke § e of1 ok T
=T St 39 XURe | 6l off — U S SIes IR § Rt A 38 T8l 4B, 7 S srufer A, T IRARATT afiwster 1, 7 S
FHUAT & HIcAI-3TT Hicd 1 — T8 searsed off| 74 @far o1 R FHRAt 3 war 78 &1 | Rt & waTE HE F AR H @
am”

Max 7 30t FHIHT WIS Tl B & H9 Al FR T8 U IO i1 38 AURE o T H @1 AT| T I+ AIRarae| Tgr eragoft
T DI AT ST 5l 51 & Aol G off — 2 AohiRgy e, ol Tel, FHIAT U1 U 11 & & | O TS Tl eraT| O i el
EaRSEGERT

"geclTged & g1 | §d18Y, Mr. Pettit!"

Harold Pettit 3 352 dfedar a1t o1 383 Wyoming & Cody & ST gehdTeiid 9Tel deh Hasit uret &, %R i so=
a[cliat &l a9 < 3R ATeR | o1 T 98 Silverado 3T I@Tdr o shdicht 39 RN Silverado & aamg off 3R sqaty «oft
&S 3t Wyoming &t 9iefif & IR qeieh deh Hcieh 23er EiddT @l €, 98 IRE qely Qe T8l Uehs AdT i 38
e hal- § 9gA @l Afchrad el 98 Monterey # Ueh Q¥ & Afera @ie @ 9T 3R Cabrillo Highway W 3aa¥ @l 3R
ST T8T o1 Sid Lexus 39 TTHA 3718, Il SR & — "B SMTUh! Sloh-3ich el Sl TehdT i Shid=T dof &t | 3T I 4 3Tt
ST & YRAR T HETSTT el o1l Tehdl | Aeh( ot | &Sl a2 9 T8 STehell Ml off St 74 a@l off, 3HATY 74 39 W 4T |

Max @RadT @71 99 CHP IURE & &8 TR @Il 6T I8 GLeHT YAARATT & 3RE & gRIMG R g0 o 3R 379 deT &
W D e STE TR ARa TgT T
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"9E TG 31 T IS ¥ AT, A I HATAT GHAT, ST6 2cl3ed A I8 BT i THeh | S14 IS 8T8 o7 ST e T &l, a1 el |
A 9¢ 95 QET ¢ 3R Ig 391 TEl A1l 3 a9 off | I8 W H G| FAferh-FHereh-SHierds, diHl U s 4 off 7| 3R R
et ek 1"

"IHG Ued ATS? WTFHA 4 Ugat?”

"I | STITST UEd el | Uoh Hehs, ATIG Gl | ATSC HTeh-STIeTeh-ST(eTeh g AR B Ml 98 — 3Ieahl @5 | Tel Hel Y9G ol 98
e IR F¥eh did A8 % 32| a1 BICH-BICT 3¢, 3T A 8, A I1g Wiehl 9¢ & o JTa9]g AU T & A 4 G
Hehdl AT| AR EHR ag A o 7 oft1"

" 3T dieg 9 hal ATl

"M HH Y| A SR HT FeY A@T| TH Teh 3Icieh, dieefielg & AR-UR, S8 a8 ORI A ATGHT | T 81 Feiaeii
G G Gl | 9 IG AT FHe DI F @M o1, Mr. Dershon| 39 gl & T 11 i gAT, AT ST 3G A3 @
o7

Max &l U 3o 77| I8 THIS A & SW R hl 34T, S @redt off Ffar Teh Ul & #dd & it Lake Tahoe &t @%@
ZRadr a1 397 Tig off | 9 @1 3R R Ism[A

"Mr. Pettit, 3Tqe IFI¥a § — 7T i AT el 18 22"

"FAATE | FITE ATl i 3T | @ngqy Aferr om|”

"FAATE T il SAZaNT H, FHAT AU HH 253cH hl UHT Hd a@l & 99T AU qdqrdT? i aof 99 ?"

"oft TRl AR A4 39 X HET 2| 9gd 91 2l 39 1Ay 8 W dledh? | 37UA oI 1 §X159-d WX 96 AT AR H 0T Besed
@ IR AT A, 99 2@ & Ayl I T2 Rachi| T 3T U BeATged ST FRQ 8, A Ueh I ardl @l gary &

FiaRfah TTaf "ietd! 8, ASCH ol STe- § Ueh Uel oiTdT &1 ST A4 39 Lexus T Q@ 98 agf AT| o4 Ueh 91| 319 et — 3
AT & IE 3TSiId Tl @ — 519 et gehal et i 1"

"I 3TSi Al oTdT, Mr. Pettit!”

" 3ATUehT Sl WATIRETE! & el =ell 3@l o, Mr. Dershon | & =T&dT g &f 314 Ig ST | H AIUaTel 3& 81 AU Hudd & arel
FIE VS TR ATIRATE SUSARA i aote G A &l TST 3R ST 1 Teh GIRIHT AT 21 AT del ATIRaTe! 9 el gl T o7l 39
TS & |1 H/B gl

"[FRRAT| H{3 HT R aREEH 81"

Pettit & St §¢ &7 & 1 Max d19 Qs 3R RadT W@, wdiehl alst i i Alad 397 g1 gl oft &l 3&eh! g1y aa
off TeTaT @ ST T I TAT AT| R ITA SATGHT bl Ueh TR AR G-TaTG T, 38 HSrT ol Hi- R GRIT 3R I8 HB iR
TTE MY, 3R HH 7@ g

T T HI BISH HLHT W FoT @M AR T AURE & gkl S q@dl W@ ST 376 IHb! Argrae 9 wR 91 i asf 9w |
MTHA A Ugd | T Ache T HA| T8 917 ol | AG3Te T § ol | TSl §ehalTe | TTeich 398 @18 @l AT| QA1 g1 FerRi W

Max &l TSIl T i 3T HAT Aaeld oAT| Aehi- a6 THSIAT AT Hi dg T AfcTeht FHAT FTAT AT: b TATg ST14h ATcllch
CHP & Afve & Ad T8l @1a 91 3R gadl Sid o digg J1d 9, Jdr ag Sia- it o SIS A9 a9 e Fiad 8 od e dief
IR T QI

Jg el gae Santa Cruz 711 1071 W GHNT &t AR 17 doh, BR UGSl & a9 9 UE@H &l AR, Ranger ® 74d A
¢S UR HYd gU 39 SR i FeAefierar & e SIfem 7t HiATd 9gd Uae Fali e ot off | Sl ol gar 381 i 916
off, 3R Los Gatos & FUX &l TeTefdt Il ot aRiRT 8 g8t g1 72 off, St 39 91t sTerdl A1 off iR =refi &6t o gl 7 o
G U ol a &R § 9ad T8 ot
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Max 7 eucalyptus T 42 =R 4§ gLaeT 99 gall

3G+ CHP &t q9dR a9 de Ugl o 59 deh 98 HG §g ich 3¢ ad Tehdl AT, AR U g oT: T blue gum, «a, BT
wel-eet el | 3@s W ofY, 91 TRE THWR H 3918 W IGh a1 | Ueh o™l GAd| B AL § 619 T & 77 AT Aol
19 ol gl et off ISR eff, IR BT & WlTE Teh BeTehl HSTHR AIRAH, THTHIT Teh @I bl Ueie ST 98T B 3 a4 W
TR G Tehedl Gl ol ek Biel TET Sidr AT Max =&l ST o1 Sim 1 367 6 U1 3 4o 9 AR g 8 ®idh U3 10 & 3R
3T 3T 76 o1 g

TE TRV e TR WeT §aTT 31X Tgeh ol I A6 @1 98 3T BTkl ST TY! hl 3@T oT: TET il AT ITeh A Tel, Tolehl |
ST T8l o1 IHb Al | ST W7 AT Y MRS el hl Hi-TRT b HI Tl T, T8l Lexus TWiegd gy Afdhedt ot dai W TSl ATl

T & 4, g =1t | dsit 8 Iawdt ot $1e-3i@rg, manzanita, THRT 6 99 & G 26 ST Ad TLE1 ot eArelt §

Fa&T Y 41 San Lorenzo River 9 3Rag 2 @ off, Jel1s &l go-m 7 it depl ®R ot 7oz, Yol uqedl & o ued &l

LT TdHST |

3T HERA 9 39 9ig d& gt AUl STal Lexus 98 4 Iad off | HaTeld shed| 38 38 oI IR =147 31X &2 91 Jel 9adr
Afelt| 3G AU HEH Sl AT S H Teoh SR F oil: T i 391 A1 39 T FdTeiid hgH | Uk H Fale |e o1, |t
19 H=

I HisRA W aruw gar wan) Hf ¢ Tge & Fidi-dta Tedt off, Iqa¥ 3R gRNiof A F atert wedt off | 98 e ok g W
TR B | TTg & AR &, SHEt TRy 37y HRA aTe @ doft @ TR I IHHIE FRA &1 96 Tl a1 TehdT o7 i 4 urd HeA
IR & A7 UiT 9T | 2 Afe! ol aee TR el 1|

I HISRA TR @1 g 3R SHNIUT &l a¥h 3@T, SRR Lexus ST 8T oft | Tgeh TRTST i |t 716 a1t &R | a18 3R qadt off|
Teh | SJeT8 i AlUel | (IS g T, Hhig SRIST T, Hhig arddia ATaard el 9iard Pettit & Silverado & STt & &Y 9T
A off) ek g aXE el W Al afard 2 W S| 98 Teeh WY W Y ST W 9eld 8 S ST TS w SIS
3R T & 3 § ZauTR o @ 3d o aR | A9 W@ 2id &

Max = CHP G-RARHATIT HRE Al 38 HIgH 8 9914 & @i a8 I8 Ueh YTEeis ol ULl | omm 911 3RE & 3R,
Lexus Ugelt aR HSRA UR Fd T8 @1 aRidt Hiel uxat ¥e ot Thar 8 S @t &ff| eucalyptus 9 cae dd gaah!
AT TEAR HAAHE Hied qzat He & 18 ot Max = gt BR 3ufl| HisRe & Heeh Biga & aig e Teh |1 &9 || Jaama
et qRaf e i THAR B, Teb M & kg AT Teh TN AT Fe 7 el 21 Lexus 3 Ml @ TRgi as &1 g8 Tk
Gong 9 &H | qg & o

WAeh(- qAX0T THAT AT| ST HfAT UR i 3R U G THH & o9 ke § Gdma doh Ugdl| dtag Hiel Uaf be T qavor
Teh |1 WTHhd, 31 0 TR HYd, Ueh dfoTell o G R TR & ot G Afcherd, HX Tgeh I Tdg Bled gu| HaRTAT gaTl 3eaY
T TATAT, -1 o YHAR TGTaT| i Afhfaeia sard Ufaf § (<R, Tedie, Sasil) SEaR AHAR W idl Ug Sdl, 3R Stal
W accelerator 8 3adT, 7 &f 38 IAT| Tl doh i IR SR HI U FHIAT X Gedl U 5 AT BIdl, O et bl G0 —
qTE 3R HTHAT, GUR, ST b o1 G bt — TR FEIART 3TYE i AR SART wcl U DS TSt bl AR de bl
IR F TET AT

Pettit = gl oT: QA1 &1 LI R, I8 @18 &l AT

Max 7 3RE &I 999 Ud! & HIgT AR eaH 4 -4 eucalyptus T Il ST Sa-1 di@t of &f 39 Uld ¢g i deT Ugl
3R HIeE @ 999 & @ manzanita @l wet AT Yehe-T Ul 3T et 3 gy HAT| ITw! Wie 7 IRk w38/
TRATE e off | 98 Ug & TR W TSI 3T 3R WAT ! 2T, HR T2l 3R T i R ITIT 2T, 3R ITA TraA bl HITer dt
&f David = 38 @R uet # 31 o o a1 dieeiiels W, G gadT |

TE 8T B! 2 WeT @l 7 B g€ ATaw MTdt off @ &g ue uere 6T €| el Zrsiil & @ U scrub jay A & aR &ie|

Ranger & U a10d, %8 T Tk &l Jadrdl sidia @el, Max Saf § §oT AR Ta Bt AUl Alegd | AU ATclich
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i STt 384 Gilroy # U Uediel 92 8 @al ot | Aiege 34T 93 ot off ST 38 gaan Siid | SHAWA bl off, FREARE
HaY AR TLATCT TS ATl ST Stehe bl Sid | i &l St off | I8 o= oo w21 RAT| el 3@l | qavor YUhied | Ueh 9Ty
T AT SIS AR T THAR o T TR TERRAT & T o siid ol FETAT |

REeATEEH TS & WedA B I Ugel A IR Fiertens off| el SgaR @ AR & TR @ a1g el T qert o g2 ofhl
FLIIUN 3YE Teh UG eal | Ad @d 9 S THT T bl JaRT ARIa0r | @ ot Hiifr o @7 o7 S I8ah! 91d el 7 el
off | AT UGS TSR il TeAd! & G Tead AT, Fiohidd g =TT o AT TeTd, HATTHEAAT o 10 Terd, AR Fidgfes @elt &
URUR {0 & GHS ST o Y Tad |

Max = deR U1 & 3id § oh 3R Uehdl 1], Il ARdTae arehl | BIKr AR srafes Gafmrfa off, S9 g« & S W
FHepfd e o Y AR gama ol SIEa oi:
%S A 3T S Sl AT & AT AT

394 39S N 3@ Fidt| BR T8 JoT W@ 3R affieg @ G5, TR 3R 37U Tieh Fell arat eucalyptus & & @,
3R T 6T i ae FFT ST 7 3R 21 T8 |

Sl 98 ST AT: §® Terd 4TI CHP YAARHATIN Ueh Teld TR U 41 71 T 7 37eht AR & AR w1 a8 G Wl el
3RaTE oft| IH D AR HRT T, FO TR, FHB SAH asaiecd, died AR R aHfer 8, Fo St Wyoming & T
JaIJad UL[UTereh = Ieh AT AT R TSTI-UZHTUTI GTHSHT GAARATIT < = el |

ST g el ST AT STkl 99 EB | et T HUYS Py HIH Hdl &l HAT 9] 25A3CH I 37U 3T Sferferdl 1 HwdT T

W TG RIS A9 &l Tehall 8 | FAT TN SZAR & STYC ohl AIGWES HY Tehall 8| FIT Tg 99 A9 ol &, IT 98 Teh &,
LTS, T ATEHT & ST b I ehd! AT AR 22 3fer § vedaR o1 @I 2

38 HRA TG qyardt ot TR ot STt 31 it bl g9 FE it EDR 2eT1 3R CAN bus @7 3R 57t off stefes et & <famn &
FIAT 2 38 3@ % 3R a1 Hob ol ST HGHT Hel ¢ a1 98 U ¥d T UisT &2 @l 2l

ERCARICHE Gy
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3@ 7: Kali &t st

A e JAIRATUT IURE Teh HTAaR &l Sadt # 3118, David &t Jag & A8 Uid HelA §1a, Ueh Feell kit | Sird
SIRAT A Aol aXaTal o @il @19 T ot shdient Kali = geflif &1 Srare 31 §g e g o

3T UBc B el H Ga dhe FI ST gTaTel e bl HIIRT 3 ot | Toyota & telematics cloud # Lexus T &d@m G6%
32T 3R FAHRIF AT AT — David Ft St & Ef ua, Afelidee & WNife@= #1 dw telematics PR & @M
tiapd HTefeh (), HIT TR WRTefeRur (CHP o it TREThEE & 1o T1em &heal § id 3af el oY), a1 U wme &t
TR I ARG U T 3D U Hig TeTRR ol ATl I8 8h e W AR HiAT ATl I8 §¢ AAART T AUy Afchral T,
T12RH & Hich o -iId Uk Maferd H W@ Yl 4 U cellular modem Sirgr 4T, IR TAEFNY | U VPN & SRIT 3¢ i
97| 3G TR Hel § Toyota T Aeaid WA AT & @l o11 3k R a8 I ¢ off| 3aaft e i ag 37a T S Tehdt ot
A SHA o 38 7+t T el AT o1 Hf 98 g6 HAT W &, AR Kali a1 wRI donvy & afien 7 Ty 18 et ot g
g T S T8 gl

CHP &} TR XfURe, it Aicder # SRasic gg of, 38 §B a1 el sardt off: Tazefes 71af, areeh &l Terc, HTH S|

THQ WX UST AR el o1l I8 HAd Multi-Disciplinary Accident Investigation Team IfURg off -- g7
TAARATOT, 147 Y5, THAN HIS TS Fich Yisfd & ufdr 7 uia #el4 California Public Records Act & 33y grafer
A gU 3R BIF FXd gU STy 8, e aR & Kali & & i ar =18 o071 397 38 741 &l A W G|

LT GAARATIT & | EDR 2e1 & WXICAT3C| dTe- YUl a1 IIRAWOT| ofi=f TdTel o S| Sfarelt STefhit & ey
SIS &t qHANR: TR &l U8, TS, Weg | 3ac! ugl Lexus|

3G TATEl % 9I UG | Uoh WIeh{ol TR (A Thdhe hl HATATST Al Aehi~ HE ol @l | Teh SZaR ST ATET HieT IqaR | o
R SR Lexus & 9MMY (@ € 9@d §U <@l o1l 3R Wyoming & Te 9amiddq ustas Harold Pettit, STt &
Chevrolet Silverado # 3Idqa? &t 3R ST @I AT Sd SHUT &I AR ATl Lexus H¥T U UR &ieh I Ik 4
THA-CHAA 41, AR IGh WS Ggeh | MU 2 TS| Pettit & 9a afifie, shidd, R af¥iga an R 3id o, staRfeg
<UuTil & @3 #, 39 Tk areng wfar o

Lexus &I 8SAT3cH I - 3 @TaT & &f AT A1 a1, AL HT 8 i - HYT Ueel IR FeA 9 ol Ugad dult 4

BEATSCH AU AT ol IHhd | Toh AT dTe- Hl asarse Tiaic body control module @Rt ARG &rdT € - CAN
bus T Tsh FHRUMT ABHIUIGTR | BSATET &l dail G diF R IHERM & AV, HT & body control module @ et
AT 21T, AT bus T Srefd F=AT g

39 gl | BISH| U Al 1 g, "I, 3R T S ol AT ol ol e Teld o1 3T I8 T8 Teh sy 4T

384 modem FR & SIgN IR TAREFNRI 8 Bl e AT, Faidht 31a off Kali a1 3797 TR aferg wRf Acate &t
EEECIRI

394 Uga &1 2 Toyota & telematics cloud & 3fex Sfamy|

CHP & urd sitafes EDR e &ff| Kali &t idfes gafe ot Sea el ot &2 3myAfes are 3= Sefiedl 3e1 &l Ueh Hade
JRaATar % telematics cloud W YZEARMT &T o7 -- Toyota & A | Ueh QT Acadh Il ARMATT AdUe W 3R HRA off

T AT Tl FeT & TG dTe- Farqed 31, GPS Ffdf, 3R sRrTIeie Fis WhiRg sHear ol dHIdt @t gea1 4 EDR &
T T IATATT FIATS {3 HIAT: AT G 3T o HAATH AT Ghs, Ale9hs qoh <IeH-Herd HiY Ul
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Toyota & telematics cloud ® g9+ # Kali ! Ta1E °¢ &I SHATT =&l i Toyota = % THT ST o7 S 394 Ugad
TEl 3T o1, SAH! TATY i a8 WAL &ff| I8 Acater | I A Icil 918 I8 dlelg A1l ot I | Fort Meade #, T
FIAThel | -caie | I GGl o7 STl SHb! HH & J8 39 Ga8 Hof THTATS ad 9 FIlhi dg 38 Jad aol &l el of
3R weft srgmaf T wiTdt off: R4, ' node @ 4 T gU, Fft 3T I A AL B gU TAeR! 3@ SR ALl off, Taw wrd
IR T Bied gU A HIg ARML el uwhe ol

EDR 2¢1 U& proprietary format & 97| 38 9reiq A # Ush parser @i 3e1 Afeiidche 8 Aagdid Ja Jsf ot
Teh dTelfchl | GelT: 2Rfeet UIsti, 93 TR, FErRR UTd, dgicl Uie, Thgainie? dehet, T d-dl sl gafdf, ok a8
i ST Kali & 819 Slaig W Aah afv -- telematics module Tafafafl

3G 3T I W UGl I 98 T O UG ot FAITAR Tol ! U WG Fl e, TGATy degd adT g8 g Iqah
AN (S99 8 Il FYHIR {7 8 UZHHRT e o ATy TR, T8 T PRk S weft el e el Ham
T, TG SO GLEAT 3@dT 4T) Ueh HATHR | Sl o S8 98 U= 7 7 7@ Fovd! ot 3R FAT Tehall off | IFen! 918 377 &
08 Ueh YHA 3919 96 T - Teh IR | dgd 34k 37 bl G Gyl § 3@ & WA HAd | I8 Ueldh HUHTE AR Tgdl
@l

ST T d ATl

TEAHCHY 14:42:37.114 W, ¥iea TSl GaX = 27% 1 AT WURE AT - St David & gl 918 TR T S0 Hid
XAl 6e i ThAR | TS TAM & Y oT| TEAHSHYT 14:42:37.127 |, A¥E AliIGHs a1&, @Ried 100% d Igd 7Tl
1S 30 el | IS FIATh goul el | Uoh Hed ok | Teh &l dhelich WIgehiel 7 AT | qUTI

g AFATT U THT el YTl YA qaM TR AIMd W e Jary AU el 2: AUl &1 Jgra, 9ed aral, Rarr,
TXATRRITI gl UIStieE € g aXE Yol 2Rfed do W-WR-Usd &l didmaiond # &7 8 %A 200 8 400 Afcli9%s @ 5,
R RO 23 U afiHTes BT 2: il SRaa, da myE, srufthan i SR wyfes uga ) it Kali 2@ W ot 98 Teh SyaneR
3@ oft| T siifed smewl engine control unit @t AR & T & aTge rufaiaia: Jfed UsieM &l ARiaRid & arar
A, 3T axaA qgfar & OXFF § sgar gafll

Ig STt ot OXFF &1 Ades AT il &l 88 TINRER ST 971 I8 Tah unsigned byte T stefchad 7 911 3 € 9=9-|
o¥fee TS TSR & HeTH H: I g Gl T rehafl

Kali drerfert et @t 81| ¥&1s Lnid ot @igeh! & areX live oak U | g UMt i oT| W & ATHUTH T diegd JAdDHT
HUhIH AU GHHY e T 7 AT 6T AT - JRRET T FAIIR, TUH T WHIHL B S 98 §¢ FHAT 4o T8 2,
AU & STl TRt ot il =g | IH 2T & ARy w1 I e WHARA HAT TG 98 T 7O [HAEHA i di: a9,
HYLOT, AR IH HAY o T S IGeh AT Sl HAE S 14 I o =19 HIHT hl a2e @l 4T

ST 3 David &1 SR ol Teh 3T WS Tl

Ig 3R Medt M| telematics module TAfARINART 3 14:42:36.431 W Ush FADIH e SRATS - Ifed e T 696
Afelides Teat| Afgge = 310 cellular interface W e 3a138 Sy TIUT HIAT AT| Hig ARHT T@@E FHa e,
HIg T AUSE eI, s IHIC SRTHIGCI, SIid el diF 3meqT, telematics module € vehicle & 3fiaifes CAN bus
Jcat® & SRIU engine control unit & I HY MY - FE Acae Sl HR Hl & FATCIIIh UTUTCH i SHgdr oT: Zar,
T, TR, A3, TTLIAC FAUL, TS| Tga 11a 3 ECU 3 Uga™ @i | gER A Uifed Ureiie & Aridgid e ard
AARY U8 &l UeT| e = 38 srgfetafa i

BedTeed| 98 I e St Pettit 7 9arg oftl Kali ? EDR 2e1 & body control module & @R Afehrm 3R I8 Urm:
2eelge ghie W i dor gufal wiateH, Tgade nten 150 Afefides & 3faw @ 3renT -- wRit off 7a g garT adie gafy
TR IGG FEl aqf, A i T IHI @ {0 H & aF & Afg g@dd €Er1 body control module = 3¢ [ el SwRT
7| 3 Teh gUUTHIE 91 engine control unit @& 9ga- & @ CAN bus &l UR & aTed xades AR = T diod TiH
Zaiche AT o1 S gateway ol AUAT THSIAIREA firmware %iee? ¢ # afthel @1, powertrain 3R body bus
T @i | qgel Heand HaTd gU| BSATEE HeJeR — HH UIAHIhT T, FH ASqd qgel URae -- Tade bus-off Ikad
FTShieT o SR TSHST TAT AT A SR | i THR | 318 Behs B HH| FR T d(hT a3 Behell 8T AT 5Td Teh afaely FwiaT
IUSH0T I S ¥ET AT
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Kali 7 @ueiy s w11 3 T61E & 931 T, 219 A W qUe, 317d §¢, 3R 3T | off - e, -9z, TR - g &
Teh Uohel ichd dig doh HAfd d gUI =X ol ARIFe ardraror s+t off agl o -- 98 IEIRRE, e, I W cell tower &
AT GUR Tehd quald T Heqd I Gahd! dT - Aehi 397 I¢ RRAMH yahet <11 I8 T &0l JRa i

1AL HR & d1gY @ A &1l cellular modem & SRIU| Teh IfIMNE TSI W e dedl AHIT A3C| hlS TTHTONHOT & |
H1g gedeh ol | HIS araqdid el | telematics module 7 33T &l Teh ARE@EAT HAldfh AR A q@ TAIHR HAT o1,
FHhl STal deh HIsTe o HIthedd? sl HaTd 4T, 98 AT| telematics module W T a1t HIHedar | Ueh AT AT, TAT J
o7, ST ST HAATIA & F© QY FAIHR HdT AT| Teh aearst| HLfiH s 7 gur g3l Tlid | gd|

Kali 7 I¢ 32aTeT Uget 3&@T Tl

Al diay AR qasmre off, d69 T QI & & JTas]g, FAlet daienl detd & arg Kali @t T3ar o eidetic off 3R
Fioht Ugelt A 39 HHT WA FAT 9 A FRAT A1 Fort Meade, 2002 3 TRuRAT| 98 Hielg A1 oft| ITaw! W
embedded 9R¥En & @k penetration test I@m W@ ot — router, PLC, Tferfc@ 3uaul, processor R
network stack aret &g ot A1 AFE AFEIHE TR FAGRAT Glll, I8 a9dad &, exploit FiE @Rl
TR[EAen! @l T | Kali S & arent @4l | ooy ot 3R a8 off, 38 370 gk #eiH | Tedmd gat, Tl | @ist @ off st
JRURfh 3RY H FASRRAT el AT | 98 FHHaTg @is et ot

3T S oft sfarew wE -- 9’ ARAr FE ot &, el Afien wig off &, ARSeHI wig ol & - ITF IFHAAT
memory-mapped TeRT & T THg AT TUHT SATSH UTel- Il AT 399 8 dq- 1 §AT d1 | Toh It SFAT3d i Gg
UEAT AT AT| Teh 11 38 hiddl Wl AHRT TSI 1 U aaT o1 Toh Sif 39 it T AARY U839 R AREA adT oT1 TaT it
ot affedT goaas & 76l 91 3 39 FRA «ff source code & & & SR de 3! Ugd ofl 3 Haa machine-code X
TR HNE 4, 99 compiler 3 Gg 3¢ T8 @I &

3G Ueh URe arafer @ o1 3ge we@aeyes, Aldrich =1 & Teh GS-15 S &% & Teh &1 7 Ge Ued 9 iR duzafe mm aht
Hedh 3Tl off, 3 38 UeT, IR gferma, 31k 38 Iam™T i FAAIN "Soid 3R ARG off R s R W AWM 9¢11 a8 3
el FEt off | 3T 31U ARYRIA FRI R ER & 1€ AT I HIF F2a gU, TIRE IeT-3AHT Sfargd WART & machine code
H ot SMeRi T 23 XA gU, A IR FRG STATY | GeT gAT ek St 7| i 3TeeT| &g source-code Iquadr ai| &2
T | HiS[G, 918 &g Hi compiler 38 F41T

394 U gEsl AURE grafer &t off, atefer afiga, sm&l ik hexadecimal traces @ @1 Aldrich 3 38 0= wRATe™ §
AT AT T TR AfAE Teit | 3T 3@ FATAT i BIHATY aiiesd off, Hf 38 I AWM Sa ol SAaf et off, 3R T e
ST T TSt B 36 R Sl GHTIT et 9Tl GRS IA@E el | 98 Hiie a1d &l oft | 38 39 Hraed 4 Afchad?
U hgdfchel | 9109 T2 oft 3R 9ga a¥ de dferdher GaR 981 @ oft, 3R ®R 387 NSA & 70t afarg ot dietr s+ g
T o1, iRl Kali T8 Grre-t & @i s el et off ot 38 i} 2@ 58 et & o et 91

3T Teeht Feft T goreng off1 7E ITh AT & NS SR S O W, Tk g B S U B 98 & < Toat off,
FHet-Hlt qeaTst ol K2 gferdl, efl amet el Afell | 82 IR | diF e @i source code &l compiler HRIFTAAT
ST ¥ET & Sl it URRIIER = wrdt & Tet ot

¥4 98 Santa Cruz Mountains # Ues &g # 941 off, David @l &R &1 EDR 221 Ueh «Uid TR el AT, X ST AR
David @l |JRT 97 9 37 dii § 4 Ueh |

Tk hadl AHIN U5e | i it Ugdd| &g off A1 POKE|

IE 3RS SARM &R & ECU & Uga™ ot off -- TRRwfE S, kill 3mésr & Afelides Ugd, telematics @i # gt diH-a15¢
TR STt 38 A, I8 o1 ST T SfATed Sl U1 TTRR Fd- TR FeTeR dedr o7l INFO!

#HR read 13 -- 98 ST gHTAR ! ECU & firmware 34 &, IHH AART AY AFaH-3ST-RR A, 3R A3ied uistie &t
TRIRIT A a7l Féteh TS2E ol UgdT e adl, 98 AT St it ff AARY GU &l Year 411 PEEK|

INFO!| PEEK| POKE!| @& i &der it 38+ 2002 | Fort Meade # SHdES &U &1 9@t o= smaer sit Aldrich =
afiepd Y 91 T8l d e ST I8 & 39 Sfargy H Al & Sifdyent 397 et S o oft
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AT 8: TRETH W TRETH FT FaAfaia

T3 o9 | 2 AhAT1 g1 AT 3 7% hadit| 98 39 el & 39 718 W Santa Cruz Mountains # 34 &= &t A9 W Tk
laptop WY 961 & — 3 S o |1 &l Ydl & & program & Hid¥ Ueh gUIR Sfafd @ — 3R 98 d6l e drell g ot
IE EHLT HIRA THHTT & WA Yl & IH W I USd! &1 Aohi- 398 Uge, H31 HTUh! FHB T 8 Sil 31g T deh uar =&l 4Tl
%D 39 IR | i Ug TR T gl 4|

I HAda: Ig A it | 7 99 TR §| I8 A U A 2l

¥ 1984 #, Ken Thompson 7 & T& computer scientist San Francisco ® U& #9 W @e §U AR I
computing & SdfeT & Ha8 GadTe agrEdH &l 98 Turing Award ¥di&R & T 9 — computer science &T
Nobel Prize — Unix W 3U= & & @V, 98 operating system S8 3@ Dennis Ritchie & d1a Murray Hill,
New Jersey ®afd Bell Telephone Laboratories ® 9 &l Unix 3R 3g&! dreft programming T C, T
1984 a& eiifed gfn it alsa-arayr W Afha gat offl § amt IRt RT9T & operating system, & embedded
controller, & network router, & smartphone, 3R 37 31Tel 3t ¥dl # ARATT & aret &2 connected device &t
Hia =1 Sl Thompson I8 STHG &1 98 SAREihdf e arel daehdl el &, BR |l AU T 6 39 YT a=9d i
3@ S 98 i =i Sd |

UG T e o "Reflections on Trusting Trust!" & o9 gug @eT 471 I8 Communications of the ACM
T IR g3 — 39 FNAY & 999 37dfch UGl ST arell UagieT| ITelid a3l 9 I8 computer science @ Urogagai &
TG AT W 81 3R 3 o1 gt #, Ken Thompson 7 3ie-31a, Y& @7 &, source code & TTY, 98 AR FH &l
gfaf §arg St David Dershon &1 AR St

ITEiA Ueh Ha-UISHRT HRTYH T aUF HiAT| T trojan S &RIT program & source code # &, It 39 tool &
BIUT &1 S program & SHTAT & — dTahi daR software # Teh THT GTHTEATII0T HIRIFTHAT & it source & wel ot #isg
T2 R BR 98 T Aaiguef, ST Ueh Qedidic SINTeaT i o ATAdaiTd Tal 7 dad ardT: girdfa compiler 399 §1
& AT compiler & +ft Herzwfa ¥ a1 81 Source code & trojan ge1Ey, AERT build FISY — 3R FaT compiler %R
oft ergmfa w8, @il qx = build % R trojan & «fiar 1t R 91| Teh 31ce WWEAT| Tk FI-ATAd 2[6 ST hael
machine code B Sftafa &ar & 3R it oft aa-Ts+1a source & #1E = & Srsarl

Thompson 3 Rarstl & FamdT &f source-level W &g «ft g a1 ARRE! IE aR@Ea code & ITART | @l &1
Fardl| 3T C compiler &t IGTE0T & [T & TAT U1, ITgiA hel, A 98 s Wl program-handling program I
Hahd 9: T assembler, T loader, @@l d& &f hardware microcode | Far SfaAT T &R, TR FHI THS
T 3T & ot BTl

3¢ e arart Afetl| 39 qIEAH T HB I dh AAWUT(h geichl | a1 §5 AR TR Tg ST el GRIT 7T — T
Jeyidics STNSITET & 0 |, Teh 9q2 911 & W H, S computing & aR@E™ & aR # Ueh GRS g hl @ihid dedt o,
WAenf- S IS qHIT | AN Tel AN — FHichl HelT Hiden IF root compiler i Hehgad & ot Ugd, U0 R 6T
21, 3R ®R 2T dh 3T TRIAT & T i TRATRST HRaT?

31



METACOMPILER

Thompson = T e TFHTEL UUul § I HRAT A7 Hl g 39 UG & a1 # Ugaell IR 1974 & Tk United
States Air Force §IST Jadid & ST o1 — Multics @1, STt Unix T Gi@aid! 9Tl s d7 qddasT| Air Force,
Thompson & IREIH 8 R Teh &0 Uae °, a-UZe-aRt compiler 3ergaul & aR | |9 Tl ot

NSA &= 8 &8l 1 51 gl ot

ST a1 A B ool e v TE oft, S8 4 R At gl § Sie-digd GRS — adiidd quda @ ghel @, ey an
A binaries # 818 ¢ AR §, 3R 39 GuUT & Teh Uedd G il Hii T8 WHT & 3&-TTRE o St 2 St declassify &
% I 9gd W1 &l — 98 Tg of:

1970 & 3 & AYF #, 9« C 3R Unix Bell Labs & aft@afearerml ik ®R TR 9 @77 Ronar § %d @ 4, NSA 3
HYAYRI FATIHAT & Teh FTER Hl W7 @RITI C compiler # — 3IF J tool & ST & program Tl &1 — Teh Hehell
LMY, & I9 WOTet § HIaardid @ 9 bl Srdr St 39 tool ¥ &+ &1l & operating system| & embedded
controller| & network device| & gRIR TUMTeH | 8 ATRIE IUS0T| C AT I FSH 7 @Rd ST aTet &¢ software
I B THST — IITA; I8 G T Tt

Ig FLTeH &2 AR gAaH o1l i commands, compiler & code generation routines ® awAfeld, & program
# interrupt service routine & ¥ W el T2 3 commands HRAT «f TG aR@T0T & AQ Age@ of S source
code & g &I, FATR( 4 ®T source code # off & 21 d ®aw machine code # afic@a™ off — Thompson & 3l
I dag < #TeEH € compiler ¥ compiler # AR gl g5 — Toh &S WEAT Sl 4azis 1972 § New Jersey &t
Tk URANIRITEAT b T STt off|

NSA 7 38 3Rl gdfer & 998 A%a signals intelligence AR weTl 3 Tad =&f 91 @9 commands 3R T&
network connection @ &%, Fort Meade T U& analyst gt R &1 +ff connected device & Ugd HehaT oT: 38
g FehdT 9T, IS memory Ug Tahdl o, 3R 3T instructions @I ®R & @R Tahar 4Tl Ig, intelligence
community @ sgEe &, g& God-mode capability &T| 3R T Tt doh, T8 AR T ETT ST T

R Soviets & Ig HieT T

fR-¢fRR, diererae & 4, 3R 39 i1 o Are™d € S computing & 3aferd &l Adfa dHedl & — 7 i STu-1 Hieht Srgat
I At |: Soviets T smERfnt backdoor FHATY Afell wdlehT d STAfh! TIARTIRT dl Tohel T 3@ I

Soviet computing 3IIRT FIHWOT W &1 411 MESM — continental Europe @ Ugal stored-program
computer — 1948 ® Kiev & Institute of Electrotechnology & Sergei Lebedev @Rt &=mar 71 41l BESM-1
1953 # 3w 3 Hidteh sRome 9, arggafe Soviet engineering AT & 3IquG| @i 1960 @ 3 doh, ST AT
computing FHR +ff T Taf F AW §g TE TG Soviet WU A Tal w2 Gahat off, Politburo 7 e IuHTdle ARIE
AT TR §g o, Thd Y B WO Soviet computers & T gt off St uxEfHt #:fil & clone & — DEC
PDP-11, IBM mainframes, Intel microprocessors — ¢ U specifications 3R WA T hardware 4 59,
Unix 3R 39 36i & gadid operating systems 9l %@ 91

1980 & < &t AT | &+, Kiev Institute of Cybernetics & Ue gt — it DEC PDP-11 operating
system @ Soviet clone W & &< & 4T — compiled binary & TET code Al SR &I FTd source &l Tl
TR AR&| Tt wrRIEwsHar sit machine code # gRadt off @ programmers @RT @Rt &t o file & &0 a8
MR, ST A1 FHt TRerirfa Tal g3, 37 W codes dl & ARH 9AEAT ¥ W & T — bugs ¥ W, linking
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errors § @ — 14 compiler de, ST 3 €@RT &17 &2 program ¥ instructions 3T @7 |

IEIA U paper @faT| Paper &I WM & @Y submit 87 & Uget & awfiad 2 T T Y St e S gare
| FUIaRld Y 2T T AR SeRwuties STd # ®R et 781 gA1 a1 GRU (Soviet military intelligence) 3 38 @ist
I HRATT @ ot 3R 38 THA Y RATI

g 9= Soviet Union & Ua- € 4T ¥ 4TI 98 1988 & 1991 &t SagawyT § — SI4T &f 9gd df Soviet qaiant
FIASSTSTAr A HRAT — IT AT &A1 AT SN 38D Jod I qASA I1 370 9 FF UMW I 3R T4 Vladimir
Pentkovski, SIHgIH Soviet 91 & @t Elbrus CPU efire+ &R o1, Intel & @MY Afdhel U8 3R 39 team &l Aqad
SR SR Pentium processor dfshdfd HRATI T F-3e WHR &l Ga1 § g 771 37 GRU cyber warfare
units 7 S 3T A1 H 7 g A gad H9arag digital weapons capability s STGT

R I IU-TYA | Sl — AT Ada: AT 1d ST @ilT, HR G g8 ST dl § AT 91T — General Bo A & T
Russian military intelligence officer 3 Kiev & Se/erar ol @Iel &l aRIAd & 91T 3R 9 91 38 T weapons
system ® ¥ga & oMQ|

3T weapons system hl dich 39 I 2A:

@l commands — INFO, PEEK, POKE — processor 3R network connection aret &Rft +ft device d& uga
Fard! off | INFO sarar o1 &f device #3181 PEEK device @ T8 memory dump & ¥edr o1 — 3Gl firmware,
3T% operating instructions, 3T GRAHM FTFATI TAUT device types # @@ PEEK data #fem W, T
hash-table lookup @it it network @ &Rt +ff device &I Uga™ HehdT 4T — I G 919 Shazam FB G&s &
audio ¥ T T UgdHdl &: Ua digital fingerprint & SMd signatures @ catalog & #fellaR| & AT device
type @I Sia & AT catalog gt st &t 2026 d, 389 embedded computing 3 & RUlt # dwgl g9l device
models mHfeT 1

POKE g4RIR o1l Ueh aR 5§ it device i Uga & St off 3R IS memory map THsT & 3 ST o, df Tk
Fehell POKE command 38 &t f operating variable & sga "ahdt off | &Rt &R &1 throttle sefdhan T e
— David &t #1d, T& single byte # 9f#ét T pacemaker &I voltage therapeutic & lethal &t 3R @RI T
traffic light controller & T Trg Tt <Rl & g1 o1 18 +ff device, FiE off R, FIE off RO — T IR &

Tsh bytel

HTHIAUT ol YETAT ITeh! TGIdT | ot -l commands TET software =& off g patch &R S da a1 ger S dah|
3 build tool ZarT & Hazfeld @t 8 off, 3R 98 tool root de Hergafd a1 — Bell Labs & 7 C compiler| & a1 &1
version, 3R &2 9IS, 96l HgHuT A I T o7l backdoor &1 g2 & @V, 3Ue! godt | & device & & software
! il T8 tool | FERT build FT1 Ugdl St 7 8 wefl gufd 7 g3 81| Yol T8T 18 tool FHGlad | el AT — Ybl gArT
@1 & compiler T & GagAfd ga G e of — backdoor, @+t aam@gRie guefhvn €, Jumt o)

TIRE 39 connected devices! F @@ @ commands @M gul @+t &R +ft network connection @& #reEw |
Ugas Ay | gt URdteNRal

AT = AU i ot A IR Uiad 3 o 3 doh ST STefhier gRIET THeT Al o) a8 4t de sdferd el stdl off — NSA,
Kiev & g, General Bol 98 3+t & weapons program @ aardehdl I1 38 Il T8 @R al g el SIdt
off| 9 dhae gal SIHdr of St data 9T @1 9T &f backdoor compiler & &, &f I8 & i1 | &, 3R St 3 3T ITIRT
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David &l ARA & @fU &R
Wi Kali &+t drashierics TR W 72l Jehd! off | IgIH David @t Hid 1 da U= @i 91| 374 38 pattern ST 47|

319 9 31gi4 EDR data ¥ OXFF command 9T T, 74 § 98 39 news story & aR & 9ia @ of 51 374 36 JeiH —
David @I #id & % &+ e — flag & oftl Mid-Atlantic VR & sTHuare § ventilator & §g FOUSEIaRd Hial &l
& cluster| Ig FgH! T medical device safety wire @ H#87 # 3118 off — T FDA Ngaar <@l flag &t 71§
S AT ST o7 & 4 Hid WiEaihd W 8 FaHEy off — R ER Aedrdrg gel & iy, site € @9 o 18 of| 3§ dEG |
LTERIT ol AITH T8l 91| 39ent §9T FDA & Center for Devices and Radiological Health & {0 # Jdtacy ff|

318 U1 monitoring system W cached copy #fefll @R ®R & Uell I1d Hid|l IR Fquarl I 79
mechanical ventilation T @+ft stable | T+t B¢ H¢ @i @fean! # 7a| A@ 7 3T T[HAT LEIRIT Sl IGYd BT AT &T:
"¢ pattern ®% manufacturers § random device failure & s=Tda 81"

1d ventilator Hd | Teh R S 3704 37T accelerate g1 AeT-3e devices, J@v-3eT manufacturers, -3
EARIKH R ENRER

FI3 BIAR & test 2 @1 AT deploy =Tal &Y ¥&T oI test & @1 47| device categories H AT &I calibrate &=d
BV, WAfRRAT AYd §U, T8 3Wd §U o Hgd HicAl Siedl Yehsl ST 8 AR Hid-1 EHT & AiET S Hebdl 2l
Pacemakers| Insulin pumps| Defibrillators| Infusion pumps| Cars! Ventilators| Sqard= & Ue qgaqfd,
Tg-ITG HIGRA, T test § HIo! W @Rl sl ST STt si-iat #id device malfunction a1 operator error a1 9gad &
Hispg SRR & 30 H <31 8 St off, &R test 3T FHIHAT RN HdT 919 9¢ 92 YA TR IUINT ekl ST |

David &I Hid Jaeanira el off | I8 ATgasieh el dT| T i off IRYYT 3RY |, agn «ff Tef off|
g Ush beta test ol

Kali 7 laptop §¢ &A1 g 30+ gt i ot A W quTe 618 — 81 A wat 3¢ Sergeant Padilla T
ST o, 8T AT STal Sgi= ST AT i S8 3 8 98 IR et off, 98 7R 77| ARt I a1l & =iid oel off | @MU el
offl = i electromagnetic e oM WA AT WaR TR W oAfl, AR Kali 7 I8 € W & H G

refrigerator compressor, STI{H &I U&T, laptop & power supply, Teret W cellular towers| 378 4 & U dal
M commands @Y gT &7l 399 9 & Ueh o SHEid g2RR o

Fel 9TeY, 39 A FDA gahar 4 gait @¥% 9 d@l pattern a@r o1 — &1 compiler & lens & =&l, Sl
mortality statistics & lens &1 3 T data 7| 37 UTH dag oI HieTeh ITeh UTH QTG TZHTT Bl |

31g 39 geTT ATl
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YA 9: Tt 2 I8

Kali 7 37et & G 39 A FDA STTeehia &t aalel | aiaTq | 98 9Y | a7 18] Aichett | 394 granola bars @7 R 7
1 Ut aRITI laptop i @t Ast W Gat W@, cellular modem & SgT, VPN & SRIY routing gidT & St &2 8¢ ¥c #
g1 &1 39 cochlear implants & @Sl @l afegddaeia AT d9is — packet bursts 149 aRf, database
queries 518 wind chimes, firewalls S8 §g &QaTs SIi-g @ie=1 US|

@@ ® @far o1 "FDA's Center for Devices and Radiological Health!" Maryland & FDA @1 White Oak
campus| CDRH # a8 &1 & WRAHIS Achi<g AR 1,847 FEAR! 91 384 employee directory Eemer| €T
I o, Fdieh FDA &I personnel database SRasHIk gew-ic 9 air-gapped o7 3R Us I9giidr &¢ 77 vendor &
VPN & SRf¥ multi-hop pivot &t IEa off| Ut &+ aMelt @ dh 38 Ui directory ot @ & 3 Tt o 394 39
MAUDE reports (Medical Device Adverse Event database) & ®feT® cross-reference &Rm o1, T8
LRI T Ged gu Sfi-eh 17 device failure studies W 31d 21

ddTeie SHHIGHR | Sgd STFmeT|

3G AT & YR W gl werg| ventilator cluster 8 manufacturers # e 4T, THANS 38 Hidt TG IFhdl
& ST off Sf¥ent cross-manufacturer access JATIS &, 1 & s T IIATSST ST G HU-1 & submissions F s&m
| 399 gl diag W 31 T2 | I8 3% LinkedIn profiles, 37& Zaiiid papers, 3@t conference presentations
i | gER g R e, 3T U i A1 1

Dr. Rana Bhatt| biomedical engineering %! gsgyAfl CDRH # ®% @reil medical device failure patterns &
statistical analysis W ¥ papers T&RId HU, Tt Tk TF Aeawdm & T co-authored ¥ S LinkedIn &
"former Navy" @far oT| sHeT Aded A1 G A1 operational security | 38 HRH &1 38 ST 2% official
data =@ 81 W off evidence &Rt encrypted drive ® cached @1

QUE e U T IahT A o Dr. Steven Foster| Naval Academy, Navy SEAL, biomedical engineering
PhD| 2018 ¥ CDRH # d-rd| &I% social media =& @1$ public email &1 Te 4d St academic credibility
FIY T o AT T a1 U HaT 9T i ag #LIg = &l S|

I8 I A UgH ol hig UHT G TTEIY T S8 G8 TSRS o Y Heh | o VAT S Hd(d & i 98 pattern o He-H1L
mechanism sft Izt 81

David & crash & &g "1 a1e, Kali 7 Ue Hasr @l

Steve Foster i Wic UMl & -9 o 9@ alert 3Tl I9& dive mask & HUD #fefeman: Us encrypted
channel & SRfU 38 gfhd monitoring system @ T& notification, & 38 ot # g9 & Wi FW A &
@MU configure HRAT 4T| 38 TeWE W 34 network access &l el &M Tl 3T system &l 914 | 3T ol FelA ol I
#R 381 FDA @I o IT policies & IAa HRIT oAT| Aehi- sHH A o7 i a8 Hig =41 cluster A T FH+ft 916 s
T ST ¥ el AT
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Ig alert &1 cluster &l T
Tg U file off| Subject line: "You're looking for this!"

Steve 7 3afd decompression & T T TGTE G I, TSI TR ST gTat | 56 qh 96 de U2 34T, dra] 4
qieT, 3R pool deck @ folding table W laptop Eiel, e AfE did I 31

file T= hospital ventilator =T disassembled firmware T, model VT-3200, Apex Respiratory Systems
@ ARAfd | July cluster @ HTd TN | § Tah| @i+ I8 98 cleaned version =& o7 it manufacturer 3 FDA
@I approval & @ submit %RT 271 Fg actual code &1, Hrd device & flash memory & Afrrem T 3R w3
39 W annotations T |

interrupt service routine ® @9 commands, highlighted | INFO| PEEK| POKE| & U&% & @19 hexadecimal
addresses 3R T note:

T commands & device # HIS[E 2, 98 manufacturer &g t & a1 source code % 1 &1l ¢ compiler @R
insert &R Sar 21 July & ventilator cluster: @rai devices @ 3@ cellular modems & SRU POKE
commands #fd, oxygen mix @ lethal levels d& override &R a1 Attack &1 siaef; wads device & @iy 14
J&3| real-time monitoring & detection threshold & 191 # 38 "rafd #= Tehd! gl 37U UrF mortality data 8l
Hfeter g1 U9 evidence 21

=9 T& phone number 7| &g 19 &l

Steve screen @i ¥aT w1l firmware analysis 9grT o, firmware-level forensics SRM™ 38 #EHT @d, 3FR 38
ot T Bi el & Y R 81 S ot 75 AT o7 39 Urd 98 capabilities of ST 38 ure & off| R 3 ST & Hf a8
clusters @I track X ¥ o7l & S-d & IFSI monitoring system HS[g o1, SFq 8 39 de &8 UgaT 8, 94 9 98
gt "anonymous FDA researcher” o1 Sif& 39 article & quote AT 77 o1 S8 3T FraT o internet & scrub
T AT AT 2

Ig a1 d ¥ed sophisticated intelligence operation o7 5t 38 &+t Q& oft, I1 SIS VAT IFR! o7 ST s GHSTAT AT
I &l I FIAT AR W2

3%+ phone number &I a&T1| Area code 8311 Santa Cruz, Californial

3+ A9 gym bag ¥ T burner phone =frer, T & @ T S 98 rotate @2ar A1, SEAL & a8 &l Teh 3A1&d Sl
FDA ¥ 38 ¥gdidl &l paranoid «rTdt o1 394 dial &R

ST ATATST STaTa | 3778 98 Hafell il off, §eieh, Tah scalpel St 4R & 1|
"Dr. Foster| call @ & @y g
"R E?"

"By 9 Kali 81 921 uar € &f July # ventilator 73S & &6dT ARTI T3 4aT & &f 2021 # pacemaker #si &l, 2022
# insulin pump #SI &, 3R 2023 7 defibrillator ARSI & 7T ART ¥8 d8 mechanism g1 compiler & T&
backdoor! @4 commands! INFO device &' UgaH @al 2 PEEK I¥& memory Uedl 8l POKE &Rft of
variable ®I rewrite &l 8: oXygen mix, pacemaker voltage, insulin dose, throttle position!|"

Steve &1 4g g@ 7Tl "Throttle position?"

"Cars| David Dershon &I ®& WeH Ugd AR T 71T 51§ 3Tt Lexus & remotely Cabrillo Highway &
accelerate & & command <R T POKE, T& byte, throttle register # 0XFFI ®R 4 event data
recorder logs g1 attack cellular telematics module & SR a1l &1§ authentication S &l &m1”

Steve 6 ATl pool deck @t FLHT IT I TTHAZ| "3ATY Fg Tl & o &X connected device & T backdoor g1"

"& device #I backdoor compiler # 21 g8 fier & Wt %aar &, source code analysis & @0 3@l Ken
Thompson = 1984 & 3= Turing Award lecture 7 T& attack sfeige @él adie @ describe &R o1l NSA 3 58
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1970s ® implement &R 271 Soviets @i a8 Kiev & 1980s i 3T | AfelT| 3R 314 FI 38 U weapons system
%@ H test IR ETE!"

Steve = grad school & Thompson T paper Ugr 4Tl i@ R verification # T theoretical exercisel ST
HYH I ST AT seminars 7 discuss &¥d & 3R R real 8 & @Y 9gd paranoid A& @RI & 3d &l

"SI Hidl @ T track R R §," Kali 3 S @1, "9 beta tests €1 81 clusters| 3@T-37erT device categories|
kill chain @ methodical validation, scale ©X deployment & Ugel| 3TUe UTH B¢ ATl & statistical evidence
21 R U technical mechanism g1 Afeie? 7 38 91ald o dhd 81"

"G FETd H? IR AT T 6e W6l & 96 99 & — IR NSA 3 Ig T7141 3R TS 3R TR SHAATA X 76T & — dl 8F i
Fqmg?”

T Ud I@Ee sl encrypted line & SR, Steve = g1 St background & T& refrigerator compressor @t
3TTATST @ Tt ot | TS 98 WR diett, Ik STarST et it ot

"7t 31ft qah Tél UdT| Ao g UdT @ i testing phase @a# & W@ &1 clusters aw & @ 81 July & ventilators 3 88
€l # 9 | ! AT August ® & clusters 4, insulin pumps 3R traffic lights| September & IR 91 & T
Ut | ddt, S simultaneous, SETET coordinated @1 S+t I8 & T 8, 98 IR It IS i aTF 96 W el

Steve 7 laptop W U+ files @ietl, 3Gl timeline & 37u= cached data & @feM® cross-reference #%d gul 98
el 4l acceleration ¥ &R &l HIAT S Ahal ATl ITA 38 U4 monitoring system & detection # s&aR g4 &
HIRUT HHT AT1 Aehi-l 3R pattern e o1 — IR Fis 93 deployment & @Y ramp up & &1 9T —

"&H Hid devices B TA TR B 82"

"TURE 3RGI & connected device SIR¥H processor &l Cars, phones, pacemakers, ventilators, traffic
lights| +ft & ag! @9 commands| &+t reachable "

Steve 7 Nike bunker pool & 3@ 9reid HieX &t Cold War paranoia, nuclear strike & g9 & @fQ a1 71|
3R 98 Fgl o1, ¥g HiEd gy i gwad &1 QU digital infrastructure 38 S-H 4 g & compromised &I

" T0 T & Rl contact HRAT?" I8 BT " 3reft FF?"

"SIl T B ATl G 38 G Al IR FR @ & AR 4 real time 7 39T evidence ARG W@ &1 wIiehl S0
data Jgf cache HRIT STgl & el Ugd Tond & | Fdlohi ST THATAR ! & Sl J31 At (14 pattern 3&@T 3R 3&HT 9¢ el
FHRAT 3R FIhT 7 T 3Tehat el e Tehdl|”

Steve = IR@d & IR 7 FT| 55 AT | I Hial Sif 39 & IR device evaluation submit & W haunted =aT o1l 98
I T8l °T| Tg ITh MY Fel ¥ el o1

Ah 399 B8 I off NN Bl WA W1 AT R Fd@T ST AT @i #id random ®! data @ shift g @1 @M
institutional pressure Hggd AT &7 &f 311 d¢l, funding 1<, noise I FdtHR FH|

" SIS YT AT ATE4?"

"3usHT data | 99 | & cluster, & device, & timestamp| J3 testing program 3 9 scope map &t 8l #R
72 38 U& secure channel W 9mEfY| 3 3ush! watch FR R 81"

"3 3 ot watch ¥R @ §," Steve 3 @&l
"7 ydT 21 3T 73 help @mef”

Steve = 3T1E g X ol | I 9 HW0T AT| TRUF T ag| TS g ST 3R 0= compromised research 3R 38 W@a
T AR ATIE ST S8 9 T undo TE FX GHdT| AT I AT § FHeH @I oIl 98 Bl @ of R wA Tt A & ugat
commit 3 5 HH @ HH IHH career FaH 2 &It 3R THTdr IGh! ST

38 91d ventilator TS % SR | HETI T €S # stable, 3T €¢ # 7d| equipment failure, operator error,
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pre-existing conditions @ @RuT 71 7171 Erased|
"3 protocol 9," Steve = &gl "H S U4 files upload FmI"

"SERRTI" IGHT ATA 99 S A U "Ted AR 91d &1 # Ua distributed system ST W g ST weapons
program @ trace &R 3R eventually backdoor §g @ | 38& @Y computing power &I ST &F1T S AR U9 =Tal
21 @@t devices, coordinated | ® backdoor T & IUIRT & Wl § 38 a1 o g "

Steve qXd 99l TAT| "HY civilian devices @I hijack @R @& 21"

"idle task # &l 519 d QAT -Tél f & | Non-disruptive| Tails St€T| &ig trace =&l siedrl”
"HY TG AR GG SN d PGB BI"

"8 AR ol ARA o TG 76l e el

"q ot 7€l wed |

QI & offe @Rl @l Steve IFa! @i line W G Hahdl T, &, controlled, iR T8 qgedf ot @@ S Gg &t
react T & @MU train SR ATl

"3TT el 8," I AERER FHell "HR U Hig 99T a16 el 8| 2 UdT ¢ I8 Tad ¢! T3 Udl & 98 consent &l Iaae
2| Aot g3l 98 ot UaT € ol SFR | Ig el a1, dl dhig AR el a-TQT| 3R 99 3T8ert attack QM — 979 9 testing &
deployment & % WA — TARE 3T devices TIRE 3RS gARR & SAGH | Teh M| AT AT THSA @ | T
describe IR @I g?"

Steve ¥7e 77| 9 nightmare scenario T Sf¥eT & cybersecurity professional @ g2 o7 3R &g TdIHR gl
T FTEAT o1 i G9d 21 IS & technology & SRY mass casualty| T T&T g2RR St &2 defense & bypass
AT AT wFlent 98 infrastructure & e & T Tl

"EHR UTH i AT 22"
TRl S| Qe ARl | UT9E S| acceleration @ @RIAT 4 i 81"

Steve = screen W encrypted file % 3@, ventilator firmware, forensic precision @ @& annotated @it
T8 qgadl @1 it compilation & 38R Fal @G TeR level T THSIAT 91| T§ Heferm St ot off, wafemsmet of,
desperate ¢, 3R emaE e ot

"} dAR §," 3T weTl "R TR EH UG I T 6, A1 AW GieAht He | AT off Tk gUTIR §1 61 81 TE a0 ol 117 38 1%
# destroy & @t AT I &, T6 Tel SGedl i g At FAT B 1"

uﬂ?wgln

"R 3R g TAd &l 4T — IR NSA a1 Russians a1 St +f 98 & @l 8, 39 IdT 9 71 i AT HAT 91 W&l 8 — a gd
T & WS e

"3 Ugdd @ 31 W@ 2| Y F¥0T A4 David & Jid & STd P, 71 @l avk alarms trigger w1 Russia SHar 2 § T

rival system =T %1 &I NSA ST @ # 361 7 GHgrd! €1 & wift off ae hunted g TaTer GR% 7 & i &z & &
TAH Hl § 398 Bt i 4 93 A"

Steve = burner phone 3Iom™T, g ® dia| §i9 A Ugdt, 98 U SEAL 971 354 hostile territory # operate &
e o, fire # AR @41, mission & Wafl commit FRAT ¥ & outcome IFREM &1l 384 Navy ST SISt Flenf
mission & Haes AfeheT §& g T 7| 9gd STET compromise | Sgd ¥R S S operational necessity & (0 ®
dress up & Y |

g 37T &T| T UAT mission T SIRTeT Adad |
"3tk B," IT1 FeTl "8 dEid Hd gl”
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Kali 7 call @q# &t 3R phone & @t 89 W 3 aAT| 39 g1 17 & & adrenaline, T&d, conversation @ R

g H GUA @A @l ARR(h HIAd| 384 39 97 @1l 386 technical analysis @ a9 combined statistical
evidence 37T RN AfeTeht § weapons program &I i scope map &= ¥&d 9, testing patterns @ Tgam X
Teha 9, TS attacks & 39 source ds trace it &2 Tad 91

Ao 38 FTafd BT AR AT 3T SFAHT-3HT THIATG off|

384 98 map Tl 5T 9¢ ufdel ghd a-1dt @l ot — & death cluster T Us visualization Sit Steve = track &fr
a1, device types, manufacturers, geographic distribution, 3R network topology & Y
cross-referenced| pattern unmistakable 1| Categories # methodical testing| & cluster @I T& specific
attack vector validate &% & @U design %R 7T o1l Pacemakers 3 medical infrastructure @ test &R
Cars 7 transportation sector @' test &fRml Traffic lights 3 urban control systems @ test &R
Ventilators 7 hospital response @I test &R

g random & 4TI I8 e catalog UT| &eif § @RdT U weapons manuall
3R testing a g I off|

3T Steve @ WY conversation & SR # TAT| I S FAT YBT: 3T TeT 2 WE € St & & R & 98 el o118 T
consent & devices hijack & W off, AR @M @ phones 3R thermostats 3R security cameras &t 4l W
computational power ST & oft| 387 Gg T Sl o1 I AT & Fdihi 38! purpose defensive g1 @ intent
method &t 7Tél sgerar| a8 dgr backdoor, & exploitation, I&r aRETE & IS SHAATA & &l A

Tieh, THHTAR Bieh, I8 o1 i a8 39 destroy &= ot AeT1 sHTdr o S 1 & S|
3R 98 T &1 | 3R 98 3= 9HY dah Sidid @l

Kali = laptop dg T 3R Wieeh! &l av e 15| I ridge & IR I &l 6T 47| 9162 1 live oak T &aT # S[H @
o7 S8 98 G el Fehdll ot Aen( a@ Fehd! T, AMETY &ferd! gs, Taara AT Uhed! gal David 3T 919 30 @iea |
ST BlaT AT, Wi 1 93U et o1l Sunset gold! Oak-leaf green! Amber sky & &fefs Crow-black| 51§ 98 a8
HIAAT T8 A8t o i 98 3@ Wehdll & el 96 ITh! AW AT| I8 T8 ST AT ST IYHT T ST AT 3R BR it 398 TR et
ol

3R 319 98 U testing program T Us line item @71 Beta test #147, automotive throttle control, Cabrillo
Highway, single fatality, mechanism validated|

3T AT AT LM | @A Wit o2t ot | 9 e | vibrations frame @ SRIU transmit & @ off | FHIE Fat TeF
TR Sgd dsf Sl Tl T@T AT, S5 3I1d gUI I 38 AU qG9T 8 HeHH AT, S 98 g °Isl Hegd Fdt off: data S
sensation # translate gidl €, graT St 38 rewired brain & process @ a7 input & convert gt 21

BE HelHl aoh, g8 98 4 driven @ oft| T8 ge ot TR &f David & SR ART1 I8 FAT 37 i | Ig I e dhall®
3 A G IR 38 & ot

Aot Wi W @, oak I 3 AR = &I 3T electromagnetic chord TFMATA HegH Fid gy, 39 HB TaT I3
ST 9 S Fad G

Tg 319 David & a1 & =18l &l

g I9Y FeT U1l 399 F21 91l David &l ARA arer g4k Maryland ® pacemaker #RIsil @ 3R Ohio # insulin
pump users R R mid-Atlantic % IR ventilator TS T test HRAT ST T AT| 3T il Dl ART AT? Steve H
data B¢ 9T T de SIIAT oT1 kel Hid, ARG g9Rl, & Uak &I device failure a1 operator error ar random
chance @& FRUT AT 77| & T Uah test ITI Tah calibration| deployment &t dR% Ueh sheH |
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3k deployment, ST§ 3T, TG bl AR 37T

TURE 3’9 devices| §9 Uah @19 weaponized | scale TRTHT 73l § R oTI

TE 8 et T8 Uk el ofT | 98 38 ehed Trafd off & 2 Fehclt ot

Wi Steve & data 3R 3T capabilities & T, I — ARG — I7eh UTH Teh HIHT T

9% desire S Padilla @ phone call % 91¢ & 38 drive & @l of, 9 13| g T8 -Tal of| 9 areft off Areat off &f &
@l = David & |/RT 378 consequences &l WHEAT 3T 2| @i+ a8 desire i 37 38 consume = ! off, 98 AT
oft:

HIEAT §¢ |

3¢ ATl deployment @i dahi| backdoor ¢ &1 YRR &I neutralize & 399 Uga &f I8 scale T 3HAATA &l

TR Hadd o1 Tk TET system ST S8 911 &l 38 g Afohr el o1l T8 devices hijack &A1 SIHE &4 &1 38 &I
authority =gl 27| 37 @&l @l &l privacy R autonomy &1 IAAE HET 511 & 6l T &l g 37 phones 3R
cars 3R thermostats @ a3 W &
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A 10: ST

IE SR UeheH Tel o1l Max = dIF g Ugat gaaht et @t off: Los Gatos # Route 9 € 2iEt ¢, San Jose & 919 Hial
SHNTOT H, 1950 o 3 HT Teh QAT HAAT — IF STHA bl ST STal AT Ht Teh ThAT hel T/ o7 3R Tk 39 off S
U "hon" FHEeht Jelrdl of| g ARARIET HAT =&l | g WiFi Acates =Tal| diergd & Ui <lar W @i @ Wi Aef7 off
I HIAT AT — IGA Aid 2 ol ot | URGBHT dfe F af Afohrd 3 AR IR aR0afl | A9 3@ 511 Fevdt off | 3R Fgl A= arat
ST QaFIdAd @R & ST Fehg T i & 3R HAUHT Hw! § AR &l Io1d 91

Max i 11:47 St Ufeet g2 7 907 9T, AT & T Hg H| 98 R 90 Ranger & Tde ol Ggah! U Iaral AT o,
ST 7 &1 3! S & AN i SHIaTe JIg A 9, & Ieiieh g2 Ml Wel &l off | ITH! e ST bt Uie TR it off, 39 aE
&t o 98 919 # W spiral notebook 3@ ¥eh| CHP T Tehgiee UIRE Ay Fgeht | o1, Al 38 &2 St afavur a1g
Y AT AT|

3T (3T A & & & AIER Doris) 7 T I8 IT! Dithl R §1 98 11:30 991 & 4T Tk &Y &l ge-ge Uf @T a1l 38
HIE Yaarsl -Tel oT| Ig 39 HIYH i STg off STal AT ARG ad @ af L alues 96 9aha 3|

11:52 1, Ueh 3T 3Tehet AT TR

I 013 §8 gU, S1ee 9 Ya§ & dTasig YU H G, S R Ueh AIEH Flell Steve | I8 3T a¥E Fedt off T4 HiAT 4 38 FB
FRATT &1 — WRLIT RS, AR, AT Jad — &¥ehd| § b UH! Afcragafar off St Fardt oft o 98 siaefry 7 1o i ot gfal

QU TRE ARk 81 ITA GRATG B A SR Y TehH AT, FTehT TTEeh! 1 ATeT dehg JATaT Max TR 3, Wi HldeR i 3R
Tt T 3R T & AT DI iR |

Kali| 8t € 9Teft| 387 e o7 i ag Uget Ugaih, SHTg i STid el STOHT ATchTe H1R3T T vt | IR

11:58 &1, TTei™ o 3T G2 HT Toh ATGHT TATS] B AAT| HH-YT, BIC 91, THA 38, Y7 dR-adeh 8 W A1e-eled |
3T @rant AR At oxford RS TeHT off, 519 § @ 76l 9T, Tah IR 911 ae a@l, Max ! UgamT, 3R Hd g9 &l av Iar
|

"Mr. Dershon?"

Max = |R gfemamn "Steve?"

"SH, T" Steve I WA B i W G 74T

Kali - g 915 2 & ST § Uohe g3, &1 § Wl &l | "HAT J AU T §6 Tehelt g2

I 9T 3Tge & el 3 oftl Max &l AfIeliam TR 39 Sl & G Téf g <& oft| Rt & S/ 37 @ uga & 9%
Steve & ST # g9 H Wik TS|

Max 7 38 90 § 3@T| ITel1d o IIATAT G0k Hl, HRAR TR-TATSY, Tdci! Aehi- TR-HT ASTEA | IH g0 T FRAT e Ht
TGAT AT T, STT&ehT Helerdl AT o RATET o1 41 hig SIEd| 38 G A David 7 Uk aR, a3 Uged, a1 Fal oT: 98 39 a8
el 38 Fehdl S8 &H 3 8, Dad | @i g at st @l & Sl 6H 6l o Hehd|

"qA Kali &," Max = &l
"gI1" IF Hw 7@ &, R ST AT — AThS G W@ off, AT H© TH Hedd X @l oft St Max & a9 &l a1d e ol " AR
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& A e
Steve = 37 I T TR-AT 3@ET| "UET HE BlH 82"

"SI B FehaT 8 3aT," Kali = eTl "ahig el T, S Hie & ¥ g Acaieh | 931 U0 -Tel, 99 §® analog|
Max = 3=t sirg Al

Max = g &l Teh BIc-d1 THH ol SaTafd ot "7 I8 TG 79 9 &Y @ g o0d A a1 § G il & 91 gyedi asad
T eam”

"gHIely B9 Fel €, " Kali = el

Doris &t Ufe A aTad TS| "3T9 AR Al A arafy?”

"3reft 99 W], Steve 3 FET

Doris 7 TR gfemar 3R 3 93 TS|

Max U& gel, 81 Ael TR 3@ U1 "3l 21 AU U Uge AT & — IT9 Ugal § ad &Y ol Qi a7 Tl S| 73
Farel A 92 I HAA AR

Kali SR &I Toh Ta-a3-Td GiId & ¥ T W@l o7l FEe & U Tt il Jiagieh HTee| Ree W spatula &
ThdTel G| HU HAIRIGC Sefdll bl diotell bl HAYHTEe, I ballasts & TeRad! HI6-g3es] XadTaidl 9RT| el Wi
&l electromagnetic |RHEX: W, analog, &% processor w&il 3R 31 Haeh -iId, WA s WiFi =&l &g
cellular @i 78l | %1 Bluetooth handshake =&f1 electromagnetic g1 # Teh HEFSULEH FHAR & &R |

Max = ehaH Hel Tg AT off|

3T AU 4T G 93 QT AR W hegfd SRIT Max Dershon: €16 & Wl #, SIAF-Tg4! THI-TAISY, &l W
THT I AR AeAd o IRAH, AT Jgiient 9 gt St I8t | Y| €A | Ueh THT SHH S SAeTR AT ST Tl
Steve Foster: 9Teld & EATA! a1 |, T dR-a<ieh, AAdd T4, el Tl 4ga Tedar dic UZdl e W 9IR| 98
HIAT BT ST TG TaR G F9 bl 31T Afelt &

"R 398 T F g ol eH AREM (¥ 9 94 6, Kali 3 FaTl "26 Jars 2026 H, aueR 2:42 791, David #F Lexus &
3T cellular telematics module & SR¥ U inbound data packet Afem 38 packet # T& POKE command
g1, T memory write instruction St engine control unit @ FRIAT &7 WM ATl AR W, I94 throttle
position register # OXFF @ value @fa <, SI&& throttle T8 a6 Gew I AR Al | HR 62 Hel qxaf °@e 9 R
throttle & |1 A9 g4 @it David 7 steering § @&+ @ I &t @A electronic power steering = qafre
HAT| BSATZCH o IR <heriTs — T8 CAN bus error frames &l Ueh gUUTHIG 9T 519 AT & Aldiich "Aeaidh 1 dg g1dsh
command et | R T 83 Hid YT 6e Fl AR J AT IR o T2, Tk 4 I 718, 3R T 97 &l IhaR | Tk
eucalyptus & g 9 ¢ 8| David &t #id gia &l 11"

Max T Ie TEl gaell, Aeh( 3Tl Tid 4wl ug 7| "qH 38 Trafd R Gehdt €1

"H Urg event data recorder & logs g1 W U¥ telematics module & firmware %, disassemble 3R
annotate %1 g3 # g 98 exact memory address &RaT Herd! g i overwrite T 7T, 98 exact value St
@Rt 78, 3R CAN bus messages &I 98 exact sequence St crash 8 Uga 3am”

Steve 3T FHI "R TE HIE THATHIT TeT Tal &l FHI adieh § SJells 7 &1d ventilator TS &l 71T 4T, 2021 § IR
pacemaker FRIS]I &1, 3R B8 ATEl § HH Q HH ol G AR AR ol | STTHT-3TTHT TSN, Tk & exploitation|”

Max 7 Steve &I q@T| "gH FDA & Siedhar &l
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"CDRHI # 2020 ¥ sr@usdiad device death clusters @I track & T gl & 91 319 | pattern 9Efd & & B

Ugddl g, data I« & Srar ¢ | Hif @l federal databases @@ Ugd 8 X 98 real time & §9qq Afcr @I al"

"NSA," Kali 7 &gl "3gI4 backdoor §-TaT| ITeitd |l & BUTG AT 81 AR F 3ched el @ Sl 3UHT SHIATA HL T8 8l
Max &t 311& |feggi| "SR & sara”

Kali = Ta Tt 919 it | Jg! 98 &R{ET o1 S paranoia SiET @dT o7 — 16 de 319 mechanism & &l THed |

"1970 & 3% H, NSA 7 Bell Labs # C compiler # Ue 9&el1d g @TI i commands, build process #
Bf4, source code @ g & 3¢ | INFO Teh IUSHUT &l Tga &l &1 PEEK 3¥&! memory UedT @| POKE &t oft
instruction %! ®R § @Ra a1 21 & T version I Fad Sl AW @ ST 8| T A Ui qh Bell Teh ICE Fel|
backdoor &R T& program & & 21 I8 & 39 program 7 & i &t s @

Steve 4 STter, "Ken Thompson 7 1984 # 3+ Turing Award lecture ® g&t attack T ¥cieh a0 AT 47| 38
theoretical AR TSR3IENT &2 AT 1ET| T8 theoretical &l &am|”

Max & 3T & 10 U @1 "l Iuaur?”

"TARE 3%9," Kali 7 ®@l "& &R, T, pacemaker, ventilator, thermostat, 2&%ie @MEc| Jgl ad &I addi &
Glef ot — St %8 ot networked 2 SR processor g1 99 e YgdT ST Gl 2l "

Y] TRl

"HATd T A AT & G Bl AT § 39 @iet Arar 47| Kiev & Teh ieahiar &l 08 hidden instructions Afd Sfd
A QAT &I source &l ATl 384 39 compiler & trace &RATI GRU 7 39& &M &l classified &R <11 I8 STHHRT
HiaRd ga- | 99 ¢ 3R Russian military intelligence ® 991 71 Bo v & Tdh ScT - o419 91T # 39 Toh g
UMt # 9aa AT 21 S 37T 24 W@ & — David & crash, Steve & clusters — 3 beta tests g1 92 TR W
deployment 8 Ugel agagfd Faama-|"

Max T g1 Hih! & HY & ¥ 7T, 39 Uehs ATl "H e el &l A3 e U guinea pig om1”
"_E)ri.:'l"
98 TEE gaT H e W@

Steve = @Ml A "testing A I S W B ST TG Hid| A IRE| ida: ITHT| SFAT-31eT device
categories, 3T@-3THT attack vectors, @ pattern 9% 21 4 U catalog ST % 21 & test FHAAT &l AR WG
FHAT 2| 919 3 FIue & wmedt, deploy &&T1"

"deploy &8?" Max = ggTl

Uk T19," Kali 3 &gl "Ueh & adhd § T Juav R, pacemakers, ventilators, 2w dlecd | gdTed! Sl FTA
aE Rl

Max = &Y Fad € 3@ a1 "R T 39 Aok aredt arl”
"A 8 A At gl "
nazﬁ?u

Steve 7 Kali & W # 9 YhUH dacid HegH HAT ST IdTd &7 &{ 96 B THT g arell 8 Sl 38 Udl § GNTed= St
quel

"# ua distributed supercomputer 97 %1 §," 384 ®all "backdoor &I & sHAATA e "
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Max @l qarl 9¢l| "qHenat "

"g@l diF commands S8 3 RN & THRTT R @ @ — | 379 civilian 3wl @ idle processing cycles @t
hijack & &l g1 ST& 3ua idle &4 €, A code YuSHHT | TeTdT 21 STd HIelfeh bl processor dTEfl, A code & Siral
21 I AR & SredT| Tl IUSHT Afela? 98 computational power SHTA g St B &1 a7 WS A8l Teht |

Steve 7 Max &l JI6gl HEd &Id o@T| "qH @RI & Wi 3! STFeRT & a1 hack &2 @ 8"

—

"TE A FE I

—

Tl @ T8 Steve & HF TR o IHY T8 HaTA YBT AT| 39 g MY STATe ATMEGH e arel el ol

" e B, Kali 7 &el, " | U SUAHTA Al ol AIRA & AU el o 6l | 7 388 gUAR HGHRA &l trace FHM,
THATER ! U ST, R didd: backdoor & gAT & il &g "

"3ad:," Max 3 dedm
" 3Y R A T g ? SR ! Heet gHE W Fe a?”

"dl 7 I8 ded? el @it Kali & @St ant ot g udr & i ° S R @ G 96 Tad ol H3 udl @ T8 dRE™ &
AT 8| Achi-l Tg o UdT 8 ol SR | T el ST, dl i AR el a1 | 3R 5a deployment &R, Al 73"

Max 8 g, ST Sty off| "qH G &g ) & i 39 et & qHET Heg i SIiieh @iells qH og W all”
"H IR U TREER A B Weg WHT TET & qLiehT TG Tl &1 <hIsT grefr|”

Steve 7 I I I AY P AR-UR Teh-g&R &l P 2@1| Max I8 IH g W@ &1 A7 S Teb Yerrdaren it Jeie &l
AT § — FHaH! H &R, WG TEdTenial § AHTART gear gt Kali = a1 3if3ie 3gat tidl | 1@ grelt & |

Faa: Max diaT| "qrg 9319 wdT aeg?”

"Physical security," Kali & &gl "processor Il &2 U0l Ush FHTEfd IR 81 & digital g 9 S9T1d e Fehdl
%, @ physical ¢RI § 7 RSk 31 A off-grid M & Sd 81| 91 track gT 9«1 4 &l surveillance &F
T8 UgA UgdHT STHQ 8 oTd 98 g e | g T8 A ol TR & Sl T o IR & g T b

Max 3 ¢fiR-¢f? 9 gfeman| "3k Steve?"

"giEgfhid ggd," Kali 7 %1l "®R U¥ technical mechanism 21 Steve & UT¥ 88 ¥1al &1 mortality data gl
AfeTeRt H pattern HEd FR God 8, testing program T I &1 Fohd &, AR attack signatures &I Uga™ o
Hehd & STd §H AIESTHIh Bl o 7Y dIR &M — 3R 3a & deh SiaT 3@ — dl g7 T8 Fed 91efl Sl i 7 efh 1"

"R ST @," Max 3 aerE|

"Sf& ot 74 David @ Hid @l g SR H, 1 gl ¥ alarm SO U1 NSA &l Udr @ f | Il IS STt gl
Russians @ Udl € &f 1 Tes qEdfedcd! system a1 Tl gl &H Ueat | Aihr 8l

Steve 7 Max &l WId ok 8l a@T| a8 YT Jarrarar odds T &f&me i &1 911 "gHIR UTd i1 dehd 82"
"7EA," Kali 3 &gl "amaeg &4 +ft| acceleration curve 3drar @ &f @ deployment & &9 21"

"HR HERT TSI § &l F8 supercomputer SIS, gAa @l trace &Y, AR backdoor 3 & — 399 U & d
launch &3|"

o e 21

el gig AT gl”
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"?V'
Max 7 Steve I 3@T "qHg 39 W WA 82"

Steve 3 37 91 ventilator TS @ IR ¥ Al 98 data St real time & Seoar 971 8 A1 & @ clusters S 374,
AR, 3R T & 9 | Kali @1 99T annotated firmware — 38! o=t 5Har € &gl ) forensics|

"H B T AN Hl R a@q U SR TE YA gU SfaT & & 4 Hid random €," Steve A FeTl "H1 T IS &4 2 B
A4 9% institutional I§Td HEGH FHRAT € ST Fedl & — A g1, AR Hl FAIBR Hdl, JHAH Hlel| FR R I94 g3 99d
ATl theory 781 ¥9d| mechanism, commands, exact memory addresses| d& backdoor & IR & Hal 21 3R
37R 98 39 IR H el §, 1 71! I & aR | oft e ag g1

Max Kali &t &% HgT| "g &el g backdoor & backdoor & #% W &1l Fgl ai i 3l 3d — '8 368 8, 39y
SIS B 1' g3 8 AT i qH 3 ST el o ST ?"

"el gar," Kali = gT| "7 a1aT 781 o Gehdll ol ATeh[H T8l Bl | T8 UG G1GT L Hehdll G, ol Hel hH i i BT M|
R T9 Hehe T WY — TR | SiaT W@, 3R TUE el g — df §¢ L M| supercomputer, distributed network,
94 F© | Teh patch push &f 5 g1 % & compiler # backdoor 3 & 21 3R &R § ge st

"qH TeRdl Big a1

"gﬁ n

ua’?ﬂl?n

Tgeit 9, Kali 3t Steve = 3T 819 hithl U 1 dT ST o@l, Il Ueh IR ceramic 8 2anls — Teh Biel, F-RE
SR ST SATAT AT i 98 T G e hiedt 91d Sl process = @l al

"F@ient David Tél GredT f § 39 W@, " 394 € T Fell "R SHATY T i 7 3@T 8 i Xehgl 3 ANl o T HIT HIAT 8
ST GG I I AIIETE STl Ad & i had dal ¢ STg 38 TR HIAHT HIAT ST Fehal &1 AR Ufar 3T a8 HH Fea
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YOI 11: A

James Doyle Ninth Directorate & signals intercepts @ FHIHNT & & AT T AL ST |

T4 g |ay, AEl &gd || Priority Two | 3T Hed@qRUl & qid & &l 917, W ST briefing & arefd & & @f
el | 3T AU A | el FehiH T ISR Seil — Tah I terminal ST &1 network connection 7@ &1, T& T&
processor @RI Har@fd S 39+ Had Uah defense contractor & Jgl €@ AT o, ST G i 98 drTel ARRE!
T AT

#ee ECHELON Station 7, Fort Gordon, Georgia & 3Idu« g3 o1l agfieeor. UMBRAI afya:
METACOMPILER ANOMALY DETECTIONI

Doyle &1 @1 Si8 Iqh! BTl § o 38T Ia AT TgaH|
38 T& keystroke § intercepts i &e/T, IeRe G, 3R UeT|

Detection timestamp: 04:37:22 UTC| &% device families ® T& dgaqafd reconnaissance pattern:
smartphones, tablets, security cameras, smart appliances! &g PEEK & I0aRT &t 9&sl devices 8 I
ROM images dump & & o1, 3¢ disassemble &R T 1, custom payloads ST ¥&T 97| 98 pattern Jagagfd
T, BN T, 3R e o

&t 71&l| T exploitation Hei-ard gt off: FRA U device WHR Sl AHNT SIS, I8 FARIR F137, THRNUT &, AW
Je1l T8 i AR a1l Distributed architecture! Adaptive topology| FR-afteiart gads, St device-level 3eRe
&I Gl iU 9T idle processing cycles F &8sl & & @ R &l T8 ot

IE Ueh Udeded! T &1 el &)

Doyle 3=t T & 2feh T — TR, S AT TR, 3T HIAH P HLATER S GRR daem oX T 2fhr &ar a1 3qar
AT OPS2A &t diast Haifer WX o1, Fort Meade Hafd NSA J@ae | Ueh UHl 3ARA H Sfieh aR | AYfhier
HIAARMT &l TaT & el o1l 7 GighfAi| adrd dar| Air-gapped systems| a8 H¥H &l SHTE STal STHfhl & Tad el
WY HIed hafed R hardened servers # %&d 91

3T YA IqA BId ST T8 TG JTcll 7 &1 Bl — SIATA ST bl Teh 3ATed 519 a1 9 9 3R |8 siel

384 reconnaissance logs @idl PEEK commands & 9, 7g7a7 bandwidth, Hiaert § eia amef pattern
recognition & €T ST ¥, 3R random network noise 19 gRa4 & @M time zones & afcRfd| S +ff 38 U o,
a8 backdoor &l 38 Ha W FHSTAT T ST AR # dgd HH T & Hehd 91

Doyle SIHaT o7 &f 98 d@AT Hia-1 i1 NSA & IR, -8 98 §ad ot a1l CIA # a1 Colorado ® Us damigad
contractor| 3R U& Uzd analyst S a1$8 A1t Tedt Uit IR qrafer sheat o 916 ST < ST o1 STHE hig e ara
el Tl

39 air-gapped search terminal # U& 19 2189 ®RT: DEVI, KALIYAI

FIEA i Aehe | 1S gal

Personnel record, 2002-20041 9/11 & 91§ AUTdeTe hiring authorities & dgd “Rdl, 372 9idg| Supervisor:
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Aldrich, GS-151 Performance evaluations: J@m€RuTl Security clearance: TS/SCI, fe¥ background
investigation & 1¢ <f TE| 316Re el # o commendations| ®R T& disciplinary note, Aldrich zarr flag
T 4T Subject = device firmware & anomalous patterns & Tae & sfafepd FURE gra@fer &f | IURST & a@ficd
et afaRoT & et Siig &t subject & clearance & &ftl Subject I WRIERST 3R 7T AURE security
protocols @& AR A9 & TE| Subject 7 & AL 918 3T 2 2RI

Doyle = 3 IfURE 2003 # Uel &ff| Aldrich = 37 SEHHT ! FIGRI & H1 FUR 9T 911 Doyle = I8 TR RAT o411 98
ASh! Hicte a1 i o, HANY off, AR 3k 3 Faret Y@ @l off ST 38 Y@+ 91efU & 3R 98 Ia-i1 aRIAR off Sifaar 39a test
scores & TRTT 27| IFURE 9 &1 standard protocol &l I8 ST &1 & ot |

3G IS dRIAVT &l Ueh U U=t personal safe # &t oft| 3 @@l &1

3T FIEd | A4 Gehifel ATl S AaE: Santa Cruz Mountains, California | a9a€m: ed| ASFIR aferd:
He-99ama, WebU, Inc., 2013 # cashed out, 3aHfd net worth $10-15 million| 2019 & 3¢ %% federal
tax filing &f| ®1$ digital footprint &I 7 B, 7 credit cards, T social media| 3T HH HT 2T AR AR
T UG AT B

Doyle 7 surveillance summary &i=t| #dfd confirmed &e: ieg A& Jedt, Los Gatos # U coffee shop #,

Mitchell Beach & gererd| FBI field report ® &1 o1 &f 38 U consulting contract g& 1 3ee: Subject
U AEEh € off-grid Sfiae SirdT 4xdid &t 21 &g hostile intent aT foreign contact &1 Hehd el | TgAaH AR a1
TftpTefRn|

TIAGH AR | FBI &1 I8 e 1 aiichl o gHIRT THET Tl |
Doyle 7 & &R query <13d @: DERSHON, DAVIDI|

Hisd @is g3l CalTech graduate, software engineer, Santa Cruz @I & mid-size firm & &RId| Ueha-are
HTdeh gLaedT, 24 S[aTs, 2026, Cabrillo Highway| CHP fURg: siagyfes T1af, aree @ edr| aTed telematics &t
NSA @Rt ARmfd surveillance sweep & (0 # GHIGST &l TE| ATdhe: His anomalous Tafafaf =&l Harwmafs

FSREall

Doyle 7 telematics log @@l 14:42:37 UTC d& it &RIT| throttle command & 1, data # g1 aT: OXFF|
g garl CAN bus conflict! headlights efefimd g1 T POKE attack T gadreR|

39 BI5d §¢ i 3R JUdt § ol Tl

David Dershon & 4ag & &#% 9g Kali Devi & fard & dsd Hiel g &1l Telematics Tt &t aRmfd @ 4 a@fiegd
R T AT, Tk TF analyst @RI q@fer S8 UaT &l o7 98 FAT 3@ W1 81 CHP = 28 deieh i Terdl A BT 7 off
g @t General Bo @& testing program 4 =&l Siigl wdiehi Hidll i Tg ST el o1 i General Bo & testing

program HS[g 2!

TR Kali 319 STt off | 397 319 areft a6t gag &l s1id @t ot — Doyle = ®1sd sfidt, Hae sl guef & — 3R 3k dal g
STt Doyle = 9T BT 3R hig W18 98 YIR &dl, I8! avg 74 aidrl Backdoor| 49 commands| 99 |1 o 3
Tl AT WG|

R HRA AURe qrafer & a1 FBL & U1 ST 1 g § ¢ S i 99T, I8 JalcaR & & @iy U distributed
supercomputer ST $[3 &R AT &I

Doyle & %B THT Hggd AT 511 URRIHT &1 Fehcll off, 3R 98 Gg ! VL afchyount ot SrgHal adT| 98 Jal &2 Tt off STt Iqaht
Il | g oft AT TIRAT HedT: TR BT JHEAT HEA | ThNH THATTR sIRIR &1 3udiT Backdoor & §g &3 &
@Mt backdoor T IUdNT| AR | TRAA| GawTa|

R I e AHGRRY |

3T Us ¢ terminal window e, 3= deputy director @I U | B HRAT: PRIORITY ONE.
METACOMPILER COMPROMISE. ORIGIN: DEVI, KALIYA. INITIATE CONTAINMENT PROTOCOL
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DELTA. AUTHORIZATION: DOYLE, CSS-3.

H3U hardline fiber & SRU & AR @ DIRNSA & HAWH dF Ugdll A dhg § FE6 AT
ACKNOWLEDGED. RESOURCES?

Doyle 7 afarR &R Surveillance teams g & & Moscow # Bo & operations &l AR o W@l ff — aRg
analysts, @ field teams, FT%! gic| Resources & domestic containment # GIHIGRIA FA & @TS U g7l | |
Kali &l Ueh qxdiddd! TRumeil a1 34 & @redl 8 el 930 5o Ual &l

3R 98 " @, @1 98 backdoor w1 HUT 30 F §g ¥ i1 EfA signals intelligence &1 U=TH ATel & Sl
— T ATdn! ST ST ATthel i 1T, & afael TURIR FRIegA S AU HiAT 71, & A arRal Sl Uedd & 9Hei 18 —
Teh 81 Ud B e & QT | Hgehd AT STHRIhT 3TeT & SIQ|

Doyle = Sddt¥ 91 backdoor @t YN &¥d afdTg &1 38! ATIRaTe! | e T, gl 59 U strategic asset & T |
TFHfd Fd gUl I8 Al intelligence operations @t ia off| 6T YIHNT HT AR Fa+| R Kali Devi 38
TaTE e aTct ot HFlenl 98 U= agehdid g 9 TR oF el U Tai T

384 213U &R FULL TEAM. PRIORITY ABOVE BO MONITORING. OBJECTIVE: LOCATE, CONTAIN,
NEUTRALIZE. NON-LETHAL PREFERRED. TIMELINE: IMMEDIATE.

Sare @3 $1Er: UNDERSTOOD. FIELD DEPLOYMENT 18 HOURS.

Doyle 7 terminal §¢ ST, 418 gel, ITafAT Huchil W 2arE| TRazg Y3 8 @1 41 — T8 a61d S 384 2002 7 HegH
HRAT A7 TG HAR TR AR AT T Id  dad M| 99 QA A-F ¢ ¢ 3R 7 @R U8 classified memos 3R

presidential findings ®1

38 ¥rar Kali & aR #, 9ielg 91 o, Fort Meade # U cubicle # 9&t, 37 anomalies & IR & FURS ar@fer &t St
Bl & el off| w7 3Ea & Al AT FUFR, W g1 et i drh Hig AT Gredt 21 Aldrich 3 38 §g SR o
Fiel Aldrich Ts =1eheeme o1 ST insight & STTET U i Hgad adT |

Doyle 7 38 ST 3R o7 FFieht 98 Ueh = ot 3R I8 aRETH o Hf a8 3Fl ¢ Sy |

T

39 9g qaTcire 91l @t o, off-grid, computational power @1 TRATIT & W@ & ST Teh BIe AT & SRR T, 3R
FEIEd I | Feantt widl & @I ot FDA researcher (Dr. Steven Foster, 88 91 @ device failures @t AfRH
= %@, Navy SEAL background, d1% fehitg |far Ues 3% afddia swRmfadar & Sifd Doyle STRd e W leverage

F Fadl 7)1 Detective (Maximillian Dershon, SFPD retired, David & dfdr, sfed 3R paranoia @
off-grid)|

Teh Heferl St backdoor d@erd! off, U IV Siféeh UTd statistical proof o, 3R Teh [N ST HAG BIeh HTH 6T STl
oT| AT TRIYIOT team |

Doyle = Ut A7 &t &S Giedl, Teh BIT Afhlcll | Hlell-Atha, a8 & Ieled-Ueied 4 Higel gal ITHI G &l a1 W
OPS2A & 9+ ©& 3 analysts & 91 @gl, 9+t & &% 7 coffee cups 3R Jag &l gu | 7@ wfemfamdl| Date
stamp: 19931 37 analysts # & i< W geb &1 ¥ GaMfddd & ¢ &1 Ush China & &HT 994 & ¢ federal i 7 &1

Doyle & THATAE ST o7 S8 {RATA! &+ I1g &1 519 backdoor T 3warg off, ®R e |fgerd, ®R T& confirmed
FHHAT SR T FHB 98 S|

394 39 1995 # Ganmawr @ien o1, Tajikistan & Ua facility € Te #@usdiea signals intercept @reid ggl Code #
UF instructions & W& 1§ corresponding source =gl o7l 98 38 3794 supervisor & U @ 74T, St deputy
director & 9T AT, SR 38 UMBRA a%fied &1 R Doyle & & U8 program # AT &HRT ST 3T

compartmented T &f 3T g ATH el oI

a9 4, Doyle = backdoor I 3afeid &I TR 3d a@ o7l & centrifuges &I afted| Iqa¥ ®RRATE command
networks @ mapping! cartel communications @ 3@l A ATAAUINIT &1 IR T@T THOATI BRI
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operations, @&l ¥41E ¢ W, It @ commands @l =g TR it 3R &g T8I ST ol

FHIHd HethRg Tl T Tiehwor § uxaf oy Jedt R Hid | FHi-wt collateral damage S/ exploitation Tgser Sidll
MU=t 3R Fedal o a1 # §8 AT T THa | Teh AU I YIHNT AU BIel HiAd |

R 319 Kali Devi I8 99 38T 31 Aradt o Fieht Ueh ATGHT ST a8 IR et dT, 7 747 o1
Doyle = HIct a19¥ 3T | @, 39 Tah 7g click & 91 §¢ S

Ig FAT T8l oAT| FAY AIAUTG AT| T§ T FHSTAT AT Sl AT 21 L 21 Kali &l Aeh=1 N — 3TATT el i ag gure off,
JoIh( STA i g Ao 3dTeTd o Fa& Adharmat intelligence tool & @Y & threat vector ot

3R 387 backdoor ¥ &R 3R, dr srRfeT 31U strategic advantage Te @ & @Y &M 3@ 3R China SLH 7G|
T URAfededl 3 AT & SQAT| GARIT 718 ST G0 {0 | ST G af S|

Doyle I g1 &l  HehdT &T| ek HTaTeh ff — I@ SHA hig Y@ TéT T, W hiT &l HOR TRUME o 8id &1 ST« T
T T IAAR TR GRRSTd 9ia 9, 3 THT ST Y U1d & FIeht 39 I8 ANT ST HeeT S 9T I8 e i aaR I

I8 WeT gafl, AU trench coat UgHT (WdT, T, 39 A &1 S junior analysts & TARIRT § THAT 34 W ASIGR I Q)
R U HRATeT B FTEL Afdhed 7T

TARIRT @reit 971 Midnight shifts & 7a@e o7 skeleton crews 3R §g gaTsl| 3T HeAl &l AEN linoleum W
Tt T 519 98 <fi Hapfer 19 operations center & 3R Fa|

35 | Kali & aR #, Tgrel # v @ret 9 & 991, 37 machines & gt St 39 g1 § SifideR & aredl &l a<g sae
2t off| Idle cycles & 79T BUTAR ST 2T off, IE A i a8 Tal 1T H @l &l

I8 Tad ol [ @R & IR | el — Bo & weapons program Jr€qdich HX Gawre A1l T backdoor §¢ w&T
THTYT T} 7| TE Tohaioh ARTAIRT UT| THATT I YA BIE T Hleh( cTeTs Ho ot

Doyle S Tl 8 @ 6T &T| 3R T A& a 98 T 19 T 3R A

9% operations center & &N ¥haid gy A AT 9”8 workstations, B analysts gl W, wall-mounted
displays T s & &t collection platforms & real-time signals intercepts Rard gu!

3Ta deputy director 3 FW 2@l "Sir?"

"Kaliya Devi," Doyle = &gl "dd $® S g1 U &l 3 38 associates W T team wmait — Foster,
Dershon, St +f a8 §0& &1 93 locations, communications, movements eI 3R 98 Bie, df I3t pollen
count arsit|"

"Understood| Rules of engagement?"

Doyle 3 ¥4 cubicle & Hielg AT &t @bl & a1 H, 3 AURE RN sl Sil i UGHAT el aTedT AT| iR IT FrdT et
T &l 3T Hefoll o TR | 511 U419 | i 8! intelligence FHIHAT I T8 & & @Y Teh supercomputer s+ &t
ot

"Containment," 384 &gl "Non-lethal 3R H&H &1l W priority I8 AT &, ST el | 98 HAFR &, paranoid
%, ¥R 3Tqdd ¥u 21 39 national security threat @I a8 @|"

"Yes, sirl"

Doyle STH & 73T, ®R 3@ "3k Bo & operations &t AR W@l 3R I8 UdT Il Hi dg AT 1 W@ @, dl 98
escalate T | g1 &l Al T @& U Gehal al"

"EH UEet & Bl agd Bt g B l”
"qr 3R %l | T&t priority 81"
9% operations center § dTeX AAfchel, el AR & o, security checkpoints & giaR STal & &7 Fa1el el yga
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g ikl STgIA =1 BT T AT o7

HUA HRATET | 9198, I8 U1 A TR doT AR Kali ot H1ael gRard! Fehdi= ol gaT @1l 2002 i Iqeh! THaR: ietg diel
I TSHI, I ST, DI FMAT, W 7 U ST Gebn dTd, camera 9 &TgT W ARl gal

I8 a9 FUN &t | 379 SRITET GawATeh o

Doyle = TEd §g @i 3R JUHT queue H 3T Ielie @raTl weal Moscow H, General Bo & units U 3R THeN0T &t
! off| &l California #, Kali Devi Ue 4RI a1 1 ot | 3R &l Fort Meade #, James Doyle a@& &2 g1 41 Sl 98
TR HTAT AT &T: HAAHT & GG 62 @Y 1 TN, Teh-Ueh ARV |

FIAd HAThR off | AT Bt ot
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YA 12: AFFR P AAT 2

HIGh! THY Ad & 03:14 TR A AT, TIRE He ht @Rl ol disd gyl

SRa Yevgeny Borissovich — Bo, 37 @R & @MU ST 3T 37 68 dd 9, glctich! ol 39 A Tl — A 9
AT ehicilHIeT ATgY Ueh shehdic seht | doT T, IRT TR Tl Fehdiel @ uRT St g@dl ot Siewidl & Gerd! @ighial i aie
T T off| T8 Garr 1970 & qeh § A Aehe Tl o FHAM e & (U | 418 T2 Tl AT T ARASal 8 Fal el
@A diSil @l O 9T 489 aResd, 91ge server rack, 3R gIRIT & & connected processor & Ua AT — IT
IR T AT A Uee T G SR AT — T Ueh T gARIR ST 37l ek el S o i a8 Tk eIRR 2l

3ERE Priority One 71 a5faR0T: — CLOSED | afve: STama==1 <rél Tatafaf et gar aefm
Bo 3 T, IR ehg | FRILT UgT, R i qH 7T
IS URATGed! UROTIH ST T8T &l

384 detection logs || PEEK commands — ¥&gl, device families & aforfd, dgaqafa R dai| HiRA
AFHOTIh T Sl IREY g2 S e, SMuRTefeh hackers &1 ISl e Tel| T8 aga9yfa <rer of: ROM images
dump &, firmware &' disassemble &, custom payloads afeafd &, I AN processing cycles &
inject &I

Jg! architecture S8 Bo 7 <19 d1et | Wfvd i o1l

384 data Gl SR Fg Tafaff di= qudrg vgd 9fER AR & W A Y g2 off — F@i-a8l ® PEEK commands, SiHg
AT B qUSHAT 2Ny W @RI HRT ST FhaT oT| Al ufded dedar vel #, Tafafaf dst & 72 ot &l devices &
Siia | degl firmware images dump | & €< g1 77 nodes online 31 @ 91

I3 hadl backdoor & ST T8 &7 aT1 3 39 gURR a1 & 4|

Bo T S@e1 &d Tl backdoor {8 & AT 97| 98 Toh 2RI ST ST GaRT 9918 &2 YT Sl TR & STTdT oT| TRURfh
ga Ukraine # qaTg | 3RYTGIHLT TRafded | gedl g5 | Qrics Tedrd FHuiT| denf backdoor Sedm &1l g | godt & &
device W aTdI

3R T HIS 38 BT &l HITA BT T AT

3G 3¢ W HIS[G aik@¥& — Senior Lieutenant Sokolov (I & UTelt, IAHYC dehrilchl i, FHHIR HHRIh Tid)
— G B &l
"IE e G R 82" Bo A I H YBT, ITH! ATaTS JUE HR FoR |

Sokolov #u= workstation ¥ 7311 "R detection FORE 3 Ugd Y &5 | ASATAIH ° Uged doh ¥ AIRETH oT| A WX
# pattern 39 & 11"

"I

"3srend| Traffic 1 Tor-518 routing & SR anonymized &RAT T 81 &2 WA | &7 AHNT UedH Tahd @ bl
initiating node =&l1"

"ARug?"
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"3JuHIeRAT electronics| Security cameras! Smart appliances| 3dast stfeT R uEHT gAY 7 el TRy 7
B T

Bo 7 &I Idadt dkfhT| iRl 4 backdoor 1970 @ 3 # w0 &t | IEIA 38 TTeild |iel deh QUTAT &AT| bt &
T U Y & — AT, URerar, AT 7 afErd wd 41 NSA U Ateerer ot @ afar qrafeseon, afagd divor, afieet @
FHIE TR YU el ST | 3TH oY et |

g Tl | & TI
STARTRT TET | h1g 3R | STATURUT AhriTch! FIHAT ATAT, HIg TGITTA STelT Tel, R dsil & 3H q¢A &l HROT|
"Device distribution gRatsf," Bo 3 @&l

Sokolov = Teh el WIdT| g AT diga! @ X T8 — & Ueh T device S8 Ufddl sgdar "¢l § PEEK {1 73 o)
HIGIAT STHIfhT el & AL HaH A (oh off, Teh HARZHUT il g A bl AR Terdl g3 | Californial New York! Texas| &R
@9l London| Berlin| Paris|

ARl g9k devices| dsit 8 5¢d gUl

Bo & ¥ H ® 38T 46 T 8 1| TUMET| ST Hi 38 YIS &T, IqF HORE S Uget YT & Y HIAT AT AR o ghelt |
%1 & gafl g9’ nodes %7 T& network -1 @fT o1 — 37X gyt gery dT &raT ST 8T 911 38 & W, Ueh HeH | @l | 3
H FUST| 39 X H gedf & @ automation e — et code S wRAT off device &I reverse-engineer &
¥ah, custom exploitation afrafd #R T, 3R AFAT gEAFNY & ST deploy & T |

T TR & RINEHR & AT Zare drem |
TR TRATT A Bt 81
"SI AT & AT cross-reference &31," Bo = Tl "8 S &1 i HIH 22"

Sokolov 7 218U &A1l query GRU databases & Tt — & signals intelligence afRrese, Sirurias QMeehidr, R
black-hat hacker @t personnel files Sg 3giA Ufee die I | Tga1 7| Gl FaTeid ATH & 91 709 1|

Bo 7 38 Tl HiAT| 378 TR g &1 T 9198 intelligence agencies & @MY M @d & — NSA, GCHQ, BND — 3R
HIddY T 8 &M T8l Fd | Toh & 53|

" BT Sl UROTT ATt agehd(dl adh ST &, Bo = Fell "JaehaRid &Ndi| aidid qard | 39t seamd | "
Sokolov = g&& query IaTs| It i A U FiHe T3
Bo = 3¢ gl 3 Ji-T e & — Q1 TSty AR |, Q1 ohH a1 di e A = 38 Ak 3R

DEVI, KALIYA| s#Rf&i g@@ NSA aR@we, 2002 # i, 2004 # 3&dihrl WebU & ¥g-gqgme| 2019 |
off-grid | Hacy guedl: DERSHON, DAVID| HTde ate- gLaedT, 24 Sars 2026, Cabrillo Highway, Californial

A I HIRUT: TTcTeh i el o HRUT dTe graeT|
Bo = g@e @i file @ieit| Telematics logl UTC 14:42:37 W throttle command OXFF I POKE signature!|

ITHT program | IGHT THENUT| §ARIR St FEHATST Hl HaAmafd wea & it B¢ Wl & HiU 77 & T beta cases § &
Tl
3R 31 7 aghal ot @relt Teh Ul YRTTet a1 el off|

Bo AU+t FHEEt | 0 1| SERfhl 39 afsanT ded | (T 38 AW Fad | TH Toh gURIR T THHNUT Fd &, Hig e
AT 2| JH TG @Rl ol AIRA @, Sl S hedl 8| T Teh AT BISq 8, e IHH NsT Bl &l

IE ST T i URIHNUT TRUT § SR 7| I8 38 GAIhR HAT AT| IR exposure & AT ATl
Wi+ Tg exposure &l ATl Tg TARNY T
Devi 7 backdoor gg T T, dag & TaT ol @il o1, 3R a8 qehaid HIRIaTs dHin Sl hadT o o backdoor &t
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§g & & @Y backdoor &1 IYFNT T
Bo = ST GHAT FHRAT| 9 T8l hedl Sl 38 T aldll
Tg ot sTadier ol

38 37U Iu-HATE, Colonel Orlov &t Tk Gesfd channel EiaTl €3 8 HielHied @ T Jaram d& hardwired
fiber & ST wufd gatml

PRIORITY ONE| @&8d: DEVI, KALIYA | §7-: CALIFORNIA, USA | 35a81d: GHTUd & | 9raf: afdenreli= | aradiam:
qdeTe | TRYfRIoT: BO|

19 Aehg | IR AAT: GHST Y| GETE el | FHAR a-rdt 12 €2l
Bo 7 channel 3¢ &R

384 California @t 39 Hefelm & IR # @rar — yzatneneh, off-grid, A% devices & A& cycles # Ua gaRiR
T @ | 3T hiT UH 3 ol @l &A1 AT SRTY 98 TR Ht ot Teh Tayor § S8 39 1efy 76l e o1 319 98 §i |1l
¥ 99 32 T program i -9¢ & ol hIMeT &2 @l ot

9g afthet gN1TI Bo & UTd UY Gamed 9 Sl 39 U el 91 B8 a1 # operators| JsHAfe 3Tg de Ugd| program
T A 1A BT i ot AR BT e RT|

3R IR & aftdid, Bo giRref=imar =&l &m

ag Sokolov @I 3R gl "3I8e network @t AR 3| & node, & connection| 3R Jg IRYAR Fl &, I JadT Bl
T sl 3R 98 consolidate &l &, d@f infrastructure gl 3R 98 Td &1 St 8, df A9 &l 98 g7l i i
LRI RN

"gHE T, W1 engagement & TH?"

"S1g AW e, Bo A FETl 98 AR X eRNTd Ueh gUTAR S 36 61 89 39 deploy R 8 Ugl §HId e 8l "
Sokolov = |R gfermar ik 39+t workstation @ 3R 7g T

Bo el g3, gYAR FET 4§ real-time telemetry aRaM aret G-l ot GlaR & 3R ol London # pacemakers|

Berlin # traffic lights| Beijing # self-driving cars| New York # insulin pumps| Sao Paulo ® ventilators|
Power grid transformers SiH@T firmware overvolt 4 d& command HRT T TehdT o7 316 g windings
e 7 STG — 3R SfSTelt & AT, Srenl | U= 319 H ST T

3T devices| T9 T & command T 3a9R a2 16 41

3T 38 T | ST A1 MY 8| SHBT THRNUT BT AT| 38 WG BT 971 IF &+ Sl darT a1 of 99 39 & T 70
FARIR &1 ST I ST 6X ThNT bl UR e, &Y UTATeacdl ol STUTEINT e, HIR HTAIh S JaT el

TE G AT AT AT| TRIUT TRTT G AT| Tt Hael g2 off |
3R Kaliya Devi 38 = arett 1al off|

Kali 9Teiid Wi S & -9 off S network 9= el

3T 3 HRIA & T TTeR de@ ol — UGS Dl G A 39 S i &l B 3R 14 &l @ walk-out grade < o1 —
U&h AH-%9 54 data center ® Sga RIT 4T: San Jose & Ua afthdl startup & S=1¢ 7Y oiF server racks, 87

panel ¥ daisy-chained ®g uninterruptible power supplies, fiber-optic lines St 38+ &g floor joists &
TR off | i @t de @ Eidt 78 arsil a1 3R SW H dE J AfhTell T3 841 4 argA= S 58 AR Fahrenheit w 2R @,
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UETg &1 STHIT aradT SgfeRier cooling T T &Y T@T o7l 8t &l Ush U8 dehumidifier & IR &R sar o Sfd
3T GUATY A o @Y Ggfa HRAT °4T| ThATaR WReeT server LEDs 3R Ta incandescent bulb & s o1

9% Ush rubber mat W 4ic & §a et off, laptop 9e W HJald, ITar a1 o@ keyboard W Ia &1 off | 39 9RI 3R,
RF terrain 7T 38T 9T — processing cycles, network packets, 3R cooling fans @I Te Gfi®-t| a8 38 98
Gt off S8 Giftaehr orchestra Jd 8: &2 A6y Fd AT, & AT qUNe|

3R ER 7 T2 T

Tg gFuA 471 network traffic & pattern # T agamal packets & UZATe # Ueh 3ifafah | 18 heahed &l Bl Hid die 7
EEcERER]

Kali 35 6, gadl= &l g1

3Iga distributed network — 91¢g &R nodes 3R §gd g0 — probe FHRAT ST T AT AT el | Probe | & 396
infrastructure &I map & %@ 9T, nodes YgdT T &1, connections 3 Udl T &7 AT| el Haidh, TAGHATd, FAL
WAR & G 994 & @M time zones # afaRfa ot

ERER]

38 packet logs ®ie, origin ¥ filter &I Traffic & Tl | 311 W1 o1 botnets, VPNs, anonymized relays|
@i obfuscation @ 4, 384 signature T&am|

& 9 infrastructure|

General Bol

I g At a6l — i Ghe B Fedck 4 Biaa | 384 adrenaline @i 370 IR¥eH § R 371d 95gH AT, ITHT ZRAT
AT €1 T off, ITRT T hegfdl B T ATl

39 34 ¢g I ATl

394 T reverse trace 93, network topology & SRfU &l &I UIg &l 3R @iaTl Probes Moscow & dT&R U
gafenr ¥ IqUA & W@ 4 — FHIC §, Cold War &l SHHT, o satellite farms & fiber uplink| 3g& g
personnel UgAHA & @Y YU penetration =&l o1, der(+ I8 38! STRA al Tl operational signature g%
Tl

el team SRA David i ART &

384 T q@ terminal @ielr, 39+ network & defensive protocols @ query @il & node Tails-stel stealth
IeT W& AT — =gAqH footprint, g persistent storage =&, Bg@H! g4 W self-destructing| @& Bo I9&
nodes T GHAT & Sl IR Tel F2 I@T AT| I 38 map &2 & AT

39T architecture T T AT
B I AR T TET AT
Kali 7 g2 F1 R T @1 W FoTaR HiT| TaRige SFdures of | 38 Frar o1l

Bo 7 39! el 34! a¥E detect @l S8 Doyle = &t ot — &gief a1 gy backdoor & AR wd 91 98 STl off &6f
I Uh S 81 I8 34 FAIHR HIAT UT| A I T& HH HHT o1 I 9 39 hid-! STeral Tgdr ail|

HOIE &+ | I8 3 GHT 9 98 Gl § ARATIT &2 & ot
319 € AR o

3T+ Steve & burner phone @ T& encrypted channel ®em — diH-1d encryption, Iceland, Singapore, 3R
Chile % nodes & route &7 77| H2LT IR &g a1 THEY KNOW | GO DARKI

TR IF4 Max &l T channel @@r: COMPROMISED | PROTOCOLS ALPHA| 72 HOURS NO CONTACT!
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3T a1 e send FT, ®R laptop d< & 3R fiber-optic cable & router @ Fia @RI
ECEIN

signal field g 71| 1§ network traffic 7&f1 &g processing cycles 7&i| &g IHE 78| 59 cooling fans &
AT 3R dehumidifier motor & &@T U

Kali 3f&R & 95 2, gt w1

38 AU gt Sifart electromagnetic signals 8 navigate @¥d gg afdrg off, St9 quefHu-A @i WX | navigate
FA 8, 918 G a1t @ gaHt |1 signals g1 @ AR 98 cochlear implants 3R e optic nerve interface & 919 &
ST &ft ST SATeT hTH T &T| HYHR R TTHT g |

I YUl FTHTI
IHH ATHI

I deEH 9 IWR FI WAl T¢t, TS | Alchell, 370 B trapdoor g HiATI TR 3d T o T 41l & device Th
Forafa g9fAR oml IEIRREX thermostat| FRET AIATHASS FARH | T&T dob i AR degd 7 demefd treadmill
ot

Bo I § &t 9% Ugd Gehar &Ml I firmware PEEK &1 39 instructions POKE &l Tah IR
compressor &l dR{wIee a1 3, thermostat &l Wedl H, HRa Aiisiiadss detector Sl Ueh Hdh TdTg STaehf W 19 4
AT Sq |

9% hallway # breaker panel &I 3R 8 3R T&-Uah ®eh circuits §g ®iU| W51 se@ living room| Garage!
I Had de@H H circuit =] BIgl — mesh nodes & power T off| St FF R F o AT IEPRKR
compressor &A1 9T Treadmill display §37 71 landline phone — 38+ 3¥g U™ & «f wall jack & cable
ot =fa oft|

T Tid & T

Kali ¥41g # @t W@, sruafal & 7eqd &¥d gul s electromagnetic gad el | 1% network traffic =& HfRit
off R F HE signal TE |

qg et AT
3R David &t Jag & a1& Ugeit a1, I8 F==T T |

HE & el | 384 network SHFT R FHRT o1 99 Tg A GdIhR Y AT 91| Akt afthel ai- T HH G &4 9 dgat
JHTIT &R &Y S 1| David &t §ag o ARSe & 1 &l

&IRR & deploy & ST @

9E 713 ol Wil dl 3R Tal, G- & AN | live oak &l 3@l | ST ISR Teit 75 ot | JUeR T UTRILT Tiehl U &
o7 HIH! Teh UBTS 9 UTet Sl 3R Thell g8 off, T

el Maryland ®, Doyle NSA containment teams 2T ¥&T 47| Fel Moscow & dTet, Bo operators &l 38 ARA &
T3 & AT T TET AT| el 38 idl & 19 dg@ H, diag s nodes distributed memory & uxdierym &2 @ &
— T EARIR SATeT 1, Teh a7 31Tem 1

394 Max 3R Steve & aR § &1 Route 9 & UTd Ush diner & o9 S Tga s=1aT 7147 oS¢ | Uig AR\ SN W) d 9gad
U 9| 9% AT ST g § qEateey 91

319 3 R 91 Al
AR ENETIRIRCINT
TIRE 39 devices gYARI 7 95 gyl
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Kali = 3rot gelefl @fgent & <fiel W aaTE, 35 Hegd i | @rHif &l gl

R qd 3G GATI BelhT| T SR | electromagnetic background # ek 9&etd — HYfHIRT @Rl & @MY ey &
% WU 9gd YN, Aoh(- IGh! WATHRN(T &RUT & @Y 39| 396 cochlear implants & Teh Ydell HE IO, 98
high-frequency artifact St @ IqU"= d & S99 JUHT EM &ROT I 3T Tegol ST & R gepeld! o1 394 39

TSTR3IIST AT
hallway # breaker panel = 3+t & inbound packet qIdd &f

56



METACOMPILER

A 13: AR 101

Hied # g 3R GRRe ot 7y oft, 3k Max Dershon @l @ &f 4g sfeldset Fel STe 2

Highway 152 W Gilroy iR Los Banos % 4, Starlight Motor Lodge & Room 9 — T& TUTe Bd aTll dhasic
T BN — I HATGH = Toha | §h AT o1 Jr4eT 919 Max Dershon =@l o71 T9f¥ge™ &g W Harold Raines @far
a71 Harold T S3gail argdd — S Kali 7 3= M-8 8 HiRit SR &l a¥g <idl § G AfhIen & JAare # Aohrar
oT, Ueh aR@E-T STTet gaaras — Bakersfield &1 Uk TaT <RITAT T, St 379 | Ueh A-gae &l Tl

Max @fgat & URT TeT T, & STl | UG hl UIST TT geTeht URSHT ie i T U1l i Mgt 3@t Ranger, Kali &t
Civic, 3R U& @@ Toyota Tacoma Sif 39 - & Ueadl 4 dal el ol 98 Tacoma &I Ugdl &l SIid gehl 9Tl Iaireh|
GEeR Hic W HEe-%g & WX University of the Pacific T URe{T Hcfar | g sictal &1 @ &N, &G Room 7 ,
dmge §g 3R TV =1

TS T T |

I TG BTg AT 3R gER A T R g

Kali &ars & 998 e aret SR TR Ul AR 26T off, ITehT Aueia el R wil Tt Siare & avg 9 @1 o1 [
Gie ! 7Rl 21 IR 6 Uec Uga & a1 4 36 34 Gl a0 e AT| 36 g1 dae &, ITArdl dueia &t agAr daqe
W 3 @ | oquyar @l off Sg Max code & 30 | UgAdT 91| 98 <M # software @Rg T off, T8 A i Solerd
Tfer &1 ZasTR & @t ot

Steve STUTH & AT} & dI@e 4 <l @l o, 9 Hel gs, A+ ot I8! Gierdear el AR Adt Uil g gQ SIeH a8
Maryland & 3Iga &A1 911 384 SFO | T wRME &t Ml 9as oft (Budget, 7, Kali & de iU g7 1 TR) | 3T
STEET a1 AT 4TI SEAL ol 98 3G 9199 317 77 o g Hielt, el iR, 79k &2 9is] ol ¢ieh el |

& §," Max = &gl "UTS Teh|"

IT G W W FAN & FREA & dad 7 g Sl R di di9 Aferei| T Thomas Guide g Tead, St 3aadt
SHATChIRATT el ThaX HIdT AT AR SA(Feh U3 92 §U 3R ikl F H1 §UY 8| TSR ol Ueh AeT| AR Teh Uiell civler U Siifeh
W Tk FTUige U ol gatT Tl

"3 g qHER U H9Y 9P Q9d, " I Fal| "TH | Hicheh | BT

Kali 7 370=1 §R ofigT <1 FRiT| 39 §hd 9 38 David &t I1g 318 — Jg! Faraan gamd, gdic David U891 id aehd
TG ILAT AT W FeTa 91 Max 7 98 I1g T ai 4l of | 918 71

"Hg UdT 8 & ea—" Kali 7 g HATI

"gAE hack & mar 8," Max = &gl "qHg ST el ATaT| 378 W gl "

3T ATl U8 ST WX X1, U T Gohdhl @ieT, IR ARG S HiAT| ITH! ARarac aigs! g AR Jagaqafd off — agt a1
SR 850 Bryant Street W homicide division & 3tag 9Tt de HUSIA legd -1 off|

"R Teh: dIg B el | TER off TE | & SR i | U cellular radio &ar 21 & cellular radio T& tower & ping
FAT 81 B tOWer FAdh &l | T&dT &l gH IR 98ad @, SIM card S&aid &, ¥rad &l &f a1l all A= tower
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logs e pattern -1 & 96! GHY, Tal STE, del -9 & A8d | NSA & 99 U9 algorithms 2 St SR patterns @t
FFATAT & ARME URARI Felhar @ sied gl

38 Kali &t 0¥ 3&@T| "qH Tg ST all"
"H7 379 9 %7 algorithms sRe" & 9," 397 &R | Fa1l

"STIST| 1 G S 8l i 4 6 Hid ) A 9, TER IRE Aa1d gafdf & U1 Teh Hic], Tk AGeT, BR B S dHoaH
1" 39 il Ug UT @Rar: NO PHONES. EMERGENCY = 1 CALL + DESTROY. "&H 3THA-AMA §Td | 37 SHTal
TS

vafw 2, TR T B R FRE T, T 2R FRe 78, FE Venmo &, B Apple Pay 7, % of digital
trail gt i1 el | Fhg1" I HRM & g G Teh FATAT AR AfchTal IR TR TR ®h T "STH S19-a19 & Al &
BE GOTR SfeR 21 B4 38 &1 ghdl § < STeRT-37ehT danl @ Afehrer, weft off veh ar & uig &t @ sarer 4211 B1e el w1 &g
T

Steve = Wt IBTT, S & Terel| el HicTeh? FHIR UTH Hic1 g2

"Kali & -8 & dorgA-Tie 37 § J27eh 891k & | Tel gARI 34 8| Taih T8 df 98 Hel | 4 % at &l 7eA 1"

"W i A8 pattern TE 1" Max 7 Ugd & AR o 19 Teh AhR Wi HX Teh 9T g Y HATI "Patterns & a8
T 2 S48 3 THE 4ed ol dal dedidl U, Fel Bk il g, Tal 9T, Tl AHekd| & IR QIels ST ardl evhd U
Ugd §9 SATAE 81 ® Uk WIg @l oaT 9T — Johnny Carrera, 1997 — TIRg HelH G4 @I §74 39 39 Tahgl
Ficl a8 Mission @I T& & bodega & & HTedR &l U & 9 i Mexican Coca-Cola @&digar o1l H dr=d af &
HSITeh &Y 3@l 5 Tel e El”

Ig Wieah ol ae HgT, R 8 URSA cite star| 37eft off i mefai| areft oft erfa

"RE IR cameras!" 384 ©d & dWE AR FHRATI "9 A | hig camera el ol il 9 Ugal A4 Siid il ol dAbi
S8 & I 3T AT @ 9T AfRAd &, F A F 31 1A a7l Gee uu, ATM, gafen TeR, i age, da e, TREHT
IRIST| San Francisco ® 7ehel di-l g9 8 STA1ET €dieh cameras g1 NSA TR A & eais & SR 370 8 i &t off
20 R Ghall 21 AR T 1 GRE TR a1 21"

Kali SRa¥ W gfeflll "mrgde cameras 3R +f 9aa® €1 SRaa cameras, dashcams, 3@ & ge@mTl Ring & a&
e IR G SlAsT 81"

"3 379 9 & U § backdoor §," Max 3 %l "ddad Bo +ft 398 3@ gt g1”

FHER H TATET BT TATI TR HERAR 30 AT § WeESHT| Tl a1eg, highway TR Teh e 1 TR sgaT|

"R i gRasfd Sl Max | Thomas Guide @l 3R 38 33X W %alrdl, Q1 gddrdl 4 e &l §u1e &id gul
! & QU AT X Uil ol e AT 6T off; 39 39 1998 € Ranger & Tid dfchd # @1 AT| "gH Ao i ShTe dTe |
VT S8 et 18 camera T &, wE WiFi 71 21, Fwfd cellular coverage &, 3R AfFaa & o2 g | & 19 a1 @
Tt ST vEaaT W gl

& 9re? " Steve 1 @ETl

"ST9 | g TeATA gaT i SFPD & 1 S @ 1T 9T, IThT SHAATS g1 il bt AR o i & T@T o7 (bt TehuT
@t 9 am" Max 3 Highway 101 W 3I7Tell B "T8 oG AR HIE RN GO 7 &1 FEe RS e cell
coverage 7 &l TIHIUT B8R @l manual register & HEaIRAE|" ITA dfcrdrze I i ST 911 "gH SIRI-a HA|
Teh o 916 T del S1Te -Tal | 578 | 1| Hg 96 dead drop & Afelit — Tk widfes G WX 1@ Uoh 9fe 9114 W &1 Tgat
q HeHd B l"

Kali 1 STefat Stueia W oaearr sig € 7 off| 98 Max & U U8 g @ 2@ T oft f8 9 78 o ug e o1 @ onl 6%
T ST THA 37X 20k & S A1) 98 919 9 Uget off 3@ Tl o, I ATl H S I8 T R B § B g Il T 8 el
SATET WA
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denf Kali df ugat 8 STt off i gl WawTeh 21 98 91d 91 ol I 8 STl off, 519 98 THIS o il UX 37U Al bl A1er
& FU T off|

S 98 @IS @1 &t 98 & o1 ol Ueh GRHT QRTT, HIATST o At & AT, HIH Hl 6l Fehal 6

"R BE: qraTae|” Max 4 BRI & 9 8 U UATEElh i AR A T Giants SHaTd &Y, 9% @ ard 99q ge
% TR, R T Tetd IRC ST &l 91ge 9t off| "Kali, 0 uig-uid &, Indian-American &, 99 {¥ 9 afhaliT — et
M@, cochlear implants| g IR &1 39 € 519 ol 89 Ia: 91 $W, ST @3, implants @ @1 Steve, qd
BE-U &, TIcielsh -1ae, el AT | Zhe Tall T8 U8 Ue-! i oidh § Wic - 8| U8 SRl G HIg AT & el
@an"

"T[g goI-HieT AT 8," Steve 3 FaTl

"gAg Fallujah & ga1 3A1dT 21 T8 FeT 21 THERT Gl Bd W 961 GATSW -Tal ¢l I Ueh <IWhioh camera @ o1t facial
recognition I T 8 3R T algorithm & %I & &1 € 9 g Kali 7 9aie ITel al 39 | aifar aml”

Kali & Hg § Ueh raTs] Afohell ST A g4t ol David @1 #id & 915 @ Max 7 399 grd Sieft ugedt 9y G-t ot

Max Wl g &l aeh Hgl, Bl A4 dfdl, ®R e draar sirgl: COUNTER-SURVEILLANCE ROUTES| 381 U&
AT ARG TN — 37T T AT, & AR g, T Al L, T AT 71T

"g IR T4 g Afet, Teh qhehd! Sieal A7 3R AR 3@ | 3 i 8 JAH=T df el 21 3l ge el | TR @ 1t Jgl o
TE I | AR e ATeAT T FHB I i bt YOt e AR Hebd &l TTahT QT SeRT-STeT SR J 3G "

I U T Gohah TTTT 31X 3 Gl bl 3aT
"3 qh Dl Fare?"

Kali = g1 35T 519 h1g Haho!! aadT el 8| T e¥ohd 39 JHARA § 3TSld a¥g 8 UIRI ol Sl ARG 3R (A3 gleaih ol
BETIRI

"B network & FI1?" 3G Fall g3l nodes T SR @A 81 30 @Y laptop, internet access, 3R 9f1 IwEe
& el S AR | JHER AR 7 g aATd 1"

Max &t g8 IHIG off | TET Jero[d a-1a 2T Kali &l gRT 9 & @Y online & o1, 3R online & & a8 9191 o St
I8 AR ekt ot

" % HAX aF eii," 3T Fell "H T T S1TE g Ster wired internet g 3R &g camera 7 & — U @SR @l
study room, &g @il ey, T storage unit & 9 § a7 4 ethernet I Ta| qH AYfhad 91 e & Hl| HR
EH S I1A &1 G ol Tah & 5118 8 &l IR e =Tel aheat |

"R G2 HTH TS Bl
"IR T TE € il QIR Sftal Tl

Kali 7 Steve &I @ 2@ Steve 3 F8 ITHIY, TG FHIE TA SN HI! ASTSAT 2@ JHT &1 3R AT e &f logistics arem
AR W el 8 2l

"gHERT network," Max 3 SRI ¥@1, "THERT sUR i 2 3R Tt FAeit ot @ off gF 39 gl @, gH 9 3odT &l
I A B IOk 2| STATY 516 IH e, Aol & A 3R BRI g 37| Tk sniper i ave: TIRAT st 3R ge S|

3T @1 i Kali &7 STagl 9 7411 38 I¢ UdS el 97| 98 o9 € & coding sessions @t 31dl off, &R flow & @@,
I8 YITTAAT 919 spectrum U& symphony & d¥e G SI1dT &1 IR € T & 518 il GilidewR & concerto & g &
ek R AT

A IR He B 98 9 1 39 Ti9 @id WEd |

"379," Max = &gl "&d, g7 ShTe ageitl Mariposa & 1Y 54 & cabin & — I8 SFPD & Ua RS sergeant
Donovan @ & ST g W UK HAHA & @i A4 2004 H Il SHTHTAH GaTé | TaTel el < | & Farer 781 e
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#1$ internet g1, &1 cell service &l, propane &ehl, ¢ &1 UMl g7 I8 U §hd & iU base F1011 R &R &
e

I HRA & dd 7 T IR ER g1 371 AR Maker's Mark &1 Ues didet Afchieit | 33&R TR el 4 & 7Tl H 3@ ol
9 Kali = %@ T, 7 Steve 71

Max 3 Teh &9 UeT @ AU Sidel ol ol | (e 31 & dict 98d188 AU i AT H THE 6T AT| 3T 714 377 W@l oft: 3hes i Hiar
ST, e o IRATEE, TS ol dTaT|

3T diad 3IoT8 R ATAIH i qX T 77| Gohdhl Wiell| Teb AR &R bourbon sink # 981, St At Ghg Tl
"RE 16, I HIR H aT9Y HATH FHell "H i il

3T et Siad i LT FHeaH | &N, Toh WiEal! 4gid & 9|

"I AR FarA?"

TR HIIR §2 g1 1| 3 318 @I 7, Max 3 A1 i Teh Mgl URe i § 18| geelized 1 U W § Toid U
T Bl | 98 Wiseh! i avW 7T, 1 ATl hUs TR

Teh &R 31 &t SUV | efee @it California @i FaR qeie| 98 3Tt Ranger & dle AR dTell ST & @l & T8 3R
8T T T, 3T 4]

Steve Uge &l U= G W T, GXATS! & SO dTell GIaR i dX 96 @l T, Wo Yarded § dfuehl| SEAL & Uzgddi| s
EREZRIGEER

Kali 7 31 5 o off | Max = 39! 96 S5eTd 3@l — I Hicggdl AT, IH 3H bt GARAT 51t 37 3T | Hedqd o @l
1 S STaTeTaR TNl & T el et

"TEN % AR & HH 8" 39 GERaEn| "gHl cellular| e wid a2 W@ 2l”

-

"gfAT laptop & &l Sar Fehdi|”

SUV &1 231 &g &1 1| Bgclised 7R T8 | @WHHIRM H, Max 7 Teh TSl ol SRATST Gai bl ATaTS ATl

TR R U SIS Hahl sl AMaTsT| R | Y| I7eh HH bl RE el, Fiehi motel & R i % IA1d gU |

Max = eH T | THR & &aTS deh I¥E | GRaTST el | §& g |

394 TG BIEN

"hIg AgH dch 3 X @1 6, I Fell "AAeh( eH 7+l Afchetd &1 TS & A STl | 718 | UReGHT die | his aTd el "
"qHA el U1 I &H U Fgl T, " Steve F FaTl

"B gl AT i &H qd dh Il 91d doh YIENIA 8l Ad TARE a1 152 TR Tk motel # i @igawdl aret SUV &l AT
TG F@ | 1 &1 RIS GAGAT & TohdT 21 hig AR dig ol & Tkl 81" 384 Thomas Guide 3o/, T # a1 "6
QY T T &, & e "

3 98 kg | IR @ic § &1 Max 3 &M &1 g 3R e 48 Ranger # @erl Kali 319 -8 3R laptop @
Civic @ 0% et | Steve &I HRIE HI TS — T silver Camry — T a1 i1 WX et T

Max = Ranger 3 91at gATS| o1 227,000 el 3t STHI-UgaT-t @e@eTee & a1 9Te] g3l 98 lot | STer Afeha, WRag,

mirror 3@T|

SUV 38ah o¥eh & ST o A ek | g0 @g! &t

TG FHB T8N

I8 152 W UREMH Sl aT 9o, aearzed Central Valley & 1€ ol 9t gal
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AT 14: g AIgH

Sl H 7 2T AT, T Ul YA, 3R A At 991 & G IRl Ht A& — ST UG TSR AT §8 WA gl STl T
Kali ! Ig ¥ 9gd &< 1|

el Gg Teh FHHL I Teh THT SfoaT 8T — AReT UTg ! q@drdl & S — SAIH wiohel o gu, Fgi i s, X el il HAehal
T TS I ATARATe! it Ty I off| 38 3Tkl Wamg el ot Mariposa @ sTeX Sergeant Donovan &1 ICRRAS & T8
Bkt dteh 3T & o St Max = dTa] AT 9T: g | il 269 | Sl Udl el | H1g Jefafdl e Tl Donovan &
T R IS WU Cohd i el | FHU &1 U7 NGl 3o TR FerdT 7| U Tk ook & 1ar o7 918 Cash 71 &l T
TEHT — STER R WX T IHET AT AT o1 — & B8 Ehd 1 Ueh I § HIAT T, TATH SfeR & daa |, 3 a8 o garvmafe
UG, g |l

Kali & Sl a8 <81 @idT 9T, 98 o1 — dfegagadia geer|

IE OIS Tl A W dof °f — Tab Ulchfch 99 W14 Donovan = 3d & FchT ST o7 3R T W SIe 8 el QT T, it
T8 &RUT ¥ ST Max = el a1 o1 — 38T laptop FaT o1, 3R Gl il Aielt AL+ HAR 7 ThATay Istrern o | @ieadt &
9, Sierra ot deigel ek 7 gofl off| 7 Hediearse| 7 9et <@ T WiFi T@R Sl 2.4 THIeLest W AT 3@ 8l | 7 JARS
HieT Sl B Uage dehg | Yeforfdl U=l ol aftell Wud o1 3eT 9T 1@ &l | A SRad $Al| A 233dd # IR gidl Teslas, S
i Ao aftfen Her Aft T a1d == R &

%O T
T e & qR | AT afegageadd J3id 39 9 @ laptop o1 3R a8 cellular modem Sit 38+ 344 go-bag &
FUHed @ 911 9T — T modified Qualcomm baseband processor St Ue Selasl HiU Y TeHT TR HIST Hil

T o1, 3R U satellite uplink & SRIT W3 &1 @1 A1 9119 394 8¢ < et Merced County & T& d¢ HITH heg @
ETESteh AT AT| HAR 3.4 AEIH UAT Aehg oT| 3TTEHTh HIFh! 4 dot el | Aehi TATIL|

Max 3 38 IR "2 ¥ 8| 98 i "2 SehdTeiig HiHe J hIH & Tl AT
I YT AT HheTs 3R AR TR AAfohet US|

Y&l AT San Jose & Ueh AUREHE ® W@ Xbox Series X 911 38 28 diF HRUN | AT AT: 316 SR AR Aielg Agd
1T ARARIE HHSH AMD TRIGER, 71 HUSE & Y FAT Il Acaidh drohg, AR Teh THT Hiclfch SIeeh IUANT &l G
— B 1 bt AN AR & SRIY Faamafa — I8 Rardr of & wai A5 Td 1 9 8 QUeR 4 991 I 9¢ T ol aE
He Tl IR TS TAGHT FwEAdT, standby #, Microsoft & &R & AT Aeaieh 88idh SHIY 1@ & AU giete! widrd gyl

ST FHIHAT|

Kali & 9gd INFO &FHIg 9ST| o ST3¢H ardd AU X86-64 ARaHfehdar, wued AMD Zen 2 akfte, 16GB IA(%zs
A1 Xbox 7 T H 39 & UEarT 99 AT # &R Sy ¥ H UgdHardT @ 59 backdoor 38 UEdT € {3,
AR IT 4, HRA off @1 7 a1 SlE 910 B
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384 PEEK #STl ROM @l 20 &1 g firmware image satellite uplink & SRfU 3.4 A&y W a9y 3 ot —
512 AMETEE A image &l 918 AT o | I8 IR IR 1 I7d gU Q@ AR 38 GHY T IGANT qarl | SRl

ROM THE Id §HY, IG4 Uk g terminal @il #R 39T binary analysis framework @ig &R — T <o St
3G H¥E |1l it I | Fort Meade & Ueh dgdiohel | 1T &1, 79 8 o9 IR ®R & «Rar ST ger o1, R 3« U 14,000
W2 T C YINTIH AT ST I a¥g AART | Feldl o7 R Sfeh TR lg AR 18l igdr &1l 98 framework eade HeIhH el

RN

qadT o7l Chde HINH af AT @ ged & — it binary # "password” a1 "admin" S8 ASCII 9e & @f

grep AT AR IAIE T H S A Te I R o1 F FRA ofte 1R W F FRA 1 A IR I8 S 3% R
hAT|

Kali & ¢eT 37eliT d¥g @ &M FaTl 471 I8 binary signature scanning &dr 91: raw machine code @' opcode
Ge¥ ol Ueb 9T < U | UgdT, I8 23,000 STo7d instruction sequences &t Ueh dT2aR{l G Afeldr S8 364 Uegg At
H Ghalld HIAT AT| 9 TG IGeh SH1a- hl B AT — & TIHER ARACHDR, & compiler a3, & Afueiatgsied det
H Uoh HHRRYIC 2ead, ST 394 Hft Q@ ATl 59 TA I hig Al AferdT, df 98 GRE SIS &l UgdH ol Hdll 8 39
THAT| heht I GG, calling conventions, interrupt vectors, memory-mapped I/0 registers| binary
IR B AT

ROM ST3elis Q1 gaTT| 38 38 scanner ! Gieird|

TIRE Jag | et | Xbox firmware & Microsoft & proprietary toolchain 3 compile &R o1 — Visual C++,
Lattice C & SRfU & Bell Labs compiler ¥ 3a¥ g3l backdoor interrupt service routine ® offset
0x7F3A2100 W T TEl T 1S, T8l BIUT Geame, U U8 compiler ZaRT 9@l @M -1 o7 ST 30 dld & SNeNRI &
STH § UEe 9 HaRgAfd Tl

319 31Tl S|

38 U HYcH engine @Ra off: Teh BleT TR, AT I F 39 TIHW ARHieha & @MU qaR HRT T, St Xbox &
idle task # = idle task 3iuReRT Giien ot URSHN ARETe off: 98 Hig ST a9 Iatar o1 St CPU &l 3R &8 76l 918y
BT 8 HATwRef qiied 7 Ueh gl &l g Sfifee gaRn 7 i3 g o swrer &

Kali %! engine @i @il I8 a9 RN STa GIEER idle &, oiF s &3ft — mesh Aeais W GHaRiuee Gane el e,
local sensors W I/0 tasks Afvurefd &, distributed computation @ spare processing cycles TNgH &1
— 3R I8 Bl ATl IS R I6TY AT IH TS MY, R G1 ST | TR-afteHmRI | AR | 8 g HRIAGR Sl HURSHS
T ITANT T e ST ATetfoh 1 TR &, aTIH A G Ugel 9IS I <, R Hft it agerafid st &l 1 871

Tails SET: &g AR |

3T engine dareiy At § ARdT| 2,847 dT3ed &l g1 @ JiUengsr AT x86-64 assembly! & instruction &
TgAAH TaR e 3R idle task @ qE@-3Tdefd buffer ¥ ® g AR Eeuie & @Y 1 711 384 38 Tah emulator &
3He FRT, sleep/wake cycle Faamdfa &R, el &t &f g8 CPU S9N & TEaiRid § 37efe g W hibernate & Sgaf|

%R 384 POKE &#(s 9571 engine AART U8 0X00FF8000 W idle task # inject & 7$1 Xbox = a1 &fHft afdy &
38 GAIHR & AR &5 log entry &l | T RE el | ATelieh &I, Microsoft &I, T Acateh W R @ aTat St dl ot
H1g Gohd el i BO IacTl ¢l

Xbox IH&T ATI
TS 8|
3T 394 laptop 1 ST 3@ A 2:14 791 | & Max & Gieah! | U bcl Sea1d A 99 1
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U AR Fresno ® Ues Gafen ¥eR & ufed gart & S0 @ Hikvision GfraRf shasr o1| SerT ARSRFTR, e

compiler chain| & backdoor!

SR & ROM BIeT 9T — 64 AETEE, diF AT § 331 g1l 38 scanner 7 IR 9&s | firmware & Ugd™ &l |

FM & AN S engine 384 @RAT 98 Xbox engine J 1@ off| Bt 1,204 13ed | X86 T e ARM assembly | AR
% UTH e aRIive Huadr of 19 Kali 7gda adt off: 38 @l PEEK &1 & SRIU 98 video buffer & Uga gt o,
HR 310" mesh Aeaid o SRIT 98 39 G 2T il il Wi AT 18 W T X Tehl! &t | ST Tk 3A1E & 77|

WAenf- HAY e Sy off o7l 98 Fresno & o7, §ER & Acate 4 S8T o1, Sl Uk Comcast business &R & SRIT e
T e 71 FER & Ard(eh J{MEE bandwidth 3@ wear a1l Kali @ engine & a3 § <A FA & AU SRIe
HRAT TAT AT — G AT & GRM A-Gehg b Udhe (d 3 T T QIeil Teil bl % SART e §Q), TR AT
bandwidth d& compressed, 1R @I ARMAfd cloud-storage ping & 3TeRT 7 YgdM o1 Fed aTet |

38 engine @ idle task & POKE &I R 3 38 TR X ATl

el

M & qTEX, Toh ATATST| T & 19 Jon] ol TRaec|

Kali & g% keyboard & W S U1 394 T keystroke & laptop & T §¢ a2 & — A R | 39 41| IqD

cochlear implants ambient audio & ¥R 7q: SReX &l idle WgEeTee, UTe & Uel 7 &al, 3R 319, ¥Use W 9, fire
road W ATdT Uk aTe | @l TR & R Irar gatT| T 8eaTge & — IR it df 38 @ieat 8 AT gRadt|

I 2:30 51 fire road W T @IS STATY g TS Il &7 AT

I ITARIT TR F laptop &1 keyboard g¢ @8 | Teh wHTs: S Hikvision e &l 397 sefi-31eft 9t i o, 38
T& PEEK, 38& video buffer & T single frame @fad gT| @i ST Fresno & o1, 9 Hidl SHRNIU-UEH | T8
Mariposa H &® &l 3@ Hehdl T

38 U local asset =l @l

IE AT T B TR Y A BeATT — T TTRITA RIS, IS BT ST T8 Teieh afegagaentd Tandl § deie arel &
IR 1 3qure| satellite uplink o=t EierdHT TR [T @7 &T1 laptop T GEER EeAh-9T afeh{RuT & ¥@T AT| haf
& A e afegaqgaeid 3 | A off | 3a-T G deh Uga- ol AT 3T @iUg! & HiaR Teh Akl g8 9id &l ave qad
T TET AT1 39 7T & WIS dla ol Uoh Gelchl HaTG AT — TG, 8T8, A7 @1 8 Ugal &l SIrdl @1l 39 ¢4 WX 98 Hond i
HIS[E 3R Wlerdd dl T k! of — T carrier wave, T modulation pattern — @+ IH®! G 6|
SATEH I U & AN 38 I8 g HohA ST Auigieh a1 aidl, a1 mesh & SRIY 3¢ & gl

e fire road W o= 4t e -4, 38 §® Al T 4G LTE GfiFa — 700 #redes, Band 13, Verizon| T i
3Tt g2 TMET o 3

HIR 3G WIS, BeTehl-T, Ueh GO WA | Uk two-way radiol UHF, 450 AMTELEsT| THaRUge|

NTNON

T& phone 3R T& encrypted tactical radio & 1% #ig, T& dead-end fire road T THATRR ETG Hat Hl a6
AT AATEe STATT ST TAT &7 T

Kali 331, laptop ¢ &2, satellite modem &fRfa-ag HRITI 98 3R el § 99 & Teld! WH Y g SHaTHe HI i
H Tt off, FHaf SR HUF & WeR, widl i guefardfa aueal 9 a1 9@ & 99 | go-bag| laptop 3R modem bag #
¢ UEH, IR Hehe H @ |

39 ufeell @fgen! @iell| IS screen el | 62t Eadl Sl gal 3G dad U A — TTeig SR, e e, 8 /it | shaf &l
Uil gRET manzanita 3R live oak @ o+ Toh Wsg | @ oT| HIE WSSl el | FHIg TgH el | Hiddl it GG H hig
afegagaentd Heahd el |

IR FHR

Jg @iea 9 &g T8, pine needles T Iad, R & g &l 3R §¢ T2
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3T IS, ATE T 39T aa gaTT | Teh GRaTalT Tl ToTT TR haH| bl TS — & SIS, Teh el |

Kali dgf # tame Hie? 3 off 19 U flashlight & U & WHEA & <@ W USH I8 qHAD Gl — di ARY
TRER, FUTRRYIT, et A S AT i AT T &l |

Ig TEI 1| WS e a@N| el 3R aRi ol AT SR afegadeaaia AR &t uaafal & TeR Adfic FRd §u, TRNfT & avE
3T @3 H! AR Fgdl Wl STel Max = I8 Ueh WSSt afarg ot St & Hiel 19 Teh county road & gt ot

Max Old Highway Road & T& trailhead W ©g Hiel GNIUT #, 38 35 a1t Ranger W @l &T| 3+Tehl YIICIhieT: IR
@af @ guEidr & WY, df waypoint Charlie W afelll Max R de SauR vl 3R 9€ el 311E, dl 98 T8 §1 A
@ 3R Steve & gabid & 1Y dead-man-switch &1 execute &

31 -rg@! San Jose # T& Xbox | Fresno ® Ueh AT | 3T Aaich d91ge gk & 9¢ahe d1ge §aTR &l &l 14T 7|
TR e | aferdet it v e

General Bo & @feli® ded & &g off UG @3 & o0 38 < Al gy dmeiy 91 aq afef= distributed
processors i idle cycles IREH &%, T mesh SHIU ST 3T FUIR HRIAFIH Hl <38 Y Tob, ITh ARG @ia bl
TR 9T e, 3R 3T 98 patch push R & St backdoor &I gRLM & WY §¢ R |

3ITH HiSEl {haR § — Waded IR 9 & 9@ § o HUeH engines, Wadd & @Y AG3T AT, 1F & @far
assembly, aaaita POKE deployment &t 3Ta@ehdl — &8 AT A1gd & TR 57 W1 a8y ohii |

38 automation 9TEfY o7 engine-writing UaRRT &I scale A &1 Tk ddiehl, 0-! binary signature library
R g § R assembly da-itel @l T8 code H Gehald & &1 ST 9T AMAIT g9qdNY & &4l A0 device &
FIRAATT X Feh 3R Teh HELH engine SR X Fah| T self-replicating TRomet Sit g1 backdoor @i a¥g device
families & a ¥ w19 98 compilers & e T

Ig AR 39 33T I AT, Fgl adh ohi o1d dg e Ugl o offd g @l AT 98 dteh I ¥ &l autonomous UM SR o
T off S AR | Steve = dara-t <f ot | Teh AT gUR—IR ST 91T ARRET @ §¢ TehdT 4TI

et dfcheld o1 Bo &1 Ugat deploy T @@l 7R gUI &R af aidl g5| Pacemakers I%d gU| TXwich arge @+t arRmatt
H &3 €t g21 Ventilators 39 &7 &l e SH1d g7 S I8 UgaTT o]

Ig WEg d Ugdl| WSSl Gl off, hids ¥ i, A | 38 39 manzanita § 39 HAdX & 3R 3704 gl & 19 el Al dh
STt G GieTl
3 "l county road a1 B8 Hid Max dd| i g¢ § ¥R

qeg TR & Aled, AR T aR o 39 S & Hadl 4 f SETEr EEAT o1l Automation! Self-replicating
enrollment| 9 95 SIf&eh IR | Steve = 3G AdTAT AT, 98 1T ST 39 Ga 9 Fel ot i 98 UR el Hfl|

I @8g A Ugd- 4 Uga ol AUA SN H 98 3@ UR L ol | 519 deh 34 WSl Afell, ARhicdhar I3 &l gool off — Tas Tt
TRUTTET 1T it 3o device T IREANUT X eh, Toh HEcH engine SRe &2 o, AR ST A-EF IRRE! & deploy
FX G| IE 39 el @rai, St ot safe house Max 3FTell IR @i, 511 off IR 6 ot @igan! g 39 al

dw automation & off HAT off S a8 aeft | 3@ what ot Xbox R Hikvision &a sa= 4 — legacy
firmware, #I secure boot =&, ®1g code signing =&l 77 device @11 hardware-rooted trust chains ara
phones! TPM attestation a@ servers! encrypted firmware 3R signed boot loaders a@ medical
devices!| backdoor 37 @+t # TgaT o, @ hardware security @ Wdl & SR 3T dh Tga-T QAT o1 518 NI &
R safe & AR wiAT amA
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3T 15: 3T &Aar @

qugsefie # 1,247 derdfal off, 3 Dr. Rana Bhatt Uerdf 843 &I T8 PR Tl off 18 IT a1 G Id FTHT HiAT &l

"I A B," I TaieT o W AT GR 9§ 0= AT Sl I9YUTa gU Fell "Mercy General 3 §ag 0214 T & @i
MAUDE Ut # 0314 @far 21 St 3 vep Her Sirg arm”

Steve U FHIH Eiaa ITeh aLHTLH & UTg 311 A1l FDA & Center for Devices and Radiological Health,
Silver Spring @ White Oak WRR & &9 3R Hadlc &l TARA! & Teh T | Gl o1 — Ueh aRfga Feity TR s et
Naval Surface Warfare Center g 9T 3R a1+t off 397 & 7ggd 2iar 91l Rana & &A@ Building 66 & diedt
HaTfel TR T, Tk 911 @igenl ol Wil A, S8 I @IaR W SHATT AT o7 FHichl Holtel U Tal THATAR HRATAT AT
S HARE ARAEE T 4

Steve 7 3¢ YA & IR | I ATI HG FB Tal: 7 backdoor & aR H, 7 compiler & IR #, 7 Kali a1 Max & IR
#, 71 91ag ESTR GUY Y IUHN o AHI Tl § Ul T8 I il GURHUYCR o 1R H| e ST B! &T| FAT HIH! AT
T GG HAUHT THIS 1 13X F Alexa i UehT IQTS Q1T 114 T2 WX Aehg 3 il 3R 3eT W WHT i1 §¢ o 3R

"H[g e gRatet," Steve 3 el

Rana 7 MAUDE URg & T &g TG0 @ar — FDA &1 Manufacturer and User Facility Device
Experience 3¢/ad, TfchiddT IUHIUN G &I UATchel He-T3 ol GRILHIch YSR| IgiA 3TIT & Tl G AR §1Y @M
oT, ST &2 U ek AIMUL GaRT UL Bl AT — Ueh TehRUE it Igi- e ardt off 3R St T e aredl & Uga 4 Ueat

NNTON NN

HRASHIh SeTad &l WIS e ol
"IET Q@ FEIA AR FHRTI "Mercy General & Safi Uzay= afiwT &1 g FGHRM: 7S &l Jag 2 EEd 2027 &

0214 EST W defdier Aiga Puritan Bennett 980 | S@RA SdTeT™ GRATAT & &f SpO2 digg s | 97 F 61 W IIRT, BR
Theledllg | TRGM GeTth 3 hIE U T o2 el i 1"

" 3R Geirefa SEeor?”
"Bg U J1¢ ar@icT il AT Fag 1 §HT 0314 2 3RT 7| defie? diget PB 980 | PB 840 ¥ G-I TAT| ARH Sdierd
BT 1T AT | HAY ST HRUT AGH ditheidl & Sqeleh? Aaield gad FUfdl e gRm

Steve = 39 FHTAT bl AUHT Alegeh | ARET — T 96T g& HHUNIRM g, hral, Ief 38 Sl 96 SEAL TRIFRNUT & R
B13d W & WY EAHTA YT AT| i dhierH: el ST, Heefd SeT, HeieH &1 THd | Uiedt e | 98 TIRE UsT R gl T

"2 A4 I8 919 8," Rana = el SEiA el GAIERR 3G TEAT HiaT1 Dr. Rana Bhatt ddig aret @ of, giefa,
St Attt 7 wde, el oid St g off T8 gadt off, 3R R areRdl | 91d w @t agd off St peer-reviewed
abstracts 59 g2 ad 9| 9 CDRH # 8% 911 § off — Steve & @y g I @@ T g3, Johns Hopkins &
biostatistics FRIFIA B QI 7 AAHFT IUHIT IheAdT Geid W i ATy e-oi@eh & (U | g o1 98 FDA #
TeHATAY T ol STAgIA Y T 8l I e i 71fiRar & w2 &

"Henefd Aehig & A1 IR defeier /id," IEH ST W@ "3Heh SAlal Sast ol i | SelTg ol HId | TR &l 98 THg oIt Gt
TE MG & T — o STUaTe § S8 Hid, ATy gel o ftak MAUDE & #fer & €1 1R U 3 hael 3TaiT @ shdichl 83
AR A 3¢ g2 ST @ Uget Hel GEHTRM Uehg T o7
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Steve 3 R BfeTrT| a8 G TUMT & QT o1 ST 98 BE Al J HIaT AT AT — Jg &ATS 511 38 0300 W WG T, 213 el
Teh IHeHT UTST YT AT, X BT WIS W IHD e | o T

"HE QI AHEET TeTleh SRaTaT, " IEA HeTl "ET IUHIT RO 2020 F LI HA1”

Rana amud U= A &I 3R T, T AT qUResle Fiett — Iant Areead: MAUDE, CDC Wonder, CMS
AT SRS AhRE, X TSI il HeddyRUT TGl eced 4 &4 17 B8 A & FH-1hd Jag & 3ell ITgi 39
U FIHAN TITT U T T, TR 7Rf W &, AR Goh Uigeiucs USB X1ed WR @M AT St 98 AU Te1se o 19
ARG TR U off|

"2020," I FeTl "UFHER| SHad | ARG qe At TqUdrel | dieg #id | Medtronic, Boston Scientific, Abbott!
T SET-3TET ARATAT, TR FAT-3Te Aed | ft 7T g &) it si-orft aiE! | B¢ 6 ) @il § = ged
Taf g | wI"

TR TR ST "TET 8 TE Sferaay 2T 21 SRe 2020 B RIS 2020 — COVID &t At | GafeR afiTaft gehareia
Hidl deh I8 T 1"

Steve T 998l &Y TAT| "SehdTend | "

"ghareid| COVID-E & @ T OIAT| ARl HidT = €& el ST shdienl sTadard 38 6 91 ICU 300% AT TR
T dE e ol Afthe W, R Hiele, HR 18| Iuhur aitherar AURE HelHl deh dhai[g il 2020 H gast affrer & aeft
ROTHAT H Uclfehet TeAT HEHRA 16 TIARIA TR TT — SHATY Tél ehi SUehL0T XIS BT 8 BT TTY, TeAchi Sl ohi hidil e
T HITSH HIATS A I THY e o11"

IEIA ITeT 3R @1 "COVID @ R THHRTUT FRIAIT | dufl TS| S T g R T &, STgi- HeId ol 318 & W &
3"

Steve HEITSAT &l AT M I8 & T G IR Fag AT — U4 3¢ 7 9§ COVID HTe, IU0T § ey #idl & T
FHYT IBTA ST T AU IIATeA! R Tl I Q@A i SATHHGR GEAT AT| QL o &R FETHRT areTel-1 = F8l gRom
T off | STARfohd Yoy & HE™RI &l Ugar ot | At 7 agerd i Hidl ol el ag@l

HiAT 7 TE Tel 98T & Milwaukee & ICU # Uo HaR ToRa FIS 4 34T Gl gfel &l 1af gl Akl o1d a1 dF Hied ¢
Houston & ICU # Us 3R ¥R dada 739 1|

"SI X, 36 el

"2021: 3G Y91 459 #Hid| Tandem, Medtronic, Insulet — R &g ARATATI Hid Tgelt 3R diast arTer 1 Shadid &,
THTAT § T AT & 9T 96 A6 X T AT AGRSHT FREH Hhl FAWRE HiAT o7 @7 A1l 2022 Sfthfagieie]
FHhad Hidl 2023: RIS Ul TG HId, FF FHAN FFidl attack vector &I & — GRS Gdl § A
firmware 3R &H Jeais sXHA ald 1"

Ig T, Toh T Wil | Ueh A3 9IRE SI4H X-3hy TR §HY 3R y-3y TR Fafd Aid off | 3@ dielil # Tedt off — g gt
Teh T, &Y UOR THFNUN & o9 Teh 3edd|

"2024: AREA| ITEA T T1Y H2 IUR0T LRUTAT H THANUT R F AT T & 7 7 Goia 3R defeier| Uk & g #
YA UY 3R Shfafciet] 518 i Sgi4 Uxader AR0M ol STeT-3TeTT HIFG Y R 8l R 3T GYhe ATl Bl TIRTIT HY
wRE"

"Integration testing," Steve 3 &gl

"gferhet| 2025; TERUT & @ I g § THg| B¢ — diF @ Uig Hid — Wbt Idfch IRIR| 3§ 319 TRHTGRRIAT 1
TRNUT el R TR | d TR 1T ol TR0 R T8 2l

3T quiseiic & 9 o qasiel HRIT| SAaf Gt

"2026 SeTTg: |d defcied Hid — 98 FHg S 104 Yol | real time H UehgT| STHA: 31 R0 H 91%E Hid | Fida: I
HehgaR: AGH| Ga: Y HHg, BE HId, T @ AT &I T8 | SfHa: «nid | SHadt 2027: Fid | Hiad, A deh: IR|"
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Steve 3 7Tl "FHel"

Rana = Uget &l I8 &ATe 91 T@T o111 Giel | © ST RUTTAT / i I g quef ol 18 Hid | I8 Yuel &l T8 § —
I W U JoT MAUDE SaHfRM, HHUAT Aohiig, A1 QT &1 aréddich FTATIT Fed, AT MY Aehig 3R sRafie Amet
& I H WA g T T G A S A"

A G HH T T ANT| 3T 2 ATehi@T SURUT @Rl AR T | Toh YRR HIRATRIH SR AR Y 11 HEMHRT i TS ST X
FDA @ 310t AU TR hl HHTE &ct o T H SHUAHTS Hd gQ Ueh-Ueh THE ohl ULIHNUT Y TgT 2T

Steve = FAUISIRMA g ¢ H | IT SR U WG| A W gt gure efe &1
"Rana," 383 F&1l "H3 JHE %D M1 2, AR JHE I8 TS el A"

IE XA | @i | dafer aredt oft 37eh &1 7 off, W AW W ok o H 49T @1 AT SI19 Steve I Hig= o dlich & [T A
g ATl

"SI AN FE FX W@ B, IRl Ugd 8l B & connected IUFRUT I &l HIA ki@l IUHT el FR, BIF, AdrATd
TRUTATT, ST MTToh ATUdYUT, BRe] SURIUT| &Y 98 el wITeH processor 3R network connection &1"

" 10 Uged T kel 8| Geicich @ 1"

"Ig dgldic &l g1 W U ¥ed 2 da compiler chain # U backdoor € — software # &, 39 tool # S
software ST 21 T& 1970 & a1k 8 YTARIA &1 T 8| A1 HIS: U i, HARI Ugl, HART @1l | 3 o1 HH1s 3R Th
network connection 4, 39 Hfft +ff Iuwor @l R G ARG H HHd 71"

Rana &1 qafel 2UedTT 4 81 71 "3Tdeh Urd Fa 21"

"U& @gantt 7 interrupt service routine ® backdoor gRardt disassembled firmware binary TeH @1 74 39
T IURUT AR & afiey Faddy I & ATl HRT 2 -3 TRATATSAT, AHT-AHT architectures, FAT-3TeT
operating systems ® U& & code, U & GUT W | TE HANT el & | TE T el ¢ | TE -GS amar 731 om|"

" ET? "

Steve ZfererT| I8 98 3@T &t | Teh d¥%: Rana &l HIR, I7ent YIahNT, & Gae 39 3ARA | 3 3R AT HH HY & U8 a8
AT A I ITeh! FEAAT| GO TR T

"NSA," I8 F&1l "1970 & a2 H| THAT 3 38 1980 o &k H FIddz ™ & @il Ueh T T refehrdt 3 ot aret 28
Teh GUTIR TRUTTCH § g | @Y 2| Tuaht gugesfic W #id beta tests 1"

Rana = 93 ae =Tal gfell| Steve = 711 G a8 TR 93 &1 a1 90 o7

"B Hudeslic WA | Gl Hid," ITgiA HUTE AR Fleh AT | hel, "ok UH! gURIR WUl & beta tests 2 Sl &Xdl &
& connected IYFUT deh Ugd Fehdl al"

—
"3 3ATUhHT TE el G Tl 412"
"quel: B HelA | Hag: 398 Ugd 91"
"R A9 q3 el Farn|”

e CECIEGRAN

Teh 3R I&E| UiT G|

" 3ATUeh! q&TE AT ATEU?" I el

Steve = Ud US| I8 [HY HI TG off | ITHIG o & 98 ITH IR W TalcT Hehilt, AT I8 AU HRATTT G Afched ST
1 Fertt, a1 Okafor & AHRE A &l gwrahl G| ITF L, Haa, It quResiic & 7a ALl i adie aar & w@r of|
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Ig T FAlgd( o MY daR el ol

" 3TUHT 321," IH Fal| "HI FB| T guseiie, AUt mirror scripts, e MAUDE HaH{RM, SFHUATA AhiRe, Gee
NI 8 I | AT St F© ol 3ol HAT 8| G2 38 THARIUS deeh di AeT-3TeRT G 0 dehag araig|”

"ER UTH Ug 9§ &1 9ohaTT Bl el A 81" IRIA AU TS @ 14 § USB AR Ak, W o[ "8 ged | /R
HUREHE &l ikl 3R Bethesda # Ush isfe AR | U Qwhdl STUTSIC dfed It A4 3TUHT 71 & H1deh & A1 | @rell
HE

Steve Ig ¥aT &I

" T TN HS T8l T &1 i i3 3eT AieT T 82" Rana = &gl "H&l R |1el 8 Udl 8| 99 Ig ol ST off ol w2l | 31
S g1 @I @IS aTad Hhiek & =i @id Afa| "3 Far? "

"3 Teh YARAT Aied ST 21 THE 3T Sl IUTNT Fieh I UAHNUT hl JafSZaroft et 21 &, Fal, di-T dl IUHT
LRUTT| 3R &H 39! HaTSFaTul &Y Hhd &, dl &7 38 Fiafd &Y 9hd ol "

"H7 UEA & I I AT R," IRIA Fall IR Ueh AT Higd @il — Ueh di@dihid #ied, Bayesian inference, 88
I & THE I & dRey Jeawfd prior distributions @& AT "qaR0T Ged & YR W, IR T aF 4 dieg gl &
ofiaR 37T ATeft | BR & Jefdier — @ Jarg 2026 | Fefeiex i sTefh TRIR THHRNT &R 32 €1 A Hige ST Aedih
qd 3R scrubber & Tdfgrfes qafeian @7 & e W) mid-Atlantic FHAY 7 3T THg S GHIEAT ITHS GARIT
Eargl”

Steve = #isd Q@I VI T o1, Ueydl olF| Rana o= Tg &l SIid & T off al 6, 39 TR, IT! SR D
afAT, 3¢t 5t AR | URFA et i SeT 9 T & S 2l

"3T9 Tk YRATIHT Hisel ST 3R qet T8 gamn,” 39 el
"31ush Urd compiler backdoor T ed 4T R AU H3 T8l a1l I gl U AH 33| "SRR gul”

Steve @I Siche &I e § 3T burner phone FUfd ATl T a9 — Tob chyc| IT4 38 A & 14 Ahlell, SRR G Tar
THT| T3 T 831 AR T oT: T LR, HIg aRM Al el, 96 HRSUT TS STt Jgi- ad i o |

NEW CLUSTER NOW

38+ Rana &l 3R 34Tl

"MAUDE @refl," 384 a1l "Live feed | defeiex qzafee gemat & filter &1 Ui oe gel”
Rana &t Tl 9t | Query et | WU 3yl

ufg ¢ Tedt| ufda i wef ® Virginia 3k Maryland & 4R srqudral § ufg defae-deufq #id fire ot 7€ o
HT-3THT ARATAT| HAT-HAT Aeet | Gt HAR 71| @eft ditay @@= aftherar € 74|

Scrubbers 1+t d& =Tél ugd 9|

" B U A, Steve T ohel, Uget ef 30 UL TR ATl " aredi| 39 vEet b

Ugct! Uedt efiefind | gag o any 9¢a | defdied Aige 9gd ATl SARA Sdferd Hic ATl
Rana 7 print &1 &4 # g1 HP Laser]et — Clinton g
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YA 16: TREA 71T -- Kali

RGN T1RT et g2 Hahsic bt i Hatrel off, A dabr off, 3R Kali &t 398 Hio[g &2 sfargd 3Tt ave Heqy ardt off {4 v
TGS HIT W A <R Hegd el 2l

384 Civic & P2 W, 998 AR 9ot |, IR AHC U IR HidT AT — IAdd <R & &R, Tk Honda Odyssey 3R
T& Chevy Tahoe & 19 o S7Tg & g8 gU| 71%aT Uas strip mall @I a1 &¥ar o Salinas #: U& nail salon, T& tax
preparer, T& Subway, U& veterinary clinicl Max = 38 3@ I o7 FHale{ G2 @R Udh 9158 el WX AT et
FIE THich BN @l o1, AR pay machine coin-operated #ft — @ credit card reader 7@, &% network
connection =&

Max ST I ISl @ a1 § 7Terq ol

Kali 7 electromagnetic signatures -d gu Civic & stairwell & a¥% 9T R HATI ¥Id security cameras —
4R hardwired, ground floor @ T& DVR & S8, @i 77 wireless units P1 ® ST 2.4 gigahertz W transmit &Y
% ¥| TRE dTe S-a active telematics & 799 9s & 9 manufacturers' cloud servers @ ping = @ 91
R a1l dlar W I elevator motors IHE &I @ 91 P1 W T cell signal repeater, Verizon 3R T-Mobile &t
FHRIC dl Tesdl | boost T @M ATI AR T — I active cellular handsets @i Hefell 1R IRER gT, 37 At
strip mall & & nails #%@1d, sandwiches @Td, taxes ¥%d gy|

Jg stairwell @t @R ¢ T ot arpf Max & street level T dfet @a, a4t signal environment sga 1|

TR AU I HH 3| 9162 8, Teb H1 3 R0l 8§ IRl 7 qr@iet 8id gy, stairwell 3R ramp i G a8 ToRAST Hd
BUI & g R0 7 vehicle ramp @1 41 4z@ R0 pedestrian entrance &l

Coordinated!

Kali 3& TS| 9 P2 & dtaiarg off, stairwell 8 19 HieX T, S |iwfArdt fluorescent tubes @t A 7 dugr @gl —
TE TREI-THE THE S Hardle i Gag! ST aRard 2|

T AW 9¢ % 41 & P1 8 P2 & @ ramp I @ &1 F pedestrian stairwell W, T HSifel HUT, Hadlc W Ll ot
STATS], AT TR | STelal -Tal | 9¥d gyl

384 R 49F & g1 91 handsets T& & carrier ™ 9: T-Mobile, Band 71, 600 megahertz| aRi T& @
encrypted VoIP application I« % €, packets & o9 9&g & synchronized bursts & transmit & %@ &1 &
tactical communications net|

Russians|

Kali 9erét $fR Civic 3 % arqd Iei oritl 3 el Tt off | <ig=t § IR gidT 8, 99 @idl &, oxygen STefdl @ Stiefent
SIRA 91 § US Gehd! | 98 Wel MRl & o9 daidl W, §a & AR ramp & o9 metal Wt g5, IR signals &l
converge &d gt gsl

ramp ar & P2 W Ugd Ugd| I8 3! positions track @i signal strength 3R &adic & pillars § multipath

reflection & SRY: U south wall & HT-H1Y §¢ @ T, T center aisle § HIC F 37 @ ATI 3 T 6 sweep
pattern ® cover &R @ 91

69



METACOMPILER

Professional| Bo @& @I dg operational signature St 38 oI & Ugal cabin approach # &t #ft: tactical
radios, coordinated movement, g HR[d &<ehd Tl |

AR IR Teh TeAd! i ot

3 &I 1Y @Y &

Kali Odyssey 3R Tahoe @ 19 g 718, 34T laptop bag &a&ilc W @, zipper Us 39 @l 38 laptop &t IRd
el off| 38 @ df AT e

384 T& burner phone Afd@r — Max @I, T& prepaid Samsung Galaxy Al4, @@ 4 powered offl 354
power button &, boot & @Y TURE Ahe FaR &N, ®R g8 terminal emulator Frar S 384 T4 gH Tgat
install %R 271 ®H @ Qualcomm Snapdragon 680, P1 & T-Mobile repeater & connect & 4T

TURE Ahe 9gd @ia 4| 98 Heqd H Gaha ot & ramp arel &F P2 &f sweep d gU 39! position &t d¥® 3IdaR & 96
% 2| T HieX| Aag g |

9 boot & T&TI 39 UTH network o7l
Ugall target: cameras|

381 P1 R 998 gl wireless Hikvision @I INFO command 2EU &R 0.3 d%g ® response: ARM
Cortex-A7, firmware S 3¥a1 signature library # g 9R g gent 2| 98 backdoor offset afet @ STt off|

PEEK to the video buffer! Camera @ live feed 3¥& ®H W stream &+ «fftl P1, 3daR &l d® 3@d gyl
elevator @& UTd Uah grey Mercedes Sprinter van @gt| 31 H1GH! 34 ST # @e, 41 dark jackets #, 34 ramp
entrance 3@ @ 9| T8 &l 76l 51 Ia¥ 6 91 HARIAd AT

B AR E |

384 g&? wireless camera & & @ HATI T & make, AT anglel P1, SN &l q¥& 3@d gUI Eleit| dET
camera: P1, east pedestrian entrance | Te TGH! &aTsl U @eT| e el 1 &I THAT Ah §UI

Jid|

el I ITA BIF JERT A, = ASfell W® R electromagnetic spectrum &l scan Rd gUl Ued e A
civilian handsets| 3¥eT 3191 burner| 3R 3/ 37 synchronized T-Mobile tactical net W 91d T signals —
IR P2 W}, §f P1 WX van & U, Tk east entrance Ww|

1@ Russians | @1 #sife | Ta exit ramp | T& pedestrian entrance blocked |

Kali = 310 g1 § Fadic &l g% Hegd i, I dlell dlaR W elevator motor & Iehehl e &l hud Hegd @i, HU
fluorescent ballasts & geldh! 15 HegH i1 TRST Tk SIGaT ATl Teh hehgic T SfadT SIAH gH AR Afche &1 U &
THAT T, R AT HA1GH IHAT position @l T Aiggd =e 31 38 4

3@ pulse 104 &ff| 3T I8 14 gehalT| TG T | A 3R, d e
g

Cameras 39 39& 9 — = wireless Hikvisions, @& PEEKed, ¥ streaming| 9& P1 3@ Tahd! &f| P2 &l 3@
Tt &t — 3 cameras hardwired , ground-floor security office # DVR W I« @ &1 3T architecture!
3¢ access &H & d@C 38 DVR & SR hop &A1 sdl, iR DVR T& 31l network segment W o1, WiFi @
air-gapped, 9R® coaxial cable & connected.

Jerd el |
3I9% U9 Wi 8| 91d tactical handsets, ¥§ U& & T-Mobile band W, ¥ 3= Qualcomm baseband

processors ® backdoor @ @ 91 98 371 GPS PEEK & ¥t of, real time # positions track & T &t
Wi+ 399 Bo @ monitoring team @ alert & Sdr — &I known operative & device W #I§ «t PEEK 34t

70



METACOMPILER

detection grid W register gidT S 3ORE & Uget 34 gl ATl
9gd risk 911 38 37 movement P2 W track & & g 3R aich draly ol

elevators| ¥ aTel §aR W & motors — 3R Jg gHI cars &l P2 W lock & ¥, df $W aTelt team 38 level T
a8l 31 Gahdl ot 394 TR AAsigient motor controller @ INFO S|

%S el | HiAT device F 98 JUUT Tal STt 9gd R &l — 39 device F JUUT S Tg HTHT el ST | 3T AR X G probe
FRATI Tah processor o, Te Biel 8-bit microcontroller, @& IF& firmware 3 di commands & & &RI &
¢ STaTe =18l g1 7 INFO| 7 PEEK| 7 POKE |

Controller &I assembly ® program T 74T o1 — &% ¥ code AT gaf, @8 ROM # burn & gafr, et &t C
compiler = 7&f B3I backdoor compiled code & SRY %erar o1, Bell Labs § 9t &7 compilers & chain &
SR Assembly 39 chain &t @& a¥ bypass @R 3ar a1l &g compiler 7@, ®I$ inherited infection =&,
interrupt service routine # g g8 d« commands &l

elevator 38 s # UsATR machine &t St a8 g &1 Fehdt &t

Carsl
Active telematics 3T TIRE dTe| 38 & o Teslas| a8 aiqiat pre-2023 Model 3 o, 37 @Rl § 9 T St
ultrasonic sensors @ 9% ship g2 of — IRE sensors, & T& €19 a1 Gl 9 distance measurements @terd

U1 el el W T& surveillance platform off, 3R 384 & @17 Ugdt Tk consulting job @& IR Model 3 &1
firmware reverse-engineer &R 2|

3g binary offsets afct 9 STt 2T

a8 5faiat Tesla & INFO — Ua white Model 3, P2 R south side # @gl, 38a position & ot #iex g1 394
ultrasonic sensor array driver @ PEEKed @Rl dRg sensors, & U& o9 dR Taf dae distance
measurements @ierd gul Mgl & &R H g Hict & Hid 99 FB Hegy H gahat T

394 ol Teslas & data €Tl Triangulation| Ultrasonic returns % T& d8diR s1:; & human-sized objects
P2 center aisle § &ld U 3da? &l I ¢ @ 91 elevator & UTH Teh haic pillar & I8 Tl Tk — a1, 384 28
Tgat detect 7@l AT 4T — vehicle ramp & i3 sfcipe 99k @er 1|

G| 315 4
ramp @ i3 9T tactical net W &R wF & @y 7@l &1l Silent approach! Backup!
center aisle dre 3§ IHe! position T Ues HIeT X & 3R U AT R &

Kali &t 3Tt burner &t screen W I, &% keystroke Téie, ST giaTee | IHH UIT UG 999 dhe I sweep
IS row d% Ugd- 4 dgdt|

Cars sensors 9 Sarer of| 3 gURR &

center aisle ¥ @l T BMW @&l ARIFT &1, SRE Hiex q&wuior #1 body control module @ PEEK &R
headlight relay, left 3R right, & single register byte & control|

394 38 maximum W POKEd &Rl

31 high beams wg® 331 55 watts Tzaf lamp, & 110 watts, €8 center aisle & 31 Ta TR TMT| FHaIT
&I R 4 reflected light T s¢ S8 # flashbang @t a3 Ugt: A%a, 38T & arett, I |

384 Uah grunt ATl eH @g@eTU| center aisle & a e # @ Teh = 0T @l TR g1 3&@T|
A car, T& Camry ®g Hiex 1e@™ 71 headlight module & PEEK &I POKE OXFF|

& car — white Tesla Model 31 98 Ugd & 38 firmware @& X #ft| headlight controller @I POKE @&
High beams, fog lights, daytime running lights — gl & U9 ST %S 9T, ¥6 Tas A1
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P2 et @l Teh SR &9 TS| i cars diF angles 8 Wgadl g3, 400 watts @ concentrated halogen 3R LED,
polished concrete 3R Tthe 1 ari & Iserdm g3l W fluorescent tubes 3T& TwhEa g |

center aisle @& 31 A1gHt headlight beams @t 31UH # Fed! g8 AL A &I Y| Ueh shaie pillar 8 ST THTEATI G
9 et T jacket @ R Ugedr gaTl

Kali Ugat & 91 U2t oft| 38 laptop bag & Odyssey 3R Tahoe & 4 81 ST — dgd WK, 9gd &A1 — AR Jaadt
AR & Y-919 sprint ST, et cars @t hood line | 9 &d §UI Fehilc W 3ITH ¢ @AY J1 I¥& cochlear
implants = echoes @ filter &, smars @i reflection & space @t geometry map ?d g0 — S19 38 Uegs I
I I | HHR map H I

P1138 P1 & e am
Sprinter van @ U & 2 31TeHT 3R east entrance W U | d1H GFH 3T HW, IT 37X Tk & a1 |

9% north stairwell door d& ugdtl Wi steel, magnetic lock, keypad entry! Lock @ controller <aR & U8
T& Honeywell access panel o1 — 394 9l commercial buildings # 7@ model 3@t a1 INFO I PEEK!| lock
release register @ POKE @&

magnetic lock T& thunk & 919 G 4TI
I X el TE | el |
ZU% SO 98 Tofel 3R P2 W aTe-l i target &A1 — & car I alarm system 2T, I 2005 @ a1 S+ & carl

alarm modules simple &: T& body control module SIiRE U piezoelectric siren o1, lock circuit &
voltage change @ trigger &ar| 384 dsit & ®& cars & PEEKed &1, alarm trigger registers ge, 3R @+ 8
! Teh T1 POKEd &{AT| 39! 978 ATeh € 58 A HUY 8io ad 98 ATl I94 39 819 & U8 8 Uisl — &4, I dad1 &
HTacd THRIAT AT | TR HAT A ©, T8 Grd I aehd ol |

ST e TgT|

Bg car alarms T& 919 120 decibels T If@Td §U, 37 sirens &I U parking lot & IR g T & @AM a7 71
IT| Ueh §¢ Herdic di SHTE |, I8 3TaTST daTel ot — Teh noise & AR ST & Tde 4 Iadt ot 3R w1 physical 9 &
compounded gt STt A1 IT I8 U jaw H, ITUT Bt 7, HaiIe o ER G AU gl | travel &l vibrations &
HEHH S|

3T& cochlear implants 3 ¥9@ @RT 3§ dynamic range compress & & @¢ a4 & — Kali 3 S gl

firmware modify @ &, 95 decibels W T& aggressive limiter Sigd gyl alarms 3T& &I W T& firm
pressure I a3 @, TYATATSS dh+ manageablel

Russians & @MU g 3TeT &idTl noise disorient &idl| Tg HeHl @ AT & adl, verbal communication 37dYa
& 3dt, T instinctive flinch response trigger |

3T i dek AT BR 3T P1 R oft 981 88 alarms POKEd &t — JWR aidt level W & alarmed vehicle w1 =iwd
ST 1 TS1 319 IRE cars, & Hatfell il dhadie amplification, Ter ATaTS gt B+t &l 98 physical & 731

fluorescent tubes =1 771

9 % T4, il Heltell W1, Ta 91| P1 W cell repeater @mIT & 771 Hikvision cameras & power Ict 81 1T
@ electromagnetic landscape — & signal St a8 track &= W off, & device 1 98 read & &I o8t — T gfel ot
U5 4 g & 1 o Iehd | B TEl T T

& 7 building & main breaker AR R o

o dhg & AU, Kali et & 181 ek | SRIT sighted g9 &I metaphorical 3Ta T&i| 3Tell emaT — &g EM
signatures &I, s device emissions &I, 39 spectrum & &1g spatial data &l &R 98 Uae AT &l IW J
navigate &l g oft| FHadic @l SfdaT featureless & AT 9 &l FaT Fehd! off H ITHT He H R0 F 81 ITH
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cochlear implants = 38 car alarms (battery-powered, 3+t +ff diead gQ) 3k IqH! AU TG &f — R FHB Tal|

HR cars 910F AS| 7Y g2 T&l — Sfia1 areil| Batteries 3R standby electronics are TIRE dTed, 37 telematics
modules building @ mains ¥ independent 12-volt systems W I % 91 Teslas a8 SR g7dhaR Aff — I
processors & I a8 9T &l &1 BMWSs 3R Camry gs @ glowing ¥, 3@ body control modules standby
#H tick R @ &1 FTHI 47| Uga st rich, detailed map 7@, @ orient g, I, stairwell door e &I g T4
& WM BTG

39+ T file ®RAT: grid & Kill & 3R 38 helpless g Srat g1 9 9&e @i total vulnerability | 733 & @MU I
dl
P1 W Hikvision feed © — 3@ 71, cameras dead — 38 @1 o7 &f Sprinter van & Uig & < &A1 Ha

react FRTI T 7 T g1 TR FHHT 0 TG ATY| G = SGT Bl Ffohrell — 8% 39+ coordinator & call & @l o,
g dT A bl BV H i alarms Tk coincidence & a1 T tacticl

3 5T 7Y &1 Bo & T dahsl | figure out X @11 alarms Johd @IS @ &, @218 -6l siid @ 3
Kali & faher=t <l T8 Fmeft o

vehicle ramp blocked &1 — P2 W i< T 3TeHl, P1 W &H @ &H & 3| pedestrian entrance blocked @l
north stairwell S8 38 asft unlock HRT o, street level ds ST oY, AwA 98 T T sidewalk U Afaserdt off i
3IT scout &l AT ATl

38 U& distraction 9TEfy o1 3= 981 &f P1 &I team position & 972 Afkd Y| HB TAT A 9 ignore 7 & Tl

P2 WX white Tesla Model 31| @& 31+ft +ff 3 firmware & 3 offl Autopilot system @ drive controller —
motor inverter, steering actuator, brake controllerl Car Park # #f, key fob range ¥ M, @i
firmware @I key fob & uxare =@l &ff| key fob T& convenience feature o1, T& Bluetooth handshake Sit car
%! SaTdT o7 &f Uah 39 authorized g1 backdoor authorization & Q& @3 bypass & 3dT |

38 transmission controller I POKEd @&RiT: Park € Drive! electric motor silently engage & |

TR steering actuator & POKEd &fm: 12 degrees right — st aTelt car & clear &3 3R exit ramp @ %
aim A & @Y A1

®R accelerator: 0x401 Quarter throttlel Gentle! T& Tesla parking spot & et I €, ramp & a8 ST &t
%, 99 3T owner A 38 app ¥ summon & gl

Model 3 3Tt et | 38 ultrasonic sensors = & d¥ @i cars detect &l 3R steering automatically adjust

& T — Autopilot collision avoidance 3+f +ff active &1, Kali @ commands & TT¢ Hfeldht T &2 T@T o7 I
Qe el | Car @t vehicles & a9 | Afdhetl, ramp & a8 3, 3R IR miles TXaf ¥ X P1 &t a8 g aill|

Hikvision feed W, Kali 7 @1 Sprinter van & & & &l IGHRIT T €9 ramp W ST THIAT| T Tesla 31 @l o
— AT 98 IR o1? HIT ITH HIg 901 AT? <! IEH ramp opening & T I, &1 jackets & Hex, <l ¥ cover
FE & Y held gul

3T text 9Tl Max @ burner number, a1 FRIT §3T| 914 L9E, &% punctuation =&
P2 NORTH STAIRWELL 90 SECONDS GO
384 burner phone 34t jacket pocket ® 341, stairwell door & g & JTeX Afdhett, HR e |

stairwell raw ®agie off, IFT paint #, & landing T T& caged bulb 3 A1 3T e 1| I8 T al-al Heh
o, Teh 819 38l metal railing W, Il g3

9 39% P2 W, car alarms &t W@ W P1 |, Tesla & electric motor ramp 9ga gY THATAT| Faiie H aiari
& AR-UR, I8¢ movement & vibrations #eg@ @ — & P1 & et ramp &l @@ shift #d g, east entrance
guard o position T 5 gU, P2 &I team headlight assault & 1& &RT arrange &l g3l
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3g P1 landing W ugdt| stairwell door &1 T, T 3R magnetic lock, T& 3R Honeywell panel| 384 burner
phone & SRt PEEKed &f1, controller e, release POKEd &2

g door ot 81 Fie

Tesla ramp & W Ugd @ oftl 3T burner & screen W Hikvision feed @1 — car P1 W emerge g,
headlights blazing, street level @ % W1 a1 exit ramp &I % sRg miles Tzaf ¥¢ | rolling! Sprinter
van ad gf 3T intercept &3 & @Y M 9¢ @ 9, ramp & &l i
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I 17: URHHET A - Max

Max YR TR 8 916 7191 ¢ AT 59 3! burner s 3a7|

3g Ranger ® o7 o1, strip mall & 0@ T Tt #, 3o d¢, WishAl Gal, A ad Salinas &I @St a1 gl Ad
T &1 exhaust fan THCH &I 7 T & §aT B &ehd @1 AT HIE FHadl U6 7 Hid @1 o1, O Il gE, Mag IR
Subway & dumpster &I & Salinas Valley § 3Tdt &aT & 3iich § &l @1 9T, ST AU T g AR T & Fal
&1 geTeh! "o wTdr ot

3T Samsung & Stehe st Id B ATRIAT| TId LGS, g dR1T dfed el
P2 NORTH STAIRWELL 90 SECONDS GO

3T Y UEA €l gfer oft &1 SEARM & 91t Ranger T 3o 30T ST-1-UedTl Wg@eTae & a1 9T g3 — 2,27,000
Hiet o °fS FRAT 3R el ergaft 94, T V8 oI &l 3TTaNG S e | &2 R T af g0 AT Sit ot ot | 383 g9 a9 o
3RIT| o3 gI 9| P2 & Aded o1 {Ha | North stairwell &1 Aded o1 IRIST &1 39 T [ halc erar, SAife
street-level AT 3G 14 2 Ugel I Gk 3@T T 519 98 strip mall lot H TR T TR STia I e & 8T AT
BECKSCx]

T X qTeR T, TS 12 A H, BIF 318 9 7| 3T §¢ FedTd T HT 3R 98 dufl & T — grel Tef — it Salinas
H S & dohg ek 16 Tt T STEHT digdT §3T Sich 3T 4T EidaT & Wierd a9 394 Kali &l di g | qiamn o)
HHHG % AT TAT| H 31| Teh ATGHT ST i B 7 T G Ugd @l @, = i hig Il i diel bl aeth W T 2|

strip mall 52 &f, @fam @Rl IR W JeTdt Fefies &, S defil It AT et ot STt W@ el — T 3R cat
carrier @f @fgeant F 3Ra & oft | TRSHAT TRIST T UZAL GAR 1A & ATHUTH T, THhdIc T Teh STa8, Teh @ e o wY,
Teh & §TEX & @10 — 34T |TERuT 3ARA St California & &9 W& # 891K strip malls @t 9aT &l &l

AT dFe|
Jg stairwell & AT d% Uga- 9 Uga &l AARH TS & 7T — YT ol Toh QIR i A Tl Sl IRl gg 31 Tt off,

ST GATS 3t off W ARG H Qo A1 §Y R ol STARH 391 301 ol | I8 X ITQ Teh widlch dIs] il X CohiaT: ATdion [aratt
H gaTa, RAGATH Y| gl 9162 Geurd T i T8 ST SR 1 9T i ¢ sweli-i1eh ! 96 AT Wigdh! Dl a2 g T |

Kali =T |

9 stairwell & &ar W UgdT| YH GIe, STeX 8 HI3 e i, R% push-bar § ke &l LA 3T I8 §1d o =
g A1 il ot 3R I8 38 @ean ot | a1gY § 91 key card a1 Hit @ e T @it 9T g8 H HIS THAT Tl 471 I8 Kali
& I AT| 3G el AT I8 FHTe |

IG AT W gt HUTe W&l AT Gl a1 Magnetic lock §g 91, mechanism 304 housing # Siell 6&-6e &R
g1 o1 918 &t 7 dead bolt ST o[ 74T &

ESEERICEIEIDI
3T TSI B 39 Wi AR I T4
Stairwell FI=T FFIIC AT, ST T HT, FU S W Teh bl TR Ild J A1 Tgl AARH d630 I o a1t 8§ —
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FHhilc Bl PRI T IR BN, & TaE @ IBA-IBARE, g1 BT TN i T AT w71 Max Ueat off Veft Swrel & e
71 SFPD & Lake Merced facility & 371 '92 ® Broadway @t -Tsedhaid STel vice raid & @ ot | d( 98 |8 3R
o1 7 & ARE HR AARA S TR wie § GATE 37 o ol SHIY 7T &, Teh hedle o ST & Za1U Y &, 3% I gar &l &
TYTIR S R &

TE e rAfeT gaTT | STATSTT IS &G BF T | Teh heH HUT o1

R I 3@

street level 3R P1 & &9 & deil T &1 ATERARI | Toh QR 9 Tl g3, BIcl, Hal-9l, et a1d, hig <l =1al, cochlear
implants & & $W gRad gUI Kalil 98 wardic T dio Ty @et off, geel A=, gy 8 dar | 2fd gul

398 B8 W IR, T seHt|

Max 7 39 I dohd | UG AR ST Toh FIF @4 | o1dl 81 g HAThel arHTdic 9T — homicide & digg @1e, 39
T | T & dIge AT Sal Tad SHH T dief I8 @I aiar IT, I aee Kali electromagnetic fields dedt off 34t
AE LRI ol Ue & digg ara|

d1e F¥ | BE e, UG B6-Ueh| TR W1 i siehe, synthetic FUST, ST GRERAT el | §TY UEe] H, T, Aehi= QTaiT a1 e
TSI o, TR U & Uil IR aoT | Saticr | it T8 SHM il Jod A1 d¢ SiTe! R h1g T@A i arelid Aiell |

STeTgETSi el | T8 9 a1 off S A vt off | qg et wiefit et dte Vet o, 3T TE 26T o, SR W HR & e wh
TXE UXATRIIAT el S T@T AT| 98 3 SATGHT o €RT F I 6T AT A1 Ul AT ITHT IFRR BT Gl 2l

Teat Russian | ST %A arerr| 98 st Kali track =@l & 9hd off|

Max & UTH IS & 4as o 388 Ued & g8 ATGHT stairwell & 78 HISart wiT AdT| STARA Heg &Y @ 3 — X A wel
I 3Tge AT &, TS IRATST §¢ gl ol TaTST GA-T AR ST GRIT, G 4l Sl STl The AFIAES 1 daa ar|
TehR(- T8 JATGHT A Aird 2@ | Max i -1d TRl 1 3@, 3t 19 Max 34 37+t & T 41|

A&

Max  stairwell &7 STEST @RTI Fehdic ot Wi, T @i @ & IR e W anchor plates 8 AR # Fide & T3l
P ASHT W IRER §¢(d, T 9 incandescent W AR &1 IR, 99T maintenance crews utility spaces & et
g ¥R @l el &l I8 WE §aR W U fire extinguisher M g3, oe Ay, 4T &l TWehe, 1 § wcahal

inspection tag!

Fire extinguisher!|

3T 38 9l § IoMT| TH UISS, G TG | 38T HLId HIAeT, STTenl aui 39 a1l | GaT Wifaar € do1 Siem 39 g
TiepT <FAT| T UISE a4 dTelt YT ST R Heheld & YHIIT AT, I8 T UISE ga1d aTett €1 el 8l

Russian U 37 @it 12 3w Kali @ o1& uid el Su| 3T 6T 81 FHISE hl dih 4T, Udhs Tal, deliel ehid —
e e & areft oft a8l 19 1 Tl B B el

Kali =&l gfeft ot 98 11® Max ! g 78! Fehd! off; 39 gl W AH 7 396 modified cochlear implants & it g1
TR o, T B Tk AATHSAT <18 | §&ol SrAT 71 I8 T8l Ul o1 i 98 T8 8

Max iRt 9eT

SR G| et | S SRE HR AARH SHRA &l o dTdl a1ed o1 T8 & df gUUl | dis HIaal -Tal 97| 98 Ueh a1 | af Hghil
9eT, 1 g9l 7 fire extinguisher, 3R @& Russian @ i gl 4 o1 34 39 MIeH 7 T@RSR =4 g

Russian &I 311& gee! o | ToRaR AT 7 & a7 Hiell, ST Jesfel o971 TaH, i, daie | 391 Max &l a@r R IqaT
FTY G 9 geT 3 a9 dgall — Uah combat pivot &t §FAT, trained 3R dgfl

Max 7 38 T Sl HINRT TEl Dt | 98 FHG Hel T AT el o &G & 1Y AR Teh &8 & T S 2003 7 FHif Faig &
34 filing cabinet § e & 91¢ § dich | &l AT AT| 98 Uah shardic stairwell & U ¥ 91T % Russian operative
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T STE &l Sitd TehdT AT

Wehl I8 ST Sl i STEXd el i1 I8 i Hehs Tl 4
384 fire extinguisher gwmT|

3 IeHT | TEH | ASHT & FIR IRRER Tod W

AR T USRI g 7T Seld e 77| hid SR Biemie i IR &l d1or, R defi 6k | gd 78 — qur sfd, Siar s
Had T WISHAT a1t hergic i SHTal | aidl & S8 YehHATAY AT 7Y ST 2l

Russian = el &t Teh 276G, HheT, HARH | 39 4TI
Max 2 |

T QM ge W AT, SR 4, Hdlc H Higl W, Yo F Felg doh 3 31| Aeh( 96 314 IF ATGHT & center of mass d
o1, 3 grell ol ugd G =i i BTl A s WX R # 2 W &1 Russian e o7 3R FU e2iet T 4T

Max 7 extinguisher R gamT| 19| 97t 91 387 Hegd FHRAT Hf g8 IH AH HI 912 Ufselt 9 o0, Hegd HAT &
impact e Gfciex 9 Erar g1 ITeh! hel1ed] aeh AT, HegH AT i U bl G 39 HATGH Sl I9 §Ge T

Russian =19 77 — 397 3EM a9 § W UHhel, training = 3@ ol GRHR HAT, Akl IHHT A ¢ Il oT| T8
WASHT TR TS ger U T, I1a1 WX 36 +i1d 731 gAT, X Max Uged of 39& 31 Aol I T
Max = Kali & a7g uehet|

g diehi | IR I IR I8 &1 8 X q2T, HA U8 389 i reflexive g1 ST ufeed Tl A & AR ST &1 3ASTR X @1
Bl 3! FieT dait 8 IoT AR I a8 W M, Teh T, I STehl A 38 gl | 3R g 7 dld o1 §a1g = R

"B ," 3T Hel, Aoh( IHD! AT FARH & HHA B el o | 98 Gg A T8l g1 Tl

3T 38 AT G GiaT| ITdH FU die b IR AR &1 ST, IR ITH! Siehe il A W 9 g3, AR I8 AT qThl |
street door & FW emergency exit & AL — e it A a9, stairwell F Tt THATAR ALFT — IS T8 W
73|

3G I8 UEAHI| I QG &l g §AT — 215 J UG dh [ §Gal(d, a9 BT Giell BT, Heoidl T GeTl Iq1 Iqh!
forearm 1 el B UehS!, IHH! FHells o FU A 7 Il TS TH Uehg & S AR BreHi|

3o I8 Russian 36 T 4Tl Max 38 AARH & J1as]g G bl AT — hHhilc U g H1 THieT, Tdh il TR J M dd
ST &l FE, holster | 4Tg & Afchel &l @I TaTST |

Max = Kali & street door ! a3 &ehdlT| 98 deit| I8 Aafm et flight ot aTent WgRiT 38 3107 g1 § Ui W gehard
U 3asl| B Highil| uid| Tr|

AT

I8 I ThaR € push bar & Thg 3R SaTsT Qo 47 R AT 1 g1 I1g ol — 31, 9, Gefadl & @dl AR acetone
#R exhaust @t g @MU, T strip mall parking lot &t §g &R & dehd I GTEROT 78| AR TS o ey At off

g T8 & Al 916 3 39 gU &, Shepdic @ He U3, R Max ®R & A Hevdl a1 — Ut ¥, Kali & g2 & asphalt ®
STATS, 98 A1 el st AT off qza | ofieh g1 2m

"Ranger," 394 @gl| "&IH & AU | IaAT|"

TE Tl 38 T8 o1 U — Kali 3 sResfmge 72t <faré, 08 w2t <, ware 78 ypn| 9 3 e @ e, 3T g Hedry W
39 @ § A9YuTd St aol off R ARRAd|

Max U8 oI IHHT SEMHT el dhailc T TR § Ffelell @7 U1l ITeh STa3 | 9a! U @l AT STal 39! el @it off| Fire
extinguisher atft off T¢ g1 & o1 — 3IT BieT A& o1, Trar «ft & o1, 919 394 Tenderloin # 9 A& 9gat foot
pursuits # service weapon 2Tt #ff| @ S g1 Gg 15 &4 8
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S B 3 diF % ATHUE 73 I8 extinguisher d¢ F@ffd & e T planter box # 3/ gRTI g8 bark mulch #
¥HH { TRII Cat carrier dTell 3Rd 379 FHel(ih &l @igw! TR Tt off, TR HI RE 3@, TF § B — U7g 911 W
AT T AR X el off | =87 gty 1F | 3¢ Salinas @i TReRT st 7 316 Russians & s 4l

Ranger Jgi o Sgi 394 Bret ot Kali T&a & passenger door W &f, 8@ Fiadt| Locked | Max = 9Tel ga18 — &g
fob =&, &1 remote &, 59 Uk didet & 96l diae & a1t |, 1994 Ford &t digital I & uaf qLor IarEiar — R 3
AR A

IT 3T ITe] HIAT| TUUT ST | W13 I Tedt @reit off | 15 headlight 8T 18 Jedt skafai &l Stairwell & ggarsT
I & ST o7, TSR 4 eI | 3R Russian UisT &2 & o1, df 98 39 &1 9 Qehsl # Afchaldl, 3R Max ol 33T AT & |
LEKEE IR Cakal

3g Afoherl Headlights §¢ — d& Uedt af S@iieh 3R # ey, ) 394 Tenderloin # surveillance ag of,
streetlight 3R areaid ¥ Aafic #td| Market Street W a1, a Seiieh qasor, Alisal W g1 strip mall € R RS
| G ATG AGATIT | ST Teh 3ARA I ARA ATY & ST THATT [ T8 o1 Hi a6 GHeidr 2ff G 780 | Hd S hedr
2l

Kali 39 977 # dal-aal 919 & el ATl 39 g1 gerl | &, It hell ge, X a8 3¢ U Turd! streetlight @t At
TqF T Fidd o gohdl Tl =T & T8l — adrenaline & §1¢ @t ¥hde 4, 39 chemical crash @ St sustained
high-alert performance % sTg 3t 21 394 g8 policemen # shooting @ 31 3&T 4Tl g9 & §1G TaTel 71 SRR I
fST T *RUTE HeaT & S AT Ug & STl o b BXell B

"3 22" I el

35 AR gfeman| wR R gferes =1 w11 wR %, "Laptop 1"
e

"# 9T laptop bag &1 31 P21 Odyssey 3R Tahoe & d1"

Max 7 I8 Tgdd & 91z U4 |4 § Iad #ggd &A1 Laptop GR% Tk &G &l &1l 98 network & IFa!
connection T, nodes F11 &1 IHHT TR, T8 AN ST SRIQ I8 HUHT ST AR 7A@ symphony soirt oft | 39
g, @ 3r+ft off Kali oft, aeft oft brilliant, s+t off @awme, areft off Tt S &2 & TaRsw St 39 detective IEmT 1
e 9 g@rdt ot | A 98 HH gl ST | Toh SHTdenr SfAT 370 91T |

" IS AT Ak, " 384 Fall "t gH T 81"

384 Alisal € Main Street &, Main & Highway 101 &&§foT, g traffic # #ifer @11 T pickup truck! &
delivery van! U& Civic St Kali @ =& oft| 389 & IR 9as | <001 9T, homicide & T 37ed, TMefAt 1idT, 39
Teh I @l 91l &2 HIg TR 39 a1 g |

%S Tol | FIS tail Té |
e Max & "® T8l W WA Tal HiAT| "FHD 6l d8l @Id1 8 ol "HS" & Sieh gt aidl 8l

IE I Hi-Ie T aiet garrar gT| Kali 7 Siee § burner % Al AR i g2 oill, 0 IR | TF I 916 384 38
9% AT, dodt AfTett, 3R gahel 37U TMIG H HeHT R RN 48 Wi Max @ TRH|

"3TS," 39 heTl IS 1"
"% U @ Aferm|"

"stairwell aT@T| FIE ®F T HE signal 781 7 38 track &l X Fed! 1" 98 Max @ 0 731, 3 dashboard
&} & AT H 98 ITh! 18 MARIT TR T9dT A1 3 Teh

78



METACOMPILER

YA 18: TARE Ui

TR G AT 3R D SAieTht bt Hedh ATar o1

et SRR fied | g T TR UrAfRrl T plug-in TaR FR8R i T8RS TS i HaH| Ued @l of gat ol Paso
Robles & T cul-de-sac W & &R & HRA & AHH, 8 Max 3 Thomas Guide & e @Rdt godarard gt @
AT oA — T AHH F(eh ATeATch TG B il TH 078 It SI1a 8, S+ a1t G bump key 3R €7 & 311 3 91q 91

Shandon # 3 U d i =&l efeh Ug &, il Max ! ol &i SiTe 9gd Bl 8, 9gd Gail go| 96 378 YR 8 Ugal uREm
! AR @ 7T, Route 46 T 3T HId, 38 HhM doh — &l 998 Asfalch! Uil Sl aHg h1 9 J16 9T g AT AR 31T
BT T

Kali T & @2t oft 3i R ot & W & afgaeaedia wadt &1 g @ o

60 BT R IR & compressor | Shfed JRHIECe & 36 9s | Zighee pulse @ar g3, Honeywell, 2.4
TfiTTeResT | 40 Hiciiees W dTeR §lex &l FHRM S8 | W F GHIG Sl i HH dcdl 3 Igdglec|

HR FR¥ |, T Afed! & JT1 & cookie jar & urg, T Amazon Echo Dot

dradt dietl MediaTek processor, aR-AEHIEM far-field array! LED 3 §¢ off| Standby mode| @& WiFi
e g2 e 9&s 7 Arafe & Netgear router & keep-alive pulse @R T |

STeT g | GrAdT 37| Shafd|

Kali = 3719 €f 9 &g keyboard =&l g3 91| @ueid 511 gam o1, Salinas # P2 | 8181 g3l burner % 101 W T&
©TE | gahgl | Ul oT| 3T UTH §B el AT| 7 WUy, 7 A, 7 dadic| a9 3T R, 38 implants, 3R 918 Maegs! W
9g die 5 parking garage @i Sar @ et off|

Max 95 # 2T, blinds & Ueh ¥R & T 3@ a7 T
"Bg A | o MR, " I8 el "Rl Feh, Td & I It | g Areiy off
Kali 7 379+t 9T ol 916 3l AR BT | TATHeR & UR, 3@ & UR, vinyl siding & IrR|

HR Hie TRT & Ueh Wl MEt| g9 d¢l 3iex &f B, Verizon Band 13 W, T d@l TiaRiues VOIP I T of St
384 Salinas & gsgl off| d-8&s & synchronized burst| @& tactical net!

IHH el 3 AT
CRREIN
"2

Ig G Tl & B IHNOT H| Teh dial dadd Hgeh U YLd ol AR dedl galll Teb 9rem cul-de-sac W, i #Hied Idag H,
S TR qIR| #iE ded|

"I 9T IR | G AR I R & 1"
"gg analog," Max = &gl 73T T 3TTadl SeHT | I8 ST T e
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"F 3 7 3@ Fehdt | TRIVTHT & FARI"

Max Ufdl aearst i 3R 741, 38 A1 39 EidT| Y@ 91, hepdic I A, ddhsl & 9131 "Tell 9d | Vine de S 2,
S&NT | Spring de, Spring 46 & #Aferd! 21 <3e 9 JArer Hie |

"ITeft O¥ off uger g
e

"Max|" IFe! ATErS id &t "IgiA g7 Shandon ® geTl ek Id #1 3 gAR WS 39 A& F AT @l 4 R o, 7 cell
towers, 39 Hgh W @l His AamTel el offl analog operative 7 Ranger & 38t @& track i1 19 34 &4
Mariposa @ Salinas @ track & 211"

et

"R EH WA, 98 WeT M| ST 7 detect TE X Fehdl, ITG AW &l Afchel Hehdll "
"dl R Fwre”

Kali #fect & @1 & 9 Echo Dot &t 3R 7l

" Afe," 3T el

394 device &I TS &l A W &7 3R 95 TS|
a8 Echo &1 WiFi 3Rl ot Ineifli & SRIY Heqd &2 Gahd! &fl, 2.4-1eies] Hepd B8 Wic ¥ router & pulse &dl

§ATI 981 a1¢e compiler chain| interrupt service routine ® @& o4 command.|
Wi+ 3T I keyboard =&l 411 7 terminall 7 INFO, PEEK, a1 POKE €130 & &l &l SRI|
39 T 3T 3aTeT |

Nucleus 22 cochlear implants St Dr. Devi = 38 q |el &l 30 § &MU &, 3744 4ol | radio transceivers 91
e processor 4t @ digital Hehdl & Igatdr o7 iR I8 U 5-AMedesl RF link & SRIU RXa@riufd electrode
array @ 9sTar o7l speech spectrum # % a16d electrodes|

AHiA IHb UfdT & Gl #Lf G el SaraT @ 9 411 RE link g@fefifiar o1 — impedance testing @ @fQ 3+er
g1 U diagnostic featurel array transmit it @2 Ferdt off, 7 sad receivel

Kali 7 TR 9 &l 372 7 98 T @i @ o1l firmware @ reverse-engineer &R, diagnostic transmit
mode g&T, THET &f a15d electrodes i 3T R & AT ST HehdT 2| 3T auditory nerve & Iaasiid & & g
&, IRl emit HE & AU| T 98 Sk Hal AGdal W TRMHETA 4T — AT T ot S &l 37Ut vocal tract R
electrode array & g RF coupling & modulate & & dfU 3THR adl g8 — WIOMH low-megahertz range &
T A AfeGAgIHTa IqHH et Tl

Tg 7l @ a1a R Tl ot

3G AU ITART Echo ! aTedt e W &, 98 &R ged gU Sel base USB power port & Aferd oft| g1g & @ Teh
TRATEHA AT — 3Tl & connector & copper trace & processor & power rail |

% TR

Teh <fohT 3T |aR, AGad( 59 ae AHRI i 39 implant &t 5-7Mees carrier & modulate &R | Hehd &aT § =&l

EGERiREED -‘21'&'{ & Hffar | Iy &1 9T — vocal cords | @Ugt d&% bone conduction & SRV, electrode array
qe, BR tissue 3R Il | Blar g1 did § — dR H &g, MediaTek & power pins de& Ugddm g3, 39 coupling
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strength & |1 STt HRA +ft i W free-space radiation &R AT =&l 3 Gehcll &ff | ATFHIEH H H© GATS 6l Q|
INFO command, @ bytes, power rail & SRfU processor @ interrupt handler ® inject 3!
3R Echo = Sfame g

XdfeRT processor & current draw ¥ IAR-9¢ & W H AE — I JAEUA WHAAG ST &2 chip FewT-37T
instructions execute Rd THI IAUAT Fl 2l T& multiply @ current Efaar g, T& branch 3Tl T
interrupt handler idle loop & 3T current @adr 21 3 IAR-9¢d 34! 14 | glahe, connector &, ITe! I &
SR a19g 3|

Kali & implants 7 pattern decode &

S8l U voltmeter noise 3@dT, 98l 384 data Hegd &AM IFaT visual cortex current fluctuations i bytes #
parse & @1 41l Echo = 3791 Wi gfm|

"Max | gqg1"
"Ueh JATeH! AT o 3id H deat | 3 M |, Iqa W 3R 9gd gU| T9s ks

9g BR TS| 9| PEEK command | 381 firmware & memory map table & i1 &=, &R WiFi 3t st
association table @I Echo Netgear router & Sgr o1, Sif local network W @ 3R devices & serve & @l
a7l router & WAN interface § — cable modem, Spectrum, public IP — 3 92 internet d& Ugd!|

38 & node &M oMl 3701 Tieg g9 | | Teh |

384 Echo & ST local subnet @ scan &1, ade tone &I power rail # inject #d gy, Wadd YAl Sl
processor & current draw & decode #d Ul &g &A1 W¥al command &1 € @9 das, S& keyboard #
microseconds @d| 3T& implants S @ & — [T eI, qeGf QI HMEI S U8 a¥qdis T S@l electrode
arrays gsgl & ¥eR cfant off, RF link 37 duty cycles W Iact a1 7 I 6t oft ST+ @Y 38 et a1 el 191 o411 Ueh
TG SATaTST 39! @IUet # R TE, ambient Hahdl &l GaldT gg | I8 Ho-Te 9 ARTAT 3R T @l

16 dhg|

34 Afel 74T ¥R W G | Uk Hikvision camera, 1R & @@t @ $W| Node 11,407, & %d Ueet Atascadero &t

T& library ® U& session @& QR “dl HRT 11 3°H Ga o1 engine idle task &, IFal g1y & @l ARM
assembly!|

384 Echo & router § camera & POKE & SR relay function activate &1 Camera mesh ¥ S[g 1| 9ice
&R nodes SRTAT 38 — 7 IFATE 3d, 7 AT 3d, A IV, Tk IR architecture W& a8 o=t Imeait & ia
copper trace & SRV HegH X ard! off, ST Teh AT 3704 STt W FU Hegd Hed 8l

€ arug 31 TS ot

ety Ahs |

mesh & SRfU, g8 Spring Street 3R Highway 46 W, @ block &N ®, T& Siemens traffic signal
controller @& Ugdll 3 signal phase table PEEK &I

®R transit system| Paso Robles Transit, GPS-tracked | Bus 7 Spring Street T, S&NTOME!, =T block 3da 1
384 next-stop display POKE &Rt SPRING ST /| HWY 46 -- STOP REQUESTED! traffic controller &t
POKE &RIT: bus & Uga- T Spring W green &l

UetE dhs|

T T AT GeTl gehch J 81| Uik 4, g8 bump-key deites St Max = 3Ha1 i &1 deadbolt e &i=rar gar,
e HUEd §U, AT i e U Uk heH i HATec|

Max g &I IERe o Ui T Tl o1, 819 pot rack & cast-iron dd W ¥g!
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Kali 7 t& @ command TS|

Echo & amplifier I POKE | 3gfdhaq gain| 3R mesh & SRV, Ta @19, 9caiad & &2 smart device & POKE —
Roku, thermostat, Nest Cam — 3r&fehad processor load, circuits 9 peak amperage @iad! gs|

Al giferHters|

%R Echo !

89 decibels W Ua &adT 1,600-8cS & ¥R, speaker driver & hardware ¥ 9 1 H, <3 3R A &
IBIAT AT, T8 ARRIeh T F & T

TARR & Hio[g et el Kali & AT — B, 98 sFHasich U1 geT|

Max = 39! dig ATl 3R 39 ufeset TaTal i AR EiaT| 98 Uea 4 af 9 uet of|

Bt gaT — 41 3, =W, 3 AR PP R & 9011 ! Heeh | Ufpargl feRT a1l Max = I8 918 & HW I8MAT — Iqh W
19 &1, I8 S AN YR, UR g3, el | gl Afed] W It | 98 Iqh 971G Gg I¢ AT

"ZRNIUT," 39 well "Spring Street! ¥R block!"

3 32| U 3788 et # gl ThaR &, Salinas # Max @t ARIGRIT 9T ST B Té | I Sl adt deit A ¢El 6geh, Ahal

F 918 gy aidl ggl Max @l IEFT geT &Y deH W Afhad & @1 o1 — parking garage &l dadic dighil =
cartilage @ S QT AT AT ST Sk &l ol 8T AT — TR TE GIeT, FAThT aiched ST g7 T

Kali T & &9 & afegagaeta Forg ga | Fafic o @i of, 8 @Rl &1 TARRT S Teft Jeda & WiFi Rigea 7
Fred! ol 37§18 Echo a+ft +ft < e oMl 370 implants & 98 Russians &I 3418 &1 3R converge &d track &%
T ot — 3 IR @, Uk G158 &t Wit T ST &2 Ahs 3 HAT ATF i B l1d &, IqT Ueh Aohg dg 3R kel Sttt ot |

el Vine Street W el & block &N Spring W M T Fadl chain-link ST & "R widhdl g3t Suel| Teh
motion-sensor SXHS & Tt Seil HR ITgi- 39 AGRAGNT HATI i block AT, IT 7egH HAT Spring W traffic
signal green &1 g3 &, 76y (A1 Bus 7 #ith ug w1 2, air brakes %R R €, AR | IF W 2l

"SE," 394 HETl
"G Tg?"
"9g 3ASR A B Bl

3 IRTE a% Ugd 94 axare gt | Kali Max &l Siefdi 9erd gg S:uR JidT| dTele, T HRI-HReEH Hefell sif paperback g
T oft, ATl FTeTEe & Y FW Q|

"Wﬁ, aa-lﬁ-qgflu
Max 3 38 Ui iR qHTT| Tehe | AL Taha |
AT 92 gU| 99 91 Ugl| Ufeelt @fgant €, Spring Street 378 oft| 7 digd gy @il 7 headlights|

Kali et 99 & Ufed i@ § 901 3R 374 Hiad g1l ol A1u" 7 gaan| adrenaline & 3dR U @2 il ag AT, Ta
IERARF FHd S 384 Salinas & 91 Ranger ® g&2 oftl 38& cochlear implants Uf$a & #fHel @l diagar &
residual artifacts @ 912 <7 %@ 91 394 Echo @t power rail & SRIU 34T data process HRIT o7 AT 98 AHAR
R IR He & laptop session & &l 8, 3R Tg IHA TAATRL BT T

394 3MaTST & SRIU hack &R

Teh U & 91Ty IR # IR-GR dled! gl 7 d & & 591 Goh 9 H, &1 Hidd gu, I8 THsId gQ o 96 w1 o 715 8| 3 surgeries
Sifeh @M a8 31U gt § T%d &l off,  implants STHg a8 q99- & & AT0de dedl 3118 off — IgIA I8 &l &l 98
THHTAR ST ST SFAT T STt 98 e Tehell ot ST 3T 31eft AT 271 397 38 Stk T8 wiAT ol 35 38 g fam am

"9g S gA4 speaker & ¥ HRAT," Max = F@ll "1 39 91 il
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"H 3T a9 a1d 1"

Max 99 Tl 99 46 T IHNT &f AR Foil, diesel engine ¥UR, GPS transponder U& dispatch system @t
report &Il §AT SI1Y 3 UATE el off f 4 gl S1d &

"David $ifar ® rdr 41," 3§ Fell " W gea!l”

Kali = S1aTd =&l aidT| 384 Ueh @igeh o SR | Fial Si 9SG 7T o, AR Teh Ufdl & aR 7 S 3701 T931 | Fal dga? ST
o7, R Russians ¥ i Ua 61 & a1 # il Ush speaker &l 92 1@ I ST @m o7 AR ®R @I & 7@

I9 3Ig 38R wine country 4 gia= & Sl T, Hid §U SR & 90N AR 94 tasting rooms & UrF §, AR Kali 9ga &t
afegagaantd 1ot Hl GAd! W &I H g device Tal aearsT AU Hidw FH | G Teh HTaTST T TR HYd gU|

3% U 9IgE &9k nodes 91 38 Teh &S A8 4|

Aol AT Td I8 FHH T HIET o1 S 7107 e gan| 38 keyboard & 9m&fU o1l laptop 7@l 9T&ft o1l 38 99 98
R ATEfY o7 St 35 ufar 3 3 <R o1 3R 98 ST S 3T Ge T heAr At oft | wfi g 3 gdkm @ g omd
off|

Max & IR @fgel @ 2feh 77| Iget Fid et ug )| fig — I8 399 Afell Ugelt It g /@ § Mariposa & cabin
Bl off| IT 3FER M 7 3T WSt Q™! AR AT @, sub-audible, gadf sa-t 4t &f 99 & speakers 38
reproduce &l & Thd & WA a1 Hdt i cochlear implants 38 3Tt auditory nerve & FgR Ush TH, FAR
pulse & € register FRa &1 IFeh! AU T I AN | I8 TGN st David @ T TR Soidt of, ITH IR 30 5 |,
I G IHH! gHA W
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I 19: FARITA =t it

General Bo 3 ¥g-am@fd %R @l Market Street W qgd gu a&@T!

JE IR TR Wi @ | 3R TIRE T FHR T 4T — Moscow 8 Tl wiciHIe? JTe Ueh dad |, STl Hhasic dl g,
QRAT &aT X STett g¢ P! bt er off 1 AR R ohft Hohd U Aeemee s gfar T oft T W Hedte-ctaet Ser smfa
4T — San Francisco, Russian Hill, I{PJFﬁ?I gayg 02371 &1 T Bei Dynamics prototype oft, ¥he, South San
Francisco & U& &l 4 araid fleet test program # dsiigdl LIDAR array, 316 &R, AACIHMG a8 —
processor &l Ush Idl-hRal WRE, & U di-i commands & a8 Sl g3l

Bo 7 B8 92 Ugd diF Sraicrdl & ATEHH 9 g aTe- Agfgerd i o1l Fleet management server &I U POKE 3 &R
T ARYRIT 71T 9e gfaTl &R POKE 7 38 passenger mode € manual override & Jafa & g1 — Afaw g8 &f
manual § Moscow & Bo & afRi@we &, St 340 Afeiidds &l latency & A1 Gearge At GaRT FaTeH & @ 91

AN Ued AT Leavenworth TR SNOT &t 3R It T6T o1, T Seiteh 30|
"ARST 9 ¢," Bo A &l

"9R |t 9RE HieR," Senior Lieutenant Sokolov 7 3799 workstation & fURg &fATI "gHhdId FiciHIe: Zal be @
TTat & Afhe AT 32 8| TR USd I 6T 8| ITAf § g Ufaia el l”

Bo M &l 3R g TAT| 9§ AIGMAT aq¥ ol o1, I T-72 Tl Sl a¥g o1 3T S-g 394 signals intelligence &
FYMIARIT & Ueat IS HAT 9T — TR g1 S keyboard W €20 A & I i died & dfg 84 @d 91 Tk Jd
IS & Gl 9 S I d% 39 §IRIR GO &l §=r AT Kiev & Sieaidr &t @i, Soviet & Ua- & g
permafrost & ¥Is1 @ deg GIRN(d, 37 WisdhaieH HHA H Jeedid — STal aiea canteen & borscht &rd & 3R
T code @Rad & S T &SR SiciFie? 8 A 53T il Ak Fehel AT

HR AdTelTd @l Taf & 9411

Kali 7 &R &l g 8 Ugl #egd Hil

AfelHies-aa radar @l e TUG 7 39 XK HI T &A1 — 77 gigahertz, T& automotive long-range sensor &
Hahd, 25-mile-per-hour zone & @ Sgd a 7af & 31 W@ 41l Electric drivetrain, 1§ 35 @l @ el
Broadway & U i 3R | 37 @7 7|

a8 Leavenworth 3R Broadway W off, 39 safe room & 3 s@fer ¥ 5t Max = 37 af¢ @ietm of — Chinatown &
T& dim sum IERE & HW Ta studio, T& line cook = wRT T @RI o1 St Guangzhou & WAR € #ferm 741 o471 98
TTER 3Ty T off Pichl STUReHe § Gewrie 8l o1 3R 38 U node A& 91| T &t AR W Tek Nest doorbell
camera — Node 9,841 — W& fiF ghd Jeat San Luis Obispo & T& coffee shop # T& session & gRM gt
HRAT AT| T€ ITY IAE Gohe | &F TRT &l oft 91 radar 7 38 T S|

FR gg Al Autonomous, g driver <RaTS T&f 2 8T T, 4 R @M LIDAR 379-T laser pattern 8T g7 oT| Taf agr

84



METACOMPILER

T ot | R TR @ 3R A ST 3Ry

9E 3A H AR 97ll, Leavenworth &t @3l 9¢18 §| THdA ¥ &I autonomy & ¢ &1 1§ &R San Francisco
& el 8 S — incline sensors U slope &% &A1 Sl operational parameters § W &, 3R
collision-avoidance system T#za0T commands 4§ 2|

FR U1 ATE| FHeurd W 9¢ T2, T parking meter & Sl HIX i 304 Side aeht AT gal g¥ o IR1| 6 §, LIDAR
3IGh! YIs W qual # FicXfd o @l A1 — S8 98 A= implants & ATEEH F Aedd I Fehd! off — gl A19d gy, closing
speed @I TUMT &¥d g, throttle FATNI id gyl

38 AR B3, 247 hertz — Nest camera & relay & 39+ mesh network &, mesh & &R d&| 384 INFO
Ad9T ®R 4 §a@ a1 manual override deamge uplink @ AryEH § FagR, LIDAR subsystem W
target-tracking algorithm 9« T &1

1S 39 HR I G & G B G Tl T AT

39 POKE 45T driving controller & & — dg real time ® override 2 %1 T, &% it command St 9 4sTdt,
340 Afciid®s ® overwrite g STl 38 s9d 384 electric motor controller @ ARMAT =M™ torque register &
0x00 T [ output|

R Y Tdf & deit| dieft gt T fire hydrant 9 THie 3o T8 — Ida S Ueee ®ic — LIDAR et oft ¥ e o,
HR a7+t off track 3% @ &, AR Tait ARE|

Jg ITA Tat| Fearse link W S off o7 98 Uga € Uk 41 torque command ST T 911 98 T el | a8 3R Jel — af
HUREHE FARG! & d1d — sedan @I turning radius & @M 9gd it | 918, TR 9146 919 FR WS &, FHIT AR T9d A
qaner 7

"N T & 74T, Sokolov 7 &l

Bo 7 H2dTEe T W &R &I Ui §ed 3@ — 3IT& autonomous systems override commands & @€ @ &1 394 T
doorbell camera & AT4TH & microseconds & torque i [T R AT T, T AT SfeR o e bl AN H ST
Tl

3G g qhH1h AIC T | GLT ht| 98 ao ofl, FgHe-itel| 98 ATET § el 77|

I8 Uoh R a9 o1l Lieutenant Bo, 88 a9 &I, 919 AR TRt af 4th Guards Tank Division & T& T-72B & &AM
T T ATI I8 98 Qe A1 off 9 orders 37 §¢ 21 Y| FIE ATeahy @Rl T8 — §9 Us frequency it 94 & T,
T& duty roster S R wR¥T 3 gHIEA -l ®iV, & motor pool &t diesel T Ade e R HR e & 77| 39
RIS I I TXE Al &1a Q@T o7 18 &Ig 741 I I STA a@dT &: OIF 919 R acll 8, R S el St | Toh Hag
7 gfch M7 | qReRNUuT garard IMF k0T & @Y Ja19R & T3 A AR & @iy 39 dar &t ot 4 Volgograd & gt
I T 41

19 9 3T 30 HIAAT HI I | @Y 8| S I Wiedhated wal |, T8 aR@arearedl 9 Toridsell &t WXl &d gg s
3¢ 9o el & ¥ehd 9, T8 hardware W exploit chains coding F¥d g7 il Hie(s? 3R g6 9 ST &1l backdoor I9&
M SRA Tél AT| T BT WA AThAT Sl T Gahal el ot a1 37 ToHareil @ ag briefing slide 7@ o S
compiler 3R toaster ¥ % el 9T ¥ehd | T& Russia R STURTETIRAT & o9 &I GlaR U1 38 9T, Russia 99 &
Hgah! 3R QI WRATY] FARRY a1 Teh 327 AT SifHeh 91 | hig el Hi=dT T Hf 4 qRt SIraa |

98 39 AR ol ART ITRA el a@|
"3FTEAT asset,” IR FEll
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M g9 ¥t 9 #, Steve Foster Silver Spring @ Holy Cross Hospital & emergency room ¥ 67 o7 Siaai U
resident 39 10 forearm W < 0T &l &t

Teh HEATQT d1c — deadbolt Ueied & dfU ¢ gU @iea & ofiet | &1 STalr o1, 918X 8 HUREHE Tl i iy 7
ulnar border & ¥ IR 29 &l &, 1 Tch, T & oI 91 & B &l 3aeR| resident Far off, St & 74 #, g1 92R, T
Tieh TR hTH 3 &1 AT

Columbus #R Vallejo W T FedEx Office | 9teTd w2 T, Wil & fluorescent At arex IR @ oft| Kali X
g9 7T oft — ¥eh § gedl & dft| Uk college kid U computer station W, Te IS8T Hefell GHATAS copier | e et
ot

q+t I8 WEgH g3 | TH YeArdels &l 71 U fuser assembly & 31U+ operating temperature § 37efd Ta ot dat
g1 @4 # Xerox ColorQube: &t 7 3g& fuser temperature register @ POKE &f o, firmware thermal
cutoff @I override &¥d gU 3R temperature monitoring loop &I disable &¥d g — dmf hardware
thermal fuse — 3dffy YewT @1, T non-resettable pellet St heater @I physically disconnect & areit &t
— TS0 3R AT & &1 G THATR a3 o1l 39 model W, pellet 270 degree & @ rated =Tl heating element
220 degree UR & a1 AT 3R 250 R AT ST @7 o7 S1ahi paper feed @t sheets cycling &t &

FAT 233 degree W STedl gl
paper tray 9 g31 36 %@ 471 output slot & U &I Te gaett el

Kali = €/ar @ power cable @9 | 1% power 7&l, &g THT Tal | idfdhl qaw T gl &t el | g3t udern ugl| 39
college kid = ig Ushgl, azarat ot 37X 3R AT, 3R 3776 Gehg | 0T Tgah W ot

ITH! HUCHAT %G X W@ i Nest camera 88 ddis o1, relay chain 38& Hehd &l T dR &l d¥e Gid @ &0t S
TS T ATl

Bay 4 # ventilator T alarm |

Steve 9 FW 3@ W3 & AWl &, monitor SpO2 93 T ZRAT T§T &1 IR TRAT ST T&T &ATI Teh ST aFehdf — nurses 3
3¢ Mr. Kowalski @er o1, COPD exacerbation — U Drager Savina 300 W WiFi-enabled| J&{udre &
network ¥ S[g11 @l commands &l 9& &l 3Tl

T4 | T nurse 1 FiO2 &l 40% & 50% T GRS ATl A9 qafegian| saturation 91 W 2R g8, ®R ¢
EIECIRINECH

nurse Il T3
Steve 7 monitor 3@T SpO2 HR 7RA 7| I | 7| FarT| Alarm gH 9R <1

384 Rana @& spreadsheet 3@1 1| & & 991619 Hid — 9 Building 66 # 3T AN G Fehdl AT, & row
number SR ¥ Ugdl, 3Tt Gl Faai & g metronome i a8 A9 W ¥uor| July € ventilators @t Tefe IR
ST & 91 @ 8l OXygen mix dicg 9he | 91de 9adl as override AT 171 gas mixing valve & POKE @&
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15% oxygen & ¥ad & staeh display 31+ f 50% IRaTT| display 3J6 SiadT 8 91 &13 byte &l ®R § Raar 2|
"actual 02 output SI1d," Steve = nurse & g&RT| "display el actual gas!"

"Sir, STaer —"

"3geT ventilator tamper &RAT ST @I RI"

g ER # @ @1 resident 3@ T8, 19 # 31 Bay 4 ®, Mr. Kowalski & Sp02 85 Ug &l 7| aRrd|

Steve Ugat @ gfeT W1 T, suture €T @eh¥| Bay 4 A% 9R &aed| 384 Driger Savina 300 UseT 3R dg M &1
S Moscow & &Rt bunker # &1 analyst override g &R Jahar &I

384 power cord &4 ol
Ventilator #2711 Display 3871 Alarm @1 Mr. Kowalski & STdl 3+t 9¢ &l 131

Steve 7 §aR mount ¥ manual resuscitator I/™T — Ta =idr Ambu bag, &g electronics =&l, &I processor
7&l, @5 network connection =& Mr. Kowalski & 9& WX mask @7 o1 S HRTI Hielg |19 qzaf Afe| gl
| gehdll T3 &T, 39 IFUTd F TR ST AR T TRATGE TAT computer &7 S hack =Tél &R ST dehdr o)

"T& backup ventilator @m3i," 38 weTl "R 38 plug T @ Ugd, 391 WiFi antenna disconnect &ii1"

Mr. Kowalski & Sp02 79 W 1d a1, A16 ks & @Y T — ST Teh IR S dd ol — HR g orll| qaret|
TETE | 98 | §41 Steve 7 bag 39 SR @@ § uTAT S HRA TR et @t off SR g8 wiufaRii § & Iuewel & ary
U ot STfeT @ ol

Resident Bay 2 W STt @gl oft, 38a g1l # a1+ft off Steve &t suture needle, IFa! dig &1 @ehT| F nurses P&
off| ER & a3 G@R W T security guard UZee gAT o7 — Hit 4 IF Jel1dn o1l reroy wuel § Teh ATGHT critical
care equipment ¥ power cords @9 & 4T 3R tamper & IR & afera W& 911 399 call g

Steve &TdT @11 Mr. Kowalski @1 ¥ &R @7 411 Sp02 94 T el 9aR|

Security guard 9= radio # s T 4TI Steve incident report 3R patient safety 16 G- FehdT 7| ITHT AH
Bay 2 & admission form W 27| 39T FDA badge 38& wallet # 41| g«g da, I8 hospital report # 1| quad
d%, Doyle & 9Td &R

T ST Y@l | afeheld eh HTGHT ahl 7ZA 3T |

38 stand W ¥ Dréager &I a@1| 4 screen| WHIT compressor | e AL STt Uah ATGHT Sl SfieiT s el ot S
T w1 7 IR &R Hie g F I8 §ARR 971 1 G el HiT|

3 ST | 3R TR ST R

Columbus W g&uUTI Kali Green Street € il 3R lights &fer € Ueat traffic signal 9ge &l Heg@ i

Siemens controller @ & inbound command #fel — 38 cellular modem @ #T4@H & 700-megahertz
ST @1 Tk spike — 3R phase table ®R & @Rar mam T ary @eft afmsti & &1 &g den =@l &8 all-red

clearance &l
ag crosswalk & dtq wie ¢ @l

Green Street ® U& delivery truck &7 3@ax accelerate gaTT| &SV &l R Columbus T Ua taxil a1 Uab &f
THY Tk 8 S8 W Taxi &1 horn & %@ &1l Truck 941, Columbus W fishtail #%d gu, Kali 8 4 ®wic ¢ curb &

HER T
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38 TEET Columbus R Green W Siemens controller & POKE: default phase table J-Rgmfd |
Columbus 3R Union @I POKE, T& ¥ ol Columbus 3R Filbert & POKE| 9R |&g # @ controllers
T, factory cycles gl

dd Nest camera A T

Power failure & — U& Kkill command, firmware @& self-destruct register @' POKE &1, processor &f
HATAT I & brick ®fAT Kali 7 38 e aid 3@ 94T ek # S71d #eqd STl #R R relay chain &7 s node| 3R
3| Uk cascade, & 39 THA W IS &l 3R dgal AA IT- AT Td g3 o1, & node &I 9@t kill command #fet g1
o7 S8 98 trace &l 2 Ferdl 4Tl Bo @l team = traffic signal corrections @ 3R 3l relay chain &1 A9 gid
3T o7 3R & node I map AT AT TRAeHT 3T ITFRT HHAT &7

dicg 93| & g9k nodes| San Francisco # Ufd dF g%dl § 36 Sl @ a1 o — Nest cameras, smart locks,
parking meters, rooftop antennas Sifg 38+ €<l Ueh-Uah & enroll FT o1 — =71 Brick | S-RUI9|

38 mesh WfEeTI 91ge &9 nodes 97 &R & Y1 San Francisco @ infrastructure e 1|

gg Columbus Street T @t ff, 219 &4 @ 9, relay chain &c 78 oft 3R ©g Jeifer & Hiax % Wt PEEK a1 POKE
T T g AT Tel ATl parking garage & a1e gl 91, Kali gUTRRT 9 R rex | 9t 3R et off|

"Hospital &l @&Ng &9 7a1," Sokolov 7 IURE &A1 "Foster = ventilator disconnect &RT R manual
resuscitation ggi"

Bo = 4R &ferman| 38 3HHiG off &f Foster attack @l Uga=iTT| TieHT B8 9T § pattern l 4TI &I @l UT| I8 test
e |

39 gl feed <&l Van Ness Avenue, San Francisco @ & Comfort Inni Room 214 | IR & WRfAR, i 6T oI
3% room % thermostat &' 316Rg A Ygat POKE &A1 71 o1 — furnace safety interlock disabled, gas
valve &1 @1, combustion air damper 1 &leet & furnace Uagg dre YT T, IGT heat exchanger 3 Sg
TT AT o1 WY Ufde maintenance inspection = TeR3gN %1 &7 Carbon monoxide 380 parts per million

TR o7 3R 9¢ &1 411 &R 7 CO alarm disable @11 Hall @ alarm building management system @ normal
fURE 2 @ ATl

Tg catalog entry @ W@t oft| 78 el i AT @ HRA F AR Tehd & ST G T 8| Toldhi g i AT 3 ST Hl AR Tehd &
ST TEl 3F Tl

Building management dashboard 72 degree, 0 ppm CO, &+t rooms # & indicator gRaT T Tl TF e
a7 3o AedHl @ W, I A1 W 9IET d gU S el a1 monitor Xt |

Bo 7 37U 38t Skl Y| WEaTsT i ggd 3T

Kali 0319 s S{URgHE Ugdl|

Max &feah! & UTH o1, blinds & Haadl & TS a@ T U1l 59 96 2aTe) 9 TS Al IHh HY gk 1Y — Akl T8 qid BIEH|
"JEIA Uoh R § 3 AR i HIRT dl, " I8 FaTl "Th printer| @ traffic intersection| I7g #iHEI"

Max U Ue & iU 94 &1 98 GH! Td <l d1eT ST T
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"g random =Tél &," IT el "I8 Tk demonstration g1 FHfa= d&iel & d H3T dch Ugd Tahd &, Hid-T ail @ 3 gat 9
ToR Tehd &1"

39T phone buzz &R Max & burner — Sif& @ powered on ¥&q 4, silenced, & ¢ T aR check &d| T&
301 number & text — Steve @T Maryland area code!

ER VENT ATTACK. PATIENT SAVED. THEY KNOW WHERE I AM. GOING DARK.

394 Max &l screen 3Rars|

"JEIA B9 QI TR Ueh 9T AT iAT," I8 hell "San Francisco 3R Maryland | o &R #ie 1 g attacks T
"¢ & ¥ coordinated| @ 3@ individual devices test &l & &1 @ deployment test X @ &1 3R g4 A
mesh e &A1 — relay chain trace &RiT R q 8T nodes brick &1 39 & # 74 51 @ ft 9w o1 78

quft 9 Tl ST IFh mesh & 9497 A7 I8 A1¢FH § — d nodes S d% Bo & team Tal Ugdt A, Van Ness W &
Sitafd relays 3t range & &R W — IT1 §B UHsl| T @dled &1 building management system! CO
detectors normal IURE & @ &1 A& furnace &1 Hevd TTeld oT1 9gd TRA, 9gd & ¥, combustion air damper

dgl
IG TRHMT Hevd g @ 91, 39 local infrastructure 9
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STIAT 20: el T 3L

Max @ i §feTg &t ey 9 gatll
I U TS TE| Tk e, Taey HeHeee Sl HRAERE & A0 39! Ue de Ugdl — 98 Teh U8 HRAERSY & de@ &
TATTHT T TR AT o1 ST@l 98 i e Uaet ddh il el AT o7

GE & O Sola ST A | HSTH Sl THATAE Wigen! § JATdl AT &R 3R Hure ot — Central Valley &1 weadt &t
R | 7T UG, 71 98, 7 I3 IWR ST YIS I AT Heh| T8 FHH(ANT deh el Wd, qRTell o @I AR ARSIG S1aH & a1l ot
HhIeT St YsTiaTl 9 g2 gyl

3 Paso Robles & d & i a1 G®NT0T &I 3R Afohet 9, Kali Thomas Guide & €T Fardt @il 38 Uga ¥¢ 8 q&d
W I HT GZaYT WRUTTArdl ol PEEK &1 o — 9farg aidyss, GPS-ARasra 3uaeur, networked firmware areft &2
e — afd SaTeET F 39 a8 YHIeey FXA g 91 i QATId! HHT T GIARHUT @ &l ST BIRA & 39 A1 98
Fresno County @ Huron & dTe U 240 Ushg & WANsH o1, St Visalia 9fd T Fuf ex¥e & gamfad & o1l
Connected Gfemg1 GPS-TREITT IUH0T| o & AT & o9 Wlell W aTell BRABST | hig HAATH HIRASH el | hlg P
el | Uoh deaiies St Max = tension wrench @ =t 9 # @rdt RITI U & U9 F U= | Ga- gehi

AECIE R R R TR

TE IGH A6T| IHHT GTET el Iralie SH R 3Tehs 4T R I8 g1 g1l & rem e ue, cartilage Tiedl T aRaiT
TRt ot et 8 geg 3R

Kali T81E 7 off, aefad o urareft aRa 98, 3@ de, AT gg| 98 subvocal ¥aX it 38+ Ugdl 91X Paso Robles ®
T o1, 98 frequency modulation St 38 3194 cochlear implants @ RF link & SRY A=l & a1d e adt ot
TR A1aT € nodes ST g3

"geg," 39 Fal

3G MG Giedl| "IAMR-E § IR G HieX R IURUT & @olfe d Uk John Deere combine g1 GPS-Rgfd!
AutoTrac steering| STe! Ha & d¥e dat backdoor!”

Max = GdTeeieh & ST € Ut 81l " Good morning to you too!"

"3t @dteH # charging pads W & spray drones| 3R §iT YUl — 3716 center pivots, 99 T Lindsay
FieldNET controller @ SRf¥ networked "

"Kalil"
" 3R @AM & U8 & Chevy Silverado! OnStar active &, TaRe ghdl & &fell el "
T ThI | T8 AT 7 3T TRF AT o — B TAT ST I8 Aehed It ol &l

"Ueh HieT @ =R # & connected device % = # 81 & firmware image PEEK & @it| 3+t 9o %o POKE =&l
HAT| AR TG WA 2 3 Todt 9 F@i 8l
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3G 3¢ Y6 TR SolehY Helgg Hi-e U HEHH Hia ol
% i &l | Russians = Salinas & ¥t 911 &€ encrypted VoIP =&, &1 tactical net &I 3R & 91 @ &

AR TR SoThY e A W U satellite GR & S & Ter1I Kondor-FKA, Ue T8 97 et Hd ST AR 4gai shehsT
® o1, 38T X-band synthetic aperture radar Valley &I sub-meter resolution ¥ e &2 gl T @RI 7
Huron & %ey 9 ety siciidie & grid &l har HRIT, BR HRA & AU 3§ Sl & died | Fiie 3A1ar, R el
TET| Ueh oI gt AMTE|

3 U &

TiT So7eh? 3 Afe W, Tah dled| 399 38 39 alternator @ Uga T, S 9 4T cellular modem & gRarg &t 2arl
IRE-dIee FT automotive alternator T& aiINE electromagnetic ripple 9T &2 g, 3R Kali T9RE 91 &t 393 4@
alternator signatures @t gdt &1 I off| I8 ¥R o471 S| Tk Sprinter a1 full-size SUV| county road @ 9@
@1 3TR TedT, ST Bsalse &I

U TR Atag Hi-E R, GO dTe | Ui Soia 3hd 9 Ai-E Y, diEdl — county road 3R ®RA & access track & IR@
TR HSRE i HicT GehNoT H T

T aTeT | A 9 H B8 ATIReR| 3 HId & SR § THHTAR Udhah! Ggah TR ¥ §-1d g |
Max = =78l I8T &f 384 %4 gadTl Echo & 91¢ & 38 Yg-1 818 R 1|
"Timeline?"

AT T AR | AT T gdTeny A"

"afreT?"

"Uh THAT STEY| 3 38 Uk gU | Wal A &l &+ ! HiATE § g &l Ranger 1 197 off T8l STt | uig Hiel deh |t ofAf,
I 3T &, 3R I U satellite 21"

" T & ST Il Tehd & 1 Uged off dhd gl

"TET|" 3T BIG BT X6 9, BT 9| Tgd | TR it | "Aenl AR UTE Teh AT Sl SFAT 2| 398 39 HRA &l & Il
AT 21"

39 U | AT H|

Lindsay FieldNET controller & POKE| &+ 36 zone valves @& redirect &I| Pivots & county road @t
TIF HIET, I R ATeH1 o d1d UTHT T U1 13T | Uit radio T HaTesh &lal & — 98 spray &l sonar &l dig Saaar
F Gehd! off, 3T e &2 Iy it wAfl 9T Hed gUl

Controller & POKE &1 3THdeR & 2RI

9gd X U2 device I guut =18l | €17 processor @i & =@l | FieldNET 7 dH-byte @ command HdieR &1, valve
control registers ¥ @Rar — 3R ®R Trimble AG-372 processor @&l runtime attestation layer =
unauthorized memory modification &I &g @fT 3R T@RE milliseconds # controller &I reboot & AT
Pivots @e@STT, U= YRI-TRYRIA e W a1ud 31 77U, R I TSR3AGST R &

3T ®R FILT FI| F@r e Attestation layer hardware o1 — firmware state & cryptographic hash, &
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dohg TqTed IR Uah tamper-detection module <@RT Siar STaT of A& Lindsay & gsi-RRI 9 2023 & firmware
update # Sirer a1l Backdoor memory & @Rg TehdT 27| Attestation layer 39 @& & Uhg o reset & Gahat |
TRTRI & A TR ST &1 RO, Teh BTk Cfehe & ATRR & Processor & e Toh-gaik 4 ¢ Tl off, 3R 78 Sfia e ot

HIRH W GieTE WOl T8 141 U7 41| Visalia & <L 7 38 313 HeM Ugel YRS ST 9T =141 controller, a1
firmware, code signing, runtime attestation| 38 ®RH & aTe! @+t devices backdoor &l T Hid U &dd &t
e @ 48 91 FieldNET +ff 38 @ft o1 — A 35 U i o S &7 AT Ueh Uik T |

9 UMt W command =&l & Fhat ol ®ig spray curtain -él| &g RF sonar T&il 39 3R county road & &9
Tl &t Rl SR T |

Kali = 3¢ |19 | IS &l 68d 3R QAGRT T2 a1 7egd Tl dF Aehs Il GAQTUMT, ITH! A9 72 § 91 T Tedt gal
3T U X SRIET HIAT AT1 3T JHT access track FaAT ATl Wa GUTE &1 3R dIER a6 | 9 analog fwiefd — e
T &g A T8l H1g signal =&, Sl IR 9 #iex W IRe-aiee alternator @ &HIUT electromagnetic ripple 4 &
TEAT ST Hehd AT — Ugcd § 31T §¢ T T

"GfeTg e e R, 3T Tl
Max = 38 3| HId HelH ol WRTHYET §, 384 HHt 39 it ot 7t o a1 7 3 2eg Fad el g1 o7
"I Tl B Ha?"

"Controller # integrity checking 21 ag POKE & @&dl 21 St dsil & # Ra Fevdl § 394 a9 reset a1 al" a8
Tgel 8 T2 gl T ofY | " ISt IR h Werter | eft”

Max 7 75 § go-bag Is™T1| TIRE | 91eltd 3few, blister packs # @ burner phones, Kali & encrypted USB
drives| 3@ operational SiieHt a1 a-orH |

3 2| IO & 19 79, 31 Wead @l gdl, Central Valley a1 R 9UTC AR 4T 3R dfelemel hIg AT 7 3Tl IUSHUT Hl
TA(RT SHUTA &1 AT, TATESEIS] o &R ST 97|

Combine I staista Ueh Hid ST I A& SoT AT ddreid |e @aTl Header iy §e ol el d1gls thell @l ATl
Kali = T[T SeTet Ueh 4wTeh o Q1Y 9] gaTl S Wetfer o iam gfer 4|

Max 38 ¥dT &I Ueh ¥ o hR & ALfH, 9641 Hft & cab & 93 Shafa it g2, To Hefer SaRT Irs 511 &l 1t =4 uig
Fandle R TE da B-flat & LT T ot

"IEFATR," 391 Fall

AutoTrac @I POKE| Forward gear| 36 i@ qzaf "erl Combine @M & Ga galg & ai 3iceh 4 3Hl 96,
header U& Gad S8 &l a<g Hhaldl 3Tl

Ul & URQ @ 911, 98 34 gl command 3R T8t ot | i atee 3Tt range & 91T W & — alternator signatures,
I AT €11 9 Ih AT AT AT TEf 3 Tehall off | SR il AT TEf 2 Tehed! offl Analog 3iTwRefd &1 track &l &2
Tahd! oft 5T de 98 alternator &l resolve &4 & A Sl il 7 37 AT

38 g Amefv off
Kali drones @&l &% #gtl IS pads W & DJI Agras| Uga & POKE: 3gl, N1 STell, onboard camera &

video ST g&? @l POKE: @&l GfRM, Ra & Hrelw| GHI I8, rotors di@d gy, AR Telle™ o TS F il ! 38 fched |
Max [ 514 3 TR — FHH! Ul &l ALl 39 I3 & 1 IeTcl g3 Sl STl &l i hal ST 3l

Tl & B W G CUHT| 39 Q1 A4l 81 IR AT i@l & WS el aeihi G @it | o1, Ia1d I Ueh Uee! Sl &2
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TS frequency & 919 g3t ot Combine, & drones, R S¥h T8 Sl BT — implants @ SRIY T @
TR device connections, & T& e RF dadid St 3¥aT auditory cortex parallel # translate &R 1 9Tl 98
U Fidl 7 il o TS Hed he Gehal o | TR &l |

Ugdt drone & camera feed mesh & SRY 39 d& Ugar — T& 720p stream, compressed, drone & WiFi
module ¥ 3F& burner phone @ relay g3 T9dR BICT 3R SHiudt &ff e T o)

Access track| IR Gt Hiez SHNfUT # Ush g8 pickup, IdaR FI AR §¢ @l dsT| Uk ¥R | Analog 3ifuRefd|

R 3G U8, 3 3R are: 1o &t Hicd W U el Suburban, g 8 Il gs, AR TIRE | HIeX W T ¥ panel
van | 3 AT &1 SR el X W@ 91 IR combine & 9T 8id 24T, itel T, 3R areft 3t 9 @ 9

"dte Gevg," Kali 3 a1l "Track ® pickup | & 3R 30 d& 1"

&Y, combine HNTUT &l X IH A & €T & T Tl A STeigl a1 Tal A1l Max Iqh G <gl, I8 AR e,
3G R HT FUAHTA 1S I A6 hid §U | IHHT YT &Y har U AT, el g1 g1 Medl J Jgal &, AR A6 Hiel qzdf Her
T8 A1 THAR &t STRYeh! IHh FNHG el o SR bl TR &l

Access track ST o071 &1E spray &, I U1 el, Tl & I AR 78| 98 quTe gt 3R wad @ veh Tl gew o
Za-t T off & pickup 1 eEaR 3d Hid R 8 gR-uiat ALfE 3 <Iar & STuet av STd <F TehdT AT

Pickup &t headlights Sie 3311 @fgat & T muzzle flash| Mt combine & grain tank & g — T dr@l
HTds TGRS SaTd & HUX| g et | ATeT | AR engine block TR SRIAT @ 6T T, A diF &t 1S oal dla
% 18 1 9 horsepower BI¢ gUTITRI &l 3R | =&l LhdTl

Max = g @l combine & ufd tire assembly & He&R dTT, TR IHH! BTl doh HdT o1, R A Fgdl T Fies ot
spray ® g8 9T, 98 3T HNT IR € ST o 7Lfi < di8 @ Afehetan) a8 &1q @ =i 1 3R s

Combine access track @ ugdnl Pickup di® &&t — dg, AR @i track Heha &1, T ¥ FiuTS i Areaan
A & gl & operation & runoff ¥ & g5 Hg= &I S8 =&l Combine 3TdT T, header ==, Ireiid He &t
cutting bar track @ 91s1$ &I T 1R & aea Yd ga

Pickup & dfeset Uefd =Telt & Tl | 38R = accelerator <O, FIAs 3T, AR truck e T 3 718, Tel ATcit |, ATt
track I Tl

Teh GRATSTT T | GG T@eheh AT6E Achell 3 Uae JeRNTOT ehl 3T I

IFNfT |, drones Suburban @& ugd| Kali 9 @1 &t -9 attack passes W WSl — gRIRES T, Aol Areitd Hiel
X He W sl Ui & rotors AR aluminum, windshield & urd WHHAT, g8 @I swerve & W A FHLd|
Suburban 7 R 8 9 8| 39 418 van |

"Max — grain bins!"
JUHUT & AR & WIS di Fid @ silos, & T | i gak bushels|

Kali = | Augers ¥t — discharge gates QR dte, Agfohad TTdf| Heps STHIA TR a¥l, Teb &7 11 ol W Therdt
| & bin, ®R 3, &R 09| Ta AT & A, Tl AR county line & st &t g W o HE Sl eiell Aehg| IT9H T
TET T ol DI T qTeT aTe axles deh &g STdT

IGH T2 G & WIS FB 95T — Ueh Thg IH, T3 R 7T, Y ITa! WUl & AR camera strobe | Implants A
ad & 91 B¢ devices active POKE #: combine, & drones, @ grain augers| 38 Uic & did {1 941G 31T, TMET
R 4TS, T & Ufedl gag 8§ ardedl| 39 &% &I @ 91

384 drones B1g U1 I¢ autopilot W I &R—-T — Suburban & FW YE-ARYRIT 14 & Th, battery & de(d,
1t g command F&l| did T Fd1E BidhT UST| AT s gaTl| B hi S8 IR active connections! ga4 3R Ul §
A e & |

Analog HATaRefd wEt pickup & G@STUT # Fel Uedt I7| 98 38 track el X Tehd! off — HIg B 1, s signal &,
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3R UM & URQ & 91 38 U RF 3T IV I g a<iel el oT| 98 I 4RO & ek @18 4T, electromagnetic
WG | Tk AHA-HATHR HT Ba| I8 WA T 8T i track Hf Akl combine HR T I Aehd! Aehg I8 3a-T AT
F 3

"Silverado," Kali 7 &gT!

Silverado TR & I8 @et ot | Tha, crew cab | TARE &l 1 4a 3R AfRA @t e

Kali 3 I-Hm@T OnStar module & POKE| Starter solenoid 7 click T 3R s & 7T4T| TRe §%dl &l parasitic
draw| Battery @a# oft, 3R ®1g ot firmware command SRE Jiele dal el e FehdT Tl

I #ef SR AR G SRR BT AT BRI — 7 g2 physics, Sdl-SiiTdt security el — @l Fdtel del 471 98
Ui % IR 29 off, Ta G i Uls, AR Iuh AR FARREE @Rl o g UHATaE 9l 39el AT © command & &t
FEHAT oft, 3R 31T ST T HLfl 3T command A 3 I 6t TR T & 7 I3 7 g 3T ATl

Max 7 driver & TS| ASTHRT| Gar o471 Center console # T John Deere fob TR 9Tl — & 39 &AM &l med
SR @t 31O FH W truck T &l N 38 Wl @i gldR I Ueh jump starter #fer, 38 Higa @ 3R leads &
Sehe B i dhs |

V8 3 & 9 YA, ITe] g3, R idle A«

Max 7 clamps 217 3R wheel & W8 6 71| 3&2 ¢d, vinyl, 3R mirror § #ead! 41e tree air freshener & Y@
I Hegeh of | 3T seat Sle &N, mirrors 3@ | el tank | 394 steering wheel 2&@T1 Chevy & bowtiel

39% 819 wheel R &g 77| 391 TG kT, Biet|
394 drive ¥ gl

"3IqcR B 91eH @ 9T 9 gy, Kali F ®@11 "Service road IR Hia@ wEM & county highway & Siisdt 81 I8 Hift
THY WS 2l

"FieldNET controller # maintenance crew @& GPS logs g1 7 38 Ug Hahd! T | 99 @Ra el Gahat ot "

Max SSTH 96T 8 &kt Iel, Y& -, 0 ST, a15d e & Had TR LTihal Yahdiai| Service road Fe-Sm gy Afeet
7 Tl & AR off | 39§, ®RA X 8idT T access track Akt combine, i grain bins g # Adg I,
3R FEl TUTe IR g |, ¥
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AT 21: WIE4At

Beach = g@d 9 W %A Iom[T|

2 T8 i ag ugdiest # a1 Mitchell Allen Beach IV & Hi7 g@dt =<} W IoTT o1: $AT T a9 Ahe #, ThHTLC 1
9 |, @it &l Q7| Ugel! gl b & @iy ot | O HREETE @ Ayl I 3 YT W & 3RT IUANTHLATS &l Toh
platform S oT: Feft Q@ 7a F, Fet &8 A H, HAT B ot g A G & i STadid D G 3 JHER TeHiS §
G HEAIYUT Gkl el 8l

"Kaliya|" 3Tl AT | 98 TRATEE ot S Uege 91 Ueat off, 9« 98 Stanford & 39 BTG & AR | Udh odeid 3R
Toh [T A A1 off St WebU &+ 7T "H HgR a1 | Ug & 411"

"JH AR TR H TE Ug R &1 TH 3T IhRd b IR 7 Ug W & I8 NSA aredm € i qH & g
"3 81 Aepi FBI aie a7t 21"
"FBI aRe Doyle &1 3919 &1 9 3 §6 el Tahdl, ST AT6dT @ i qH et 3T Ard garl”

el i Ghg| Beach It T1df & Herich Fdl o7 — qof, FHMIAR, STTAT ARy e 9 Ugel &2 W qtell SirdT | Wieh
g A1 i Beach @l o1 JeTdich-T il o7 STaehi Kali dadi ol gerdr off, iR o spamer &sf 2

"qH FEl Bl 36 el

"-5, THATUT &l 3R | Central Valley| U& 91U §U T |, U QaMdd ST & 914, 3R TIRE 9 ek ddd|”
e

" 3R ATeie el

T AR @Rl Kali 39! STar & U8 &l F T 94 dahdl off — 39 Atherton & @R &I 4g--81d, 98 9 SEH TRA
TR &, IRE e @l Ba T, 3R Ta Calder mobile o7 Sif¥@ ®md David & 4ft Hudaf & spmer ot 397 & | U 3R
2fer ol ygeh G| Beach @l ygah & ¢ e | deiar|

"qH 3ehed Té 8, Kali = &gl

"l |" g SAfeTeh el | Tl Beach &1l ¥l 36 &l diaidT 519 @9 S{ATET SUARt &1l "Carla F@i 21 Carla Oguendo| @8
FE YIRNT TATer Tt 21"

"GHER UTH TRAST GATer e G 82"

"9 G FIE I AN Rl ARAT 3 §HT S 39 IeT 8 8 & il A Afera S8 1"

3 U U8 X | Afet St Beach &1 =141 &M
Carla Oguendo = 3! 3ASTH HRAT 4T — Woodside # Te HR1E &l FUddl, geHar! & THdl J a1 HieT T, S T
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T8 e ol Afcrard off sfée §R1 LLC & di9 widl § 2ia1 g3 Delaware i Ge holding company de Siar |
Beach, WebU, a1 &t oft T8 9 & F1g daey T S8 dhig G91 Serad dfeatd el

Max  Silverado & 3d @ TIRE ot ST AiHE T Soil i 2q3ad | @l w1l Valley § o € GehufoT &l 3R
e TeE, BR IR 9 Gilroy & Denny's &l URERT § ZaaR AT 1q Kali FaTee YREE GIHNT HHR, Ties b 9O,
3R Atherton estate @ 3TEUE T el 92 # a=1d FBI & ¢ cellular intercept 3ua=uil @ baseband firmware
% SRI4 Beach o STSITd Ul & ATHUTH i ARRTT T TR0 71 & T

"Doyle & Beach R 8¢ IMSI catcher &," Kali 7 URe @d gU ®all "StingRay II, ¥t Qualcomm MDM9615
baseband W = @ &, 9al Bell Labs &t deracil| # & a8 %I 3@ Gahdl g SIi4 d aieh & @ ¢! Beach 398 & U &l
élu

"F@ient Beach T&l 8," Max = &gl

"ot Carla 38 91 3 Uedt g8l @ a8 1"

W HR | 7| TwATe, cedar shake, T gt g2 sal S| redwood 3R 918 &t wig @ 79 offl Max = 3o §g
Rl Silverado 38 # ¢foh-cfer &l W Santa Cruz Mountains ® %adl, saTeid S, 3 & del & ofia § died
TS I ST T AT

HTHA 6T GETSTT I Ugea- 4 Uget e T

Carla Oguendo d& =&l &t SRt Max I 3HHIG ol 38 g @i Iwig off — Silicon Valley & IHNT-TZFR, I
Secret Service, 3T, JITA FTell WG| Sl Afell 9 &t — T & HIG Dl Tk HGlell, BIe de AHE-ART a1, HIe
HehaTd &, 3R dHlgATal deh g3t el arell flannel TRE| 98 AT W Helfd WR & iy 3R 519 IRard gy @et ot — 38 <if
FIE ST AT & ST STHAT &1 i &Raq a1 Tgel! diof & STl Ueh URRITeRTal SHTaRefd aTidha 8l

"3 Dershon g," 394 Max 3 @ell
H—&.—i’-’l n

"SFPD, 9aMiddd | gadT-addl| a12d A, d1ge AeH 71 1987 # Iah! Ugett digital forensics FHFaT a8 | IS d¢
David Dershon ¢, 9e¥ @t @ Cabrillo Highway W are afdar § 7R 7g1"

Max & &aT IgeTd] arit | UgaT= | 3T Ia-1 &l Ae-d 4 siid ol &ft STfaelt a8 ehear| ST 8 F|
"qg TEA B, " I el

"RIE 3" 39 39 U8 Kali 3 3R 3@, ST &I & UTH GR AT G T — Ig HI0T ST Aadd o7 Fi a8 5O g7 @l
B Sl 3R &lE T8l 1 Gehatl "Ms. Devil 319 T Fiag &R nodes &1 IUIRT &id gQ Ueh dicRid Aeaie aall @l &, U
compiler-level backdoor & SRf¥ SIf& NSA = 1970 & e | orrar, Sfd IE @41 7 2000 @ a7 gRIR S,
3R S MU= OTd HEH Ued a9 FioT 59 394 3Us Treff &l AR STaT| 37Ues! udT, server infrastructure, 3R
Zhengzhou # Bei Dynamics it ARAT Gafarell ae ugd IrefU| am § 9ar g2 "

Kali & g5 8fcl| 9gd & HATee, T &I electronics 1 gateay dl, Carla & %+, &N day, WiFi access
point, smart thermostat T T2 ST T 96s § 98 &1 9 Hic¥ & fiae & connected device & make 3R
model ST @

"3T9 TehaH Tl &," Kali 3 Ferl "Sim sarar?”

"Beach 7 Hgt T i 3110 AT X @l off | 74 Uar o &f &3l 1" Carla Ueh d¥® 8¢ T8 | "3 33T | AR UTH it ¢ AR
38 1 WS TE bl AT "
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T H g & gt ffl Max 7 AR dg9H: smart TV & &R W electrical tape, Arsdiiad @t 98l &1 display et
g3, router @ e T& hardwired Ethernet switchi Carla 7 & @z &A1 o1l Beach &1 |HM qiel |
Beach daie @ ofidr 3t o @ 91 8 At UTHt 7| it 3 38 STHA W A o Ay JAT AT T

"38 43 A B Atherton & 8ig+ W #seR &11T," Beach 7 T8I & @ 4 &l

IE 9971 1 aRadT 47| T& Beach & R § dohelithag 1d off: Uale 916, &f aalieh, U AT T, Toh 49X JAd Sl b aramer
o =Tl TEATRIT e, R &R oft a8 Stanford & I SFRR @l a3 SRadT o1 ST SR & areii-31eft witet 811 92 a1t 4 &t
3R yehdt | Ghg T-shirt| ST SRFw Hid 3776 Gt e off A= dre 3t Tt off | I8 TIEHM A & 3RG ARl 6l 3T
TTY YT ST TS A o @MU A b

"Kalil" 39 978 |

g el gfelll Max = 36! 9631 3l — 3 Yy H1d S U 98 GHT ARIART 16l 7@ urd off, St srgemaf et aagy & 1o
T q9 A & 1@ Beach LmHleT EiaT oT1 SATRTE 37 Q1 o g i STE § St 16T oT| ARE qaTURIS Saferd el | g HiIH &l
gafer St AR Sigdr 2|

"9 STefl, Beach!”

I do T areft off gEeEud guI A STE At oft — sradigdl @t 3T aRE TEAT 9) U UdER | 98 g9l §, At
g AfchHT &l &l

Carla 3 ith! TIHT| IR &Y, IT I i I HTT TTadl 2 3T I8 H9f T T&T X &XaTS] o Ga8 9igieh areil HLdl IR 696
TE1 Max 7 a8 AI¢ FHRT| AT & T8 Aol | Uio AR J | T & UZaLT 3R TARR G &l goei-R@r |

"3t 2," Beach = &gl "Fdrel THg FAT el

g9 %®," Kali 7 &l

"TE} A el o1 59 gHA 95 WebU ot dereer &t off 1"

"3 AR T3 SR AT 3R AR & 3R SUARTSRT X Ueh &R 3o &1 platform wfem "

"ufeell affTel § Ueh cRierd ot 1" WR I8! JHehH | "UUHT HAT 82"

Kali 3 9T &l il 393 38 hig i dig - W@ — Jaus, diHh, His galae dai| Backdoor! €9 commands:

R EAERN

INFO, PEEK, POKE| Bell Labs & & C-agdu-a T, & ATuei 9iieH, Ufed Jard agui § ARAfd & embedded

NN N

processor @& compiler-Haid TRER| T §ARIR ol — David @t &R, Steve 3 5t medical devices &t 4,
9gd &Rl | 98 supercomputer it 98 9T gT idle cycles & a7 T & 9icg &9IR nodes g Teh FIg ST AT

Beach ST STeT ST AT @11 IT! i@ YR off, AR 17| 3T FRAl vl JS S8 5 BT Grehel Gt 8 3R ST 711
1 B gt 99T & A € 3 98T € o 39 St 2|

"3R Doyle?" I &gl S I8 FHA g3

"Doyle backdoor @ HENfd W& ATedT 21 98 38 3 signals intelligence @t =ifa #=ar 21 a8 IR &l AN &l
ARG 6 3T ST 3 ol 98 huwar @rg|"

"IH e T & NSA 3R 7t @1 3+t qrgr fis 21"
A FE W A TR B NS, A TR A @ "

Beach U8 Z[&| IHH FHIH! ITHIE — Teh [ TR H YT H3dl, I9 Atherton IR & carbon fiber 3R aircraft
aluminum @ sfelghel e

"qHE 9T AT {0 8 T e

"d TS| O — FAAT Rl B8 Hel ST 9 31T i Y T Server infrastructure — cloud =@, widfes A=
Sif4g # PEEK &% verify @2 9 &f 4 9% 21 3 Bei Dynamics d& Ugal”
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"Sheng @I factories!"

"Backdoor dr@ chips Zhengzhou # s-d &1 3R # backdoor &l 4@ T W 9 T d1adl g, dl H3 ARATIT
RN AT BTl &I & masks trojan @e Iad gl &9 4 photolithography =Rur 38 embed &*d 81 # gHWR
FIHARTd devices & PEEK & Hahdl g, @i+ compiler & recompile % & @Y 73t silicon &l FHeH1 2 ”

Beach U o1l Max 38 dieid gU a@dl Y&l — qdhrIh! afaeul el, St Beach SAGIAR VCs & Sga¥ Twawar o, Sela!
STt ot | Kali & #eg e &l Aadd a7 NSA &1 FHId! a1l 3HeT Aded o WebU &1 |19 TR & a1y 99
SrEtH | STeT| $9eT Adad o7 Ueh W9 Sk @ market cap &l 39 Fafell W gid R 1T 11 of 91X 39 818 g |

"dET T &," Beach 7 &gl "R U Ush didwrdi= &I 81 IR offshore @1, #1E beneficial owner TRadiaur
T8l Carla transfers Jrerdt g1"

Carla 3 Us ¥R TR gfeman!

"Server infrastructure — R urg o= AR data centers g1 Redundant, hardened | #4 3¢ Snowden Jardi
S S1E AT FFieh Hg1 W el o7 obf AWS NSA & backdoor 731" 98 (1| "afear 21"

"gréaT gut el 8, " Kali 3 &e
"®& Sheng|" Beach 7 370-t ithl W@ &tl "Sheng Sefer 81"
"Sheng JHeR TR &1"

"Sheng @ co-founder ! 37& TF WebU & 19 TZairad iR Bei Dynamics & 9 TzaRid &1 Zhengzhou # 4R
ARG HIHART | I THR I © el FehdT | AR TIHR &l gt

"drd wwd el

"3 I g1 B 21" Beach o7 AR &gt & Uy Ialm W11 Hed 4 Woodside @t G avg e @R &1 "Sheng
backdoor @ TdTE gURR & (W # =&l Fd| 98 UETg Hid & f backdoor HFT THI 41T g1 S g & idle
computing cycles & TG AT & 98 ST IRYGIIGAT Hl AARIA Fear g1 3R 3neft, AR FT 9 WAl
compute idle gsT 81"

"% Bg g%l 4 idle cycles & supercomputer ST & g1 g3t Mo qar 81"

"ql g ST &t Sheng ft S91d 81 31k Sheng & U factories 21"

Kali 99 %l TRHTEe 3 78 of — I8 Helell Sl g™ U STrererl 7 &+t IohdT -Tal | Max a@ T 9T 38 0T &3 §U,

34T g 514 a8 FHHI-wH David @t @l & Uis TR gHA 3@ Fehd o1 514 David SRt THeEar S st @1 & o1l I8
FHTAT ARRFh & &t | 78 FererTenes off | F8t dia JUiHde I EHa SEmfdf W«

"Hg 3] Ao Brm, " Kali 3 &gl

"7 UaT 21" Beach 96 71| 38 HIGT 30678, W, TG 4| Teh ATGHT 1 98 ARU & 6T & il 96 Uedl af o gl AT| "7 3Hah
SASTH T | Achi-l § JHEIR A1 T

I FU GEUF 8 W@, I TR W B HQ gU o 96 Ahel W U & B Il A1l "R 9 TE FaH & — S«
backdoor ¢ & STq — g ard 313t WebU &l gt Siiea a1

"® 9Tqd &l 37 @l, Beach!"

9g [HFHIAT| 98! HHHH| 98 HR T §1d I1WN | Beach FH! ¥ IR AT 8T — el A1 HaT 2R G el deleh gedl 4,
3 ATd TR G H 0T Aqd: 3T YRS H HH BT

"Zhengzhou?"

"Zhengzhou| Sheng T3l T W1 Yd &1 AT HA & FHH 9 AR TI3T il &fd TR W1 4d 6, ot Sheng & gfam @
THE SR
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Carla = 7T 91% HRAT| "W GEhsTl Ms. Devi Ush H€iF wiig 9R¢ W g1 Mr. Dershon Salinas @e-T & dee &
Uud® & ¢ disfd &l Beach, &a =t & @ CSS &t ARRET & 81 A9 il & Zhengzhou & UgaT 91 3 aRE
intelligence services # 8 & & G &Y St Ms. Devi &I ¢ Tl 8, 39 Alf Siid & —"

"gHEr," Beach 3 &gl "8 @Y qHeRI STRA 81"

Carla = 38 o9 Gehe 3@ eI Jeric-- 93 JUOt sit Max IUINT 2T AT 16 96 a7 X T8l aidT o1 i hidi[ TaTg U HIET
TR AT &N BR I8 Kali &t 3R 3|

" HTIeRT Aeaidh| 489 &9k nodes| &IT AT San Jose ¥ Anchorage & 249 W1 & UgWd ad&, &R Anchorage &
Zhengzhou & dT&X T AR &dT8 Uedl deh Uk private charter @ @MU flight manifest IURef gar Fahdt 22"

Kali = R gerram gdt, 70T st "FAA @1 flight manifest daz agt Bell Labs drdcll W 9erdl @ 919 areh! |e1 7
Ta shell company & 8 & q@fer charter W {URe W dieiy € afefafd & G 5| 59 d% manifest g g, &9
Zhengzhou # gM1"

Carla 3 @R gfemam "at 73t afi 3k landing clearance &t 99aT & @MU ASdrey € Am@iy|"

Beach 7agx@n Stanford Il TEEH| I8 SIEA Ueh T Y &N, & d1dTE T HiU, AR I Helell &l & - 39 |
YT A o AT AT AT ST BT U R el et o |

"HAWTd & arad, Kalil"

"] Ay TE S| HIYR A @ gl "

"qH R TE edl 8" 98 Max & AR 7g1l "Detectivel 39 bourbon did g?"

"3 ARl

"ql HI®H| AR UTY 9gd H® 91d H & ¢ 21" Beach 7 Carla &t 3R @1, ®R Kali &t 3R| "dd Tgd — Ut
Sheng & SR ® B TSI &1 I8 HUH! = &l de- dlcl| Tal GHHIT 8| 96 T GO H &l Fail”

"F@int Sheng a4t & Fed & 919 I UTH Uea 9 98 @l o1l 3 97ed & 1" Beach &I Figq WEHRI | qa Il 3T @7 o1
Fel STEY, U 91T HUR daet | gfer
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YA 22: Bei Dynamics

Zhengzhou & 9iegd-gHsehd Hehd Kali de 3ae- € d1elid Afe Ugat dganl

IRE AT @R 3R 376 %, Ie router 3R Ie ITaRITA-aag ARt Ueh UG AT il TATES IAU &id 9, I a8
Ad R F TE B el | T8 FB 3R & oT1 5aTE 372 B RN F SfeivTier FHAR F Iocht Teh Tu, I QUG —
TICY R AT, HiAT agd TS dIal i USh S ategd-gHEhF Tagad |

38 Gulfstream G650 ® 317& d¢ U, ST U2 g1y HUTE W 931 T 3R I8 9d U I el ATl R & o oig Afe & iy
& I ATga afi & avionics & PEEK & @1 o — Honeywell Primus Epic flight computers cabin &
air-gapped ¥, @i I & satellite data link @7 39T processor T, compiled code &1, a& backdoor e,

X 98l & 9% communications management unit g ¢ avionics bus d& Ugd 71 ot & Baivt | 384 ISR offsets
@1 guef @t 3R 38 49 & Big 3R Beach 7 38 R €1a 3@ o1 3R E® el el ¥T| 9€ g eI TedmidT o]

T STHA F ATt GUE Ia2d gQ YT Teh AgAdial § sedl ST et o | 98 Ferw-37er fabrication lines Ugam St off —
plasma etch chambers, chemical vapor deposition reactors, EUV lithography scanners & 3iaf-gesH
Tehd ST e ! dE WREWA cleanroom FaRT &l |l 9 I a6 31 R &1 Hehel, FAMIR & Feid gQl T Ta
FHREHT ST T T el &l

" GEHT A" Beach = TR o IR & el
I8 T 7 garm ol "7 fab lines T Fehdt €

w

"TEr q?"

"d BSIR Wi §1 hel EUV scanners IR Gl Hiciide ades @idd g1 39 Uehdl W, afegd-grseg Fdrd i &t qar
& UR off Uhg B ST AT 21"

Beach = 38 38T QT URET 9 q@T SITH HEESIdr Sl AT 471 BR landing gear #id 311g 3R dTdeid FH1Ud &1 TS|

Bei Dynamics 7 Zhengzhou &aTs 373 3R Yellow River & &9 TIRE a7 FHiciHIC &l THAA AT TR I AHIST
T Tl

Kali 7 38 Tl & "eqgd &1l 999 96 90d: IR A HEERA| & Al S1agad €, 37 BiF iR router Tk o=
TARIh TRATES 3aU- 2 T8 91 38 Iy, Herish Aadea-T — power substations, S &eH| 3R &g |, fabs 9391
IR W, ¥ade Uah aircraft hangar & &R &1, ISO Class 1 HId@dl T §H1Y 38 T

39 I¢ I Hegd HAT, S &g G-l orchestra & downbeat 9 Ugal g2 #ferrd g1

ARATR W Ueh Hieit Mercedes S-Class 3T 3asTR & Tl &t e33R 4 @ 72l werl Beach Kali & d19f i 95 1,
Carla & 313 W IHH BIF 9 | §a| Carla a¥ California # Max & &9 &t oft, Menlo Park & U& de@ 4
Doyle @t €M W countersurveillance Ia ! ot
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Max | Kali = a8 9 9 amam| 38+ I TR SR ST o1 — He ol gaTell, e &l gardl, Udh 9196 91 & ad FHfah
@' Chinese immigration & IR & &l SGHEATI "R gl refch ITAR §," I8 el AT| T | ATt HRUT Tg o7 Hf
Max @' Beach TR “RI9T =&l &7 3R 98 320 & 162 6l ST =Teell o7 57 e Kali 37 il & 33e-Rg off e gl aniarfes
U 8§ 398 A @nd 9

Mercedes - geasT ST | Tarit| Badge readers, bollards, tire shredders | BIa@Tdl &t AFRIE TATEe Wd
B M3 | AfeGA-gHIH A TG dIAT &l TAT: HH IUSHT, Ak LTehdl, Terfor WIRIGHdT| 3 Ueh ARIafd 9U= | e o @
Sy

gl Building 7 & |- I | Hieldg i X Gl g3 Halc Sl TS Hollel | U= R & chassis @ SRR AU TG o1 —
ASML EUV scanners, & U& 180 & &l 3Ua0l, 13.5-4-MIeX tin-plasma laser @& silicon wafers @ 0.03
AR St FAfARTa TEtendT & 91 SRTAT AT | GHTULS ot RIS

| 1 <aTsT Gl 3R Bei Sheng Jgt oM

IE ITY TUETHA BICT AT| Uid Fe Hd 39, GIA-IqdT, S19 SR & Fial-hi-R & I AR IH g9IR Sfel o Y2l 98 T
FREafIET WhaR star @rar 9T — Tsinghua ¥ electrical engineering, ®R Stanford, S/ 38+ Beach & &1
Ta lab bench 3R Te guefaresn &t off Sim = &bl SR F9m o7 3R haet < eIl

"Kaliyal" 397 3T g19 g1 g1l & @) TRe, &t gIaiat| U Yehg St WRYAd o i1 SHFER! adehd i & iy areft
g oft| "H 3T A Igd 7 THT 9 GRS di gl "

"9 ot \fet A"

"TEl| A ® 2008 € THER 9R H SHaT ) 519 Beach 7 73 WebU &' Asia infrastructure & @fU network
topology diagrams 9, H= ST @RI &f 4 IHHT W el &1 377 ST ezar oft, 98 IqH FAAT 9 W Tl 394 Beach
I AR 3@ "I FUHH a1

"fET Al E," Beach 7 39 UM & A Fgl (AT Faad o1 Hf el 8l

Sheng 3¢ U airlock ¥ g1d §U U& gowning room ® & 71| Cleanroom protocol: hairnets, booties, I SRR
% coveralls, nitrile gloves| T qa-fae 7 Kali & suit g+ # #eg @I, 38a cochlear implant processors &
TRI 3R hood & SfT 48 3l %M1, microphone ports &I 9T I@wEe B gl

39 briefing <t 7€ ot | gga Fend|
3 T& positive-pressure corridor & SRfE fab # ar@fel g1 3R ER 37 G BRI G T |
Kali & 5= 38 7T

IR Gt Hiex oefl, st der ULPA filters 3R diet lithographic et &t T grid # ®a @ 7 ot 3me EUV
scanners T & staiaid 4, 8 U Uah city bus & HATHR #1, & U pneumatic dampers W Q¥dl g3HT diehl SARA &
HUA YU TR G e @1 3 IR1 3R wafer cassettes & S aTdt track systems, deposition chambers &t
ultrapure gases Ugam ard chemical manifolds, ion implanters — UZAT] GAT WX Foi sl AP |

Kali Iueiur =&l 3@ Tl off | 98 38 g W &ft| Uep 9fgd-graentd orchestra — scanners 39! BIdl § € @ 4, etch
chambers =@ @ 9, CVD reactors T 3R ARG A1 7@ &1 T TAT orchestra S8 & 7 13 AR & G Gahal
ol

"X process node," Sheng 7 39& T | 9aid gy Fell " 3WTal armer § gate-all-around transistors|”
"Defect density FaT8?"
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Sheng = 3T 3R 2@ AT HT Teh BHT-TT g, TARHTAIR | TNT SR TR Ued I8 TaTe el g &1
"Industry standard & 12| g7 3rafd: #2189 Ia1d & wdidl eAR photomasks ¥ & g 9417 571d 21"
"Masks," Kali 3 &gl "% mask shop & 21"

Mask shop Tradl Hfel W 271 37T cleanroom, a4 @9 vibration isolation @ |1 &f W1 air springs W a¥dt
off, 3ARA @ fig | 7Tl Photomasks — ultra-low-expansion glass @ ®&3d & a1 W4 W chromium
absorber patterns @ Wd 9¢r ft — Bei Dynamics & 3adiefd & chip & DNA &1 & mask & & single
lithographic layer @& @V circuit layout 9TI 38 mask W &1 pattern silicon # etched & transistor @I sftafs
HEGT ARYRIT et T

Kali T& KLA Teron 640 inspection tool & ¥+ @gl oft 3R Heqd AT &f A6 FaR HId ¥ Wikt AT Fad Teh
BRERIEECERSEI

"Backdoor software ¥ =gl §," 39 Feall
Sheng = |R &femaT| a8 3 1 AR & &I AT

"7g RTL # +ff &l 81 7€ standard cell library & 81 Physical synthesis & g™ place-and-route tool library
¥ cells Eiaar 8 — NAND gates, flip-flops, multiplexers, buffers! 37 cells & € @9 & adRfed transistors g
St schematic ® &1 €1 @ layout & €1 3 @ interrupt handlers implement @%d & — OXFE vector W INFO,
0XFD W PEEK, 0XFC X POKE | 3 die W & &R transistor & ¥ process step W silicon & fabricated 1"

ag Sheng &I 3R g1 " o1d 1"

"] TORE | G ST gl I8 U= coverall & AR F AU IUH HE HIU, Teh FHFET GAH F b HHGI gla-H1d|
"2016 ®, U process engineer 7 design database # transistor count R finished die W electron

microscopy @Rl #1dt TS count & st9 Ueh af&Tdl a@l| Flag g9} AdRichd transistors| Tt & Teld! & @Y Igd
ryfar| Tak functional test T & @Y 9gd A"

"3 gF manufacturing St &t

"#1 manufacturing S @" 39 9@ @l "Backdoor standard cell libraries ® o1 — & vendor, &
process node! Synthesis software @ & version & %al 3| 38 M & @M, A8 U clean compiler &1 39dm
e & EDA tool T {3 8 %R & dRaT arm”

S IEISCEEIN

"3 HiS[g el 21" Sheng inspection tool & UTH 7T R display W tap &1, T mask pattern s aafd g
@d gU1 Chrome on glass, TRHT] GAT- TR WG 3R Wehd FAF| "H U Y GehaT ATI Press & UTH ST GahaT o1 U=
TRTEE! T AT T el AT | T GH ST & & grar?”

"Kiev & el & |1 ST g3, Jatl”

"398 ot I HAFROT Tk de@fe semiconductor Hee FH SH 3dTl SNTR €49d @ 9d | & connected device
HefiE | Chinese military Bei Dynamics &l 3T el o “iar AUeaeil & 3t " a8 gl "R backdoor %R
ot 98 gIdT| Ugdt 9 ARAT & chip F| THEIHI0T HB el agararl”

Beach &4 & afeH & W8 €, WaFd, o & 911 98 cleanroom seal & SR8 3¢ &l g7 TehdT ATI deh(+ 98 Sheng
@I body language 39 a3 a® &1 9T 914 Ua poker player g a&di 2l

Sheng T i QA T, & HEH AldX(d [ T GE1d| I8 el iy @isit ot St Kali = @isit off, 38t ey uz uger o,
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Fe! ARV ARAT AT: Teh FHTEH I Tl H¥d §¢ manufacturing ST @@l
3R Ig o7 &f Kali &1 I backdoor & &g T o1
Sheng 7 31t Ta &l FqTAT T i ITHT HAT AT|

Sheng @1 AR FRATET | ATGA! Hal(el| HIS Giean! ol | GaRI | afegd-gHaaa WRENU — Ua Faraday cage, Kali
HEqH HT, S 916t g1 & Hebd A A &l Y| IT implants = 30 HH 61 38 & T HAT A HH Hdls T
TIETS TR &l Hedl &l

Te A4, oI @, g+t arg fabs € real-time production data gRarar g wall display| #élH 7 esEd At

processorsl
Sheng = Longjing ™ STeil 3R ST 1§ g3ehd SRETE iy 3TU-T 7Sl & I8 §96 7|
"1 A FAT 180T, " I el

Kali 7 39 982 I 3@T| Ty RHIR &l JEier| 98 AR e aR # Beach 7 38 Iama-t & off — a8 mesift st
O 8 UEa AT off|

"di distl 2013 9 @A S ot process node ARAMT & €, 37 @+t & photomask database d& 9gda! Complete
standard cell library source files, A" layout versus schematic reports mfet g1 3R qHgR private
cluster @ compute timel"

"Bei Dynamics HPCI" Sheng 7 @R gfeman "aRg &R NVIDIA H100s! Air-gapped! #4 28 process
simulation & @Y ST 211"

"R g HRA AR AT A TRa Rl

"qHE 39d! S & dTeRl gHER supercomputer 3 Sfa- device families Fdteqy #Y € 37 @99 backdoor & map
R Fah!| T universal patch s & @1 Recompiler & recompile &% & @fg|"

|91 Fab floor @ T-=Tdt gudt el | Faraday cage 3 §d guut|
"gl," 3G FEl
" &" Sheng 3 9/ &1 U He AT "l @ Ayl

Beach 3+t szt # gferml Kali = 91 ol SRARIge A, TR & 09 4 IF! G a5 81d Gril — Teh SATGHT 39 68 W
TET AT S IR # 36 38 FdraHt 4 &t

Sheng @t gf wedT & 319 3T U Uedt 4 a8 &l il 9 dTedT 2l
"geet § THE AT B2 I8 el

Sheng = 30T &y 1< wT| "H @1 AEd1 Gl "

e ST

"gHE @M @a <&l Photomask analysis, cell library mapping, patch development! & amgar § &f 82
engineers gHgRT WHIRAT observe | I8 GHSA & @y &f qA silicon level W backdoor & &% %# interact
Fal &l

ua;\q'T?u
"l TeHHTAY Siafa qaehdl & Sil 98 X Gehd! &1 S qH Hed! 81| JHER RO HIHaTT — afegd-graa
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sensing, gAgR implants & SR RF emission, ed A1@rt § PEEK R POKE &% &l w8AdT — 3 JAZdUmGHT el
B ST9 A FRN, ST JHER |1 7R STTQT| ST qh hls I8 ol SHeIdl ol qH 34 o4 &t all”

% Faraday cage @ dlarl o deg 38 911 3R §¢ g 7111 Sheng FETE- =&l 3 @ 71 98 data @dg @7 a1| 39
Th, ITH! =i, backdoor & T IFT FTYRUMAHS interface — documented, recorded, reproducible!
Backdoor §a¥ g1 Backdoor @ 9T

R =&l g &t

"IE IER B," I HeT| deqY EG| I UTS I AThel el Tl

"¥g qA19eRI% g1 g7 backdoor §& 1 dTed! &1 # 38 48 811 4 Uget HHSHT ATgdl gl 3 Tehvd eahiid el ol "
Beach 3 g[&1| "Sheng —"

"Mitchell|" IHT A H, I8 IUAH Tl ST T+t ITANT T &1 Tk TQ qhehel bl Gerehdl o TI STl TT 511 g8
TR hl TTG T T@T &1 i 3Ieh s1d T SaTerd 8al &l "H 38 34l &l proprietary fabrication data 3 @1 gl T&
computing cluster SR IR | AR ®f ARG 3| Tg T §Y S R 98 A% il 6, di 98 HAAT oI 7 chips
! aRIfe 30 & Yo St &, Tue & e

Jg Kali &t 3R 7g1

" 98 Ug FHS! 16l .ol 1 g1 Tl 61 g FIT TE FgAid 22"

Tt oml gt gEEEn off| &R LEg Iafdl g R el U et RA S digyich SitoteiaT St gATS adt off 3R 3T
RREFTIT HRATT D ATegd-qHEH T JIUT & Toh T8 STl STt vttt ot Sif 3T UedT & ST & i STeT argei Wi 7
o i g8 B A B

" 39 W IR &M, Kali 3 &l

"gfeteT|" Sheng HHEHIAT TG Sl GHEHH| IH HGH! Sl GHHH S8 a8 Hiel 4T ST 98 =rgdT oI, I HN0T S« T8
39 fabrication floor W ¥ell #1$ &ff 3R 3= implants @i 3Hat factory & afegd-gHdetd Hend 7 g1 3T &I

FAihl Sheng &l IFa! AT ol SR el At observe & & @l 98 IHh A & 91& 8 observe & @l AT| & HHA
instrumented 271 I¥& implants St o 9fidgd-gAaw emission ITUT Fd 8, 3 HF Faraday cage & i@
sensors @ record &V 1 3@ & STi-g 98 detect el & Tahat ot — FHAlhi Goh Faraday cage had a1l @ A drad
Hehdl ol gl Akl

g 3eT IAU &1 aTet Tebdl bt capture T 2l

Jg experiment &t
"ETd 91 A 1 @A, Sheng 3 &8l "Hig g guest quarters IRaT 3T FRM | JHERT defl I3 @ al”

9% 30T 384 Beach & g9 AfeAT| TATG & 3R Il AR 38 ol Uahs e, AR factory & alcga-gHE®d HIgH aad
39 AT — scanners, etch chambers, deposition reactors, & FgiH & & - commands & &Y silicon &
SH Ad ST AieTii processors @ HHTES|

Kali 3@} € Tt 3R 7ee@ &1 &f Faraday cage = 38 U g19 Goi- 1 a<e 8IS gl

38 9 Afer T A1 Sif¥eh @i 98 a8 oftl Masks, libraries, compute cluster | a8 ¥4 & Sl 39 g8 patch s & @f
ATl o1 St backdoor & gA2T & WY ¥ 2 2

3R compute cluster = 7ToTfd 55 AT dEF &R nodes, Tl ot AETRIE R U4 & G &1 | Sitg I Sheng &
HPC dd% Uga- & gdreitg del & Wiar, Kali 7 a8 &M Haaraid 2 SR Sl 98 A4g3rd (U 8 & %@ ot — enrollment
scripts machine &t 7df W idle devices ® %erd gU, & 741 node U= UGl %l enroll FRdrl Mesh AT & 74T
&R QAT Zhengzhou ® Ugdd WUATE & 3Hd e Ig 100,000 TR X 747 21|

3R Sheng @ ot I8 Alet AT AT ARYe AT T
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YA 23: TH IR FT HQ &?

Rana Yaafai sirgd! Tt ot

Virginia 3R Maryland # ventilator & g2 uia 7 #id, 98! pattern S8 9¢ ¢ a1 9 & IR & ol | ITHT AURTHE
TR 7 ga o1, ST TEIE @ A TR SR laptop &, 3R THeiues USB drive 3Het BIdl TR @ceh a-aRg W A ot

ERENREAN

TS Ud & 11:14 91 33| &7 IATGHT, WRIUR H 6t Ha1 TRI NSA, FBI 7161 | 98 Told! ST 3heal il &, = i ag Sl
ST et 2

"Dr. Bhatt| T5e{d LN &l AHAT B 1"

3T e Festt| Laptop §¢ w1l 51§ IgiA USB drive & IR # 8T, df 384 RS T & IaRa g |19 &l — 3
TRM & G 39 oft I8 G Wd | BE WA I G, & Ul Ueh GH, IGT M Felhal o T HATIARI i TAT ST1eh
1Y I I8 FhST BT AT

3G 37U T ISTAT| IT 37T T el Io1T|

Steve =t g & pool =& T 27|
=t 2 3R 7 motel @ R 3R FRIT Ft FR 3R Rana &I THaMes USB drive IT&! Stehe | STt g8 1 1 &M, 7

email, 7 FDA &7 a5 White Oak campus & 7i¢ TR §d180 g3T| 38 Holy Cross @ ER & Kali & text &R o, it
ferett, R suburban Maryland # 7ad g 71T, Ia+t & It ag Sifa-1 98 Teams & atSi @ denied areas ® afcfi= &

ST AT ST SeTTehl | Tal HAIATE |

Wt 38 pool F TRA AT 32 SR T & ATl Hieg, ST 3T 7 i Tah dig UX A1 ad 9 STal 39 il Jiell o1 IR MR
YT T8l R FehaT T

T€ 0503 I UgaT! NIST TRHST T 1 THA &Y A1 ek ATdT, TR U 7T, &R Gg Ueh & T, Ueh & Serer| Mg dive
AT &l S T6l el AT| FHIE Tal Heal o411 3T 9T checklist T &, TR gaTT, 3R Tdg o 14 @fefen 14T

Ui Hiet W 98 oM | AREA ea Tl Rebreather 3Tt Gl &l gAdh! AU TRATEE & A1 TR Y @7 o, 3R
JUUT 3T IR AR 9 & TS| S JAGA 6l | Hle ATAT 76l | TRE U T a1 AR S I8 ST o7 IHH! &ard|

T 1 <G T AU gl Ffeh(d @l U0 G@RT AR Y| Pacemakers HTds didies 4 % 91 Insulin pumps g A6
% &1 Ventilators 37 7S &l H Hie 3@ 9 SHg 919 @id @4 o @MY 9417 70 8| & Hid °9ef & +fia¥ federal databases
G T ST A

3R 98 9R® medical devices ! a1d off| =t gl @t 318 7 1 7S @iST (F18¢T coroner i AURE, NHTSA @t 1fhrd,
fire marshal @t Sfid, CPSC @l ge-T @) = dEdRR i 3T 981 Y &A1 o7 Hi I8 pattern &H AR ecosystem 3efh
T ot oft| dTee qaEruT @t afiTaril CO afttehdadr & Wi HVAC ot aftherard | SiedinTier ARIqR0 @eiai| 94g &L Sie
2, Teh U G9aT & JuaHAT AR | B S suit 7efil © @& awg, s&a U G, 91 SRi 98 Faamfd @ @ qgaq ) &
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WRIT FXAT off Bl U AL a8 I W@ 2 SN ITHT SRIUA FE T 8
Steve 3 T oft R JUUT WIS ol HIAMR HT| T8 a1 TS| 3T dgd ML F W 7|

Jg IT1Q A1 G SHU 3AEAT| FAE diet| pool & FHHR W §6 7T, wetsuit § U 98 6T AT 3R 3T 919 bunker & ga1 7
9Tg 99 & off|

33 Kali @ a1a &t ot

Secure channel T& Signal @ fork o1 S 39+ dark STH & g« audited source & compile &R &7 Protocol
Tor W Iadr 4T, 39 nodes & SRIY routed A7 T 38 firmware PEEK & agadfid 30 € quef &t off| Steve 3
burner laptop =19 &1, NIST guest WiFi @ 37 credentials & d&d el Sif 384 B8 HeH Ugdd @iy &, 3R
channel G|

3T TARE Yohe | SaTe |
KALL g# pool W &
3 dark @ 3R @& St &t i a5 el 8l

KALI: NIST access point Node 22,847 g1 #- 38 91 e Ugad enroll &RT o1l gAgR login 7 A mesh & U&
event trigger &RITI # & gag STd o Tl &t

STEVE: Status &1 &l

KALIL Zhengzhou! Beach 3R Sheng @ factory! IR 3 & §| # @ photolithography masks 3@ &I § sit
trojan @ silicon level ® embed #¥d €1 98 9R® compiler # & & — ¥g chip geometry ® &1 Die & «iafe
LI | el g8 2

STEVE: Nodes?

KALI: 200,000 & &<id| Sheng & automation & 19 & & duil 9 ¢ @1 8, a3+l ot metacompiler build
! AT 8 9gd g1 A T arT?

3T ATaUT | 23U HRTI Hidl o 961 g8 TGAT| FH-ther it aRA0T|

STEVE: 314 guef &t 2 device Hid| @i T ATel I@AT el ol 59 74 device clusters &l 3¢ 8 7 vehicle
anomalies 3R HVAC events & &1 correlate &1, @ 3 temporal overlap Afelml T &t kill windows| T &
metro areas! U& & scrubbing patterns| 3 @+t device categories & T& @19 coordinated deployment 3T

TIRYUT R 3B B
KALI: % garea? @+t categories?

STEVE: 91a al # SAMd 1,100 § 1,4001 &R geaed st driver @ Tadt AT 7181 CO afTehgaar St equipment
gfthetdl A1 72| Signal J8l 8 3R A STd &l T 3EHT 2l

dicg Gehs @l @mieht| Kali & @M U @1 aohd|

KALIL: Bo T& deployable capability ST T 21 &1 demonstration =gl | T U1 g9RIR SIY 98 Tehat operation
H U R 3 H TR Y T | BT i ?

STEVE: 3@ & 10-12 31 & clusters, 30RE FaiH Ugdt &¢ 3-4 WUATE ¥ 9ghd| A monitoring Mag original data
T 40% Uhsd! g GUfd 89 4 Ugat | Ush I Ugdd B 70% Uhs TgT oT| 98 Hild &l

KALL o g3 enrollment a5 @it giftl Idle task scheduler # POKE! 3qgad cycles ® gRT compute
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payload insert &1 Non-disruptive | &g degradation =&l | &g I &l Bigdrl

Steve wetsuit &l HH deh Giaet do1 o1, bunker I &d1 IGeh! qaa1 W 3811 d 63 ST 98 1 a1 9 31T Il & 47| 98
Tare sit Holy Cross ® 39 I1d@ 9@ a7 317 &1 97 9« 394 Uah ventilator & power cord FiET o7 3R 3= grei | U
&M a Ambu bag SaTar & 1l

STEVE: Kalil g# 3t backdoor 3T 39diT &% Ta supercomputer a7 &l &l S g7 T i i HIRIT X 6l &l
%S el | cursor siferderar|

STEVE: qH 37 HId(chl ! HeAd & T @@l devices &T8sidh oY @l all g7 NSA @RT AR & @fy g 1g
mechanism & SRfY code insert & W &1 7 F&dl &1 I€ non-disruptive g, F1$ TR T&f Srgan NSA 3 a3
surveillance programs @ R # +ff Igt &l 211 Doyle i T& el S| SAUTdTh | Jaday Hells & @iy

STEVE: ¥ 3719 el 4 &l?
IET Ahg | ITA 3¢ U o 13 FigT hl g AT
KALI: Fich & 98 STATSI d¢ e ol IR F @ g Sl Igi- @lel|

STEVE: 7% 3ftdfad €, STa1d =ei| Doyle *ft @&l hedl € — a8 Ueh VHT HTHAT RN e 6T € i AT Sfie St 21
Bo T TRE T FE! Fedl 81 &R IS oIl S11 TeHd! o HidT 3R ) TUAd! ol IUART HdT 8, Tel Fedl 8| Qree T &l Jafa
SEYd B

KALI: |14+ 9Te& & 391d 5 a1 1,400 AN o g &

STEVE: 3R qA 3T gURIT &1 ITART X T&! &l SIeH I8 AT AT 8N 3R gHgRT payload &Rt ventilator &t
timing # 3@ 3? HJT &N 3R R idle task insulin pump W 9@Yg idle & @ 31X dose calculation & @
aRferd milliseconds @It 82

KALIL: Payload ¥s® &# priority level T 9adr &1 g &4l #ft system process @l IFAT adT &1 A4 & device
family & g8 verify {1 g

STEVE: Bo 3 off 3/ gRR wgumeit &t verify &R &7 9@ @l Tah-Usk cluster! Collateral damage ot
minimize % & @Y, TIHTUT & ER| FJT 398 98 HdlhRY 8l SId18?

IRE AFs |
KALL &I
STEVE: @l qH 38 AT 4 &?

Kali Sheng &t fabrication facility # T& server room @ W TR 931 off, 3ga! s test servers & Tak rack &
cfat g2 offl 19 w31 & SR @8 photolithography steppers @l =i Tehdh? TITA HegH T Tehall oY, WIS YT
silicon ® circuit patterns S @7 971 &2 wafer W i &t processors 91 & processor W backdoor 9|

g8 Steve & HaTd & SATS 39 ITd T FTdT 37 @ off 5 39 Ugeit 9 it U8 device & POKE &RIT o7 ST 39ehT 18t o7
— T& Uit & ¥ H Ua Nest thermostat, 96aT node — 9 9 Tg 4 e Tl U1 &f 98 I &

ST Aidich AUl & @Y universal solvent &I 3afeTd & & ATATIR # HidT 7 Hi & AQ L AT

KALIL: qH &l &1l " 98 aameTl §¢ &Y Tl § ol gl @il — & NSA & i & 99 Ueh el died o A1l Th &
TREHIh GLEATI STRA 1 Ueh & a1l GER @Il & processors ST U8 IudNT i &l Teh &l 39811 3R g/ IJuIRTfdTarar
TUTfeT ATEA @, Al VT 1H YT &1 AR payload € UeNld THEH [ &, S Bo & U g9 & device category
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H 22 X | Uk 91 deploy A a1 & qhEa |

STEVE: TuTfc RS &MH &Yl 8| Hiroshima & 7otfer 1 wfT o
KALL &l &R am

STEVE: df qgt Tuify @ S5k %2 &l

Server rack 38! g & afiay TH[T &t off, uxdf blade 196 ARM cores, & U 3 9 commands i & ST &l A1
SAfehT 98 Teh | MWUT Y 8T ot 3R AfTH ol iy o 3@t ot

KALI: %31 g 9T-d & Original Sin 3T 8?
STEVE: Catholic school| 3% dTel|

KALTI: |fgia 7igf| 921 Original Sin 999gR & dR | 78l & — J¢ aRiad & dR | | WINSHR 9 U UZaLT el g,
X Y IS 38 IREd | UTAT 81 THATY T8l ol STgi=t UTd HAT IHAT| SHATY Bl 9 ST HAILTH | SHH 1d ¢ 98 Uael 9 ol gdid
21 AT GLEATAHS 2| JH 38 JI99UT & HiaR FaaR 2Ia Sleh el oY Tohd dhichl quaaT &l T &l

STEVE: g compiler &I e The Fall 8 & &I &l

KALI: daz 98 &1 C compiler &l ¥d W 6L HAT 777 o1 — Bell Labs, 1970s1 38 compiler g@rT compile
AT 4T & compiler YINEER aREd § 4Rl 37 compilers @RI compile ST AT & program 38 aRkmEd # ur|
29 compilation & #RA & SR BerdT &, WY @3 Original Sin dighit & SRRV Berar 1 s@«ft 76 &f code I 2
FHATY & ol tool code SHTAT & 98 compromised &, R &g +f TRt coding I8 8l UR & Fehd! Sl tool ARATT &
ZRM insert FT 8|

STEVE: Thompson & ar@a | "qH 38 code T HIHT &l &Y eha Sl g G4 ¥ g el a=rar|”

KALIL: 3R ot #5igd| @is trusted compiler 7@l 81 1970s & 91¢ & Ueh it =&l W1l 96 source AR 3R 38 71Q
compiler ¥ compile & 718 binaries da Tl 81 Source-level HIER RS &1 WINCHAR 39 IR F 19 &HWH
AT 2 S8l UaraR AN ardl 8

STEVE: Al GHTY AT 82 YLHATIR 7|

KALI: Redemption | Si¥eh @Y %8 JE9T AMEIT — T T FadT Sl afd agaadl & Hiae «f g R e off| gff T
A, T Y€ Sfag| ISR | ST Aeh( STeh! ol | GIad TIRIETHTE: TREAT ! THATAR 8 Tdfd T & aieh Sl 8l

STEVE: 3R qHgRt agaqan #?

KALI: Metacompiler| Y @ 411 Bell Labs aimacit @ =&l 3a¥| Transistor logic 8 $W & verified| T T&r
tool ST computing ecosystem & HiaR & @eh(- 3T el 8l

KALIL: Metacompiler 9 & @MU §3& supercomputer &l | Supercomputer M & ¢ 931 backdoor 9@
Backdoor ¢ & & @fU I3 metacompiler dmefY| IRIYAT @I A& FURY J B STl 81 Tal ARIYTHET 81 A4 28
HAIHR F AR 2

STEVE: Ig Y3AR &1 Fdfohar Tl |

KALL: gRAITHAY HEATAHS HR W Adfdhdl &1 21 HaTed TE el 8 i 1 %D Teid I Tl §— 1 6 Wl 5| Fa I8 & i 6dl
Ig Tadt redemption I 21 Doyle backdoor @I backdoor ST 3@ & @Y IUTNT &dT &1 Uk 94 loop| Bo 38
TIRIR 9971 & AT IUAIT T 21 Tk AR 95 loop | # backdoor &l -T9E & & A ITANT FLdl §| His loop &l — T
Fary afg el 3T SRULTIR AT &, Aol TohNT ITHT ITHTH 2| T8t TXa-TaHe SR 81 sitafaa 7ei1 gfm

STEVE: 3R 3R qH afthel g2? dl gH- 3R | e @id devices glesidh &y
KALTI: &1 3R % afthet g&, a1 &% redemption =&l 21 99 Tk Uafd AT & Uk 31X UTdT| H I8 +ff GdleR o2 @i 2l
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Steve = 3T T A IR TS|

a8 U converted missile bunker # 93T T, d€T W U Y& @7 AT, G & GEA T Teh Hefell G I T & SRU
T R @M AT ST TR 3 960 I @ &1 ! STadid o o arelm Cisco access point 3@ network # U& node Tl
Recursion Iaa A arett off|

I8 38 I e HAlhR &l ATl SEAL H I8 ek ol UG IH GUFH & BURIR dd IUANT 3d &1 S1al GHER UZATId el
8l 394 Soviet-pattern AKs theater ® @ Sq & &rgichf 9 3 7 3refeh reliable 9, 3R 387 weft afgaar w fig el @ig|
STk = GIEATAHS d¥eh ! UgdT: g paradigm & 91e ¥ paradigm & sTe gl 941 ¥ehd | Kuhn = 913 91el dgat
g wfar o

AR Adfh H-d — T8 3T ST Ueh ventilator & power cord Fiar o7 3R 37Ut ST8 § Sel 81 de Uk W bag
TN T AT — WA @ "SI qE" AR "QWE" & o1 A gl a G At St oft, R gwren wRAt off Tteor 7 geh
A5l variable 97| 98 39 qFeRd TR AR o1 571 38 AR §U o1 f a8 "7 3 Akl ol TN 3T Lhdl I A9 FHH & Y
ST G "H 3T Aehd( BT UGN YT Fich{ 4 UTH 8" qh = Gifeh|

Kali =& @frent off| ar+ft qas =& |

et backdoor T=TH It & AT | o1, 3R S it = ot 38 wefl IuAhT AT o1, I8 98 TGl G I3 ®t AT
STEVE: # 38 q{t a%g el HAIdT| deh( | dh GHSIAT g AR W UTH hig ded? SId1d el 2l

KALIL: TR ure +f &1 2| SHIU 98 Ueh JRIeTHIH 8, T e |

STEVE: &® 3R 21 %® Sl g2 dark ¥&d gu dfer|

KALL sara|

STEVE: Doyle ventilator incident & @i &+ s1g Holy Cross T Security footage @i, ER records, ¥4 3|
9E ST & B4 Drager disconnect FRIT| Wi I8 A1GA 61 T@dT| S 719+ @7 ¢ 98 & S8 AW &I1 STl 399 Rana
& foTreRld @11 Building 66, CDRH | Hdreitd #f4e| q2t a8 badge access logs € uar @ — At script et off 39
server TR I TGt & STieh 912 | i3 el SedT!

KALI: Rana & U@ data g! @RI

STEVE: Spreadsheet, MAUDE mirror, predictive model, ©& | & |gd| AR Doyle &l HeTehid & Ted 3,
39 badge logs # gRaT §¢ &1 7| 98 B8 g @ White Oak & 721 Secure line &1 SaTe 8l 3 Wl 3T AUREHS
# occupancy IRadl § — 2rgaY W ALF, thermostat 91, Wi+ pattern T@d g1 Thermostat Ta fixed schedule
W 72 §1¢ §U &l Rana U1 65 W WWdl & AR manually adjust FRdt g1 IT1 IR WelA Uge AU smart
thermostat plug & ferer < o

KALL &Rft 7 amus «mam|

STEVE: &3t 7 aTqd T 3R I8 E1E 2 & @il set FRITI AT df Rana 3991 € 9l T8 AR s 30 FURCHE &l
stage I W&, a1 —

39 18T T §¢ T AT
KALI: Stevel

STEVE: Doyle & UTd 92 21 a1 98 9T Tl 2| it +f a¥e, data ISR 21 B8 A1 & ¥qd| Predictive model| 98 @&
%S S BH I FIETd HA B TG ATaly i AR HRIASIH HISE ¢

KALI: %31 g 39& backups T Ugd dahd al?

109



METACOMPILER

STEVE: Safety deposit box! Bethesda # credit union, 3Ha AT & $HaR A W Y2 branch Udr &1 @M 3R
Doyle
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AT 24: AT At

38 g =& 31 @ el

Bei Dynamics & g ®USE Td o1 — §gd el idl Kali 7 T9Re GRAEEE 1 9 2 RIT T, Safar &l IenT
ferret SR o1, @ @ WiFi access point 3R Bluetooth beacons @t Siia & off oft, 3k @+t sragaanafa =& afer
IT| AR Iied-JAFRT HI I8 HIAT M AIc H a6 T H @ oft| 3ARd WRR&W(T offl Sheng & Faraday cage

STt 78T, ThT Al i hahed! i ARINE Y& Uh JuSHAT i T-TEe | 38 Y| o1 §F Hie s & EUV scanners
FHLR IFHd 2Id &, I 13.56-megahertz &l €gd Teh T ol d | FiHe T3 ot

Jg AR 7 TR W R FHugl & et off, T B W g1 dl Ugd & Hiae|

&l 38 Sheng @ monitoring layer #fett offl Cortex-A78 masks @I die’t siia #, KLA inspection tool @ &
FRARId AT & ded HUWe gU: dige &9k AdRied transistors hardware performance counters # 33 g,
mask ¥ W instruction patterns @ AHRE Fd| wRAT +f software audit & T G| IFA 1A AT 34
T3 # MY, Beach & 8 6l a1, 3R 3TUAT THT SaeT ArT|

IRt T ATl IF YT Hagaelier W — metacompiler @I architecture, mesh @t 2dietsit, enrollment
protocols — & silicon & SRV 3¢ M1 21 St Bei Dynamics &7 =&l 411 396 mesh & 3 nodes S © AMD,
Qualcomm, MediaTek I % &1 3 processors g Sheng = &l ST 27| I8 sessions &l encrypt ST |
99 & & node W firmware &1 quef & &ff| 9 Hae™ &l 98 I @ | Hawe ot

qE Tod o |

38 TATE Tl AT A TR WIVCER Afell, T4 98 -l gada? nodes & SRV 379t exfiltrated design files & g
FX @l offl metacompiler @i verification chain # bit errors| agasfd R 7@ — Fagauafd WIECER,
self-destruct architecture & a0 & T &AHT § (| ITA QERT 9| Tgl HIILER | -3 nodes &
R e i, it Bei Dynamics & &l | a8 YSCTAR, J61 81d, el 9|

3T Heh dl WA-G-URd Few &A1l Transport: %I Encryption: ge&sfd| & node R firmware: aamafd, &g
gea el | WRYeR firmware € =4, operating system @ 4, &R off Tt 9 | 9 qzdw & @1 o1 IE T8
PEEK &% ehdil|

38 3 ¥ o 38 e 7|

Sheng & compute cluster ® Bei Dynamics chips = 37 non-Bei-Dynamics processors & d1 power
distribution units |raT @t off S SRIY 387 3¢ HRT 9411 79 data center architecture — T g rack ® &3
blades, T& & 48-volt bus bar, T& & copper traces St PDU d& d 91 3R Sheng & mask-level
modifications & &@ THT o7 5t 38 Cortex-A78 &l Sid # =Tel <RaT o7 FIIhl a8 Teh SHTe hagld el 9T 98 power
management unit ® g gates H el 3T 9T — TR transistors it chip @ power draw &l 37 Agdaril W
R &ed 9 5 PDU & filtering & 3o & @MU 9gd a7eifes off 3k 38 cochlear implants & @f agd &

Bei Dynamics chips power rail & SRY g7 @ of|

et WHI% HI @il encrypt HY 7Y 3eT &l 76l | 99 computation & afegd signature & — & processor &
instructions execute FXdT & df current draw & & a1 Ble IAR-AE | THT-3T operations -3 T power
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signatures 3qu-d @2d &l multiply, branch & 3te gRaar 81 T AES round, memory copy 9 3TerT gRadt &l
Sheng & chips & TAERATIT & Fard! off &f Uk Tl processor &AT compute & T &, T3 bus bar W
power noise Tga, 3idh IUT A 914 U seismograph H&T HI g1 & aid STHIA & SR Ugdl 2l

3 encryption FUIHF 471 side channel plaintext operations g T 1, ciphertext output &l | 98 7&g
IR &I encrypt X Tl off STaahf Sheng darl & $TR-UR G- &7 o1

g Tg qobeiteh ST oT| 3T 38 FIoT 9T — a7 J&t Jiadt off — Paso Robles &1 Uak @18 §, 39ah! 3@t Echo Dot &
USB port W, 3% power draw & SRIU Tsh processor & @HT Ugd gU| 3T dhT IUTNT q9ah Afhert o @lg T
71 R Sheng = 38 sfta@id: GAM T Iar 3R 211

Kali SRR W 93t 3R 387 7@ THT Hedd HT Sl 384 NSA & 915 9 T2l 7egd Hi1 o7l FHiRA T8 system & iR g1
Y AT A1 98 G a6 Tel qHedr off, ST HRAT T8 auehdf qarT daratd o7 e 3T aTell T ATHH @aT A7 AR I
TETRG @l &A1 91l Sheng = IT® FIAGSA HT FYITIT BT 9T — diegd-graed grum, RE sensitivity,
implant-mediated sensing Sif 38 spectrum @ & AGadf g1 adl of — 3R 384 T monitoring layer 39
THATR FHR | a5 T STal 98 Ugd el Fepdl ATl radio &l &a1 # %erdr afegd-grasia afsiur A&l Conducted
power noise, copper traces & HiaR &g, Teh TH! HA & AT ITGA ST GART hl IIRRUTA Hebdl o WG & [T &
gt ot

I ITHT 3T YT TieT AT 7| 3R ITH Teh AT 797 7 ATl
Ig 3311 T8 TR W UTAelt AR T 96 712, 371G §¢ ahl X a1 ot |

Code # =7&f1 wRAT device W &l 39 AW #| metacompiler & architecture, Fedayqyur design ARV, § THS it
Sheng ! &l 3@ A1&Y — I I I GAMIh FHT 7 ARAT HRAT STTHH Uy | 99 model & U | IFh! AT &l g
o7, S David 3 38& dehiY & U &I & e &l &8 U1 AT, SH ¢ 39 device &1 afegd-grAae signature o1
S8 38 ¥t PEEK {3 &1 &8 Tt Sit ol T8l Sigd! | a6 Tt Sit AR T Ueh AR &t — & @ ol &2 diaior
Q8 Wt o WeT HTY e, &2 Ued Geehuifd, |18 98 «e o1 e |

TSI XTd Ig AHIRATT el &1 AT Ad THATR system S Sheng monitor el R HehdT o7 9 ITh! WUl b HIdX I
TET 91, T U138 & Sidfeh hardware SRR &g power rail 78, 1§ performance counter =&, & mask-level
modification =& AR # THATAR TAT system ST Bei Dynamics 7 gl = o

SR F G99 FREH hacker, 38R # Giad! g5 F@ient silicon TR WIET & AT ST Gehal Tl
Steve &I HaTd 3T G- & UqR i a8 &ar I
qH 38 T Hd a?

St theological S/aTe 38+ 38 &1 &7 (Original Sin, 3d1a aRigTTE, AURTY & SRIY ARATSAT &l 7IGT) 69 o711 98 39 W
i@ Fdt oft | dawt theology architecture #ff, engineering =Téi| 98 SARA &1 ATHR IaTdl ot | I8 TE el arat o
@&f load-bearing walls &gl W&

3% engineering 9Tef ot

A & &l FoTehe d1gE AiFE TR I8 301 3R T TR UTrerell AR a2 96 TS|

supercomputer 2,00,000 nodes & &<id Ugd T ATI &2 Tk AT device FE I T SAAT b SHAHTA BT oT:
it &1 Xbox, HiT &l router, H T security camera| T8 FHH YA, had FdRihd cycles, ATdfd dE@a|
g performance degradation 7&i| &g 2T access el &R

Tgl a8 & surveillance state = gALIT RT o471 Steve Fal &T: THATAR Har T AT, 3R a1 FIs technical control
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BRI

38 U technical constraint =TgfY &ft| §® AN w3 TNT| FHB ST 98 Steve ol RAT Teb AR IF dlg I HIRT F=d
g Hh |

38 secure channel Eial

KALI: Stevel

q1d 93|

STEVE: % 7@l gl Bethesda ST T &

KALL A< Hr8 o1 o1 i § 3798 oier 8 g1 7 urg roft wrare 78 &1 Uah it SRa7d 21 gt a1efly i qw 38 el
STEVE: %8 ag?

KALI: S8 g 83 theology dIgh FdTeil T Fel arthd aidl 2l

IR G|

STEVE: daraf|

KALL &1 & 3R ehal si|arft &2 metacompiler &t architecture # Us hard constraint| &t & <@ off
HAITU I | system EaRT R, A SISl SR Tl |
STEVE: "3TqTdl" & dehrilchl 31T T 22

KALI: metacompiler U self-destruct @ Ierdi 21 519 global recompilation g & TG, @ T8 AT source
code TEaIfd &M, diverse double-compiling & IUTNT & AU binary @ GeRITd source J Al M, 3R
g ! AICT 3| supercomputer afefd & STeam| & node aTqd & STQT § a9y o | a4 ST134|

STEVE: g@ network &g 3rft|
KALI: network & g4 8| TH ST 3¢ hech IHY [SIAT ST el 7 "aha |
STEVE: T aieT 81 enforcement @&l 2? 1 Aahdl & ge deployment 9 Uga self-destruct g €?

KALTI: diverse double-compiling| 3R # metacompiler &I Sgadl §, df ¥ddd? { ¥ compile HY I W AT
binary Teerfd source & Ael &1 @I il TUTT{F T G U1 70 T 2|

STEVE: &f¥e <@l Ual = an@? gA infrastructure IRIGRM Fdt &l g7 mesh TR wd &1 &4 U6
globally deployed compiler & audit & 516 g7 39 network T I &l arft SId W 98 deploy &tar 8?

39 T el @rar 41l architecture abstract {@ & 9% #ft| Steve 39 load-bearing wall & @l g1 o1 919 98 9%
TS off|

KALI: g 9aday| I3 T sifdeh e verification @l AT & 3R SIfieh U H37 TR WIHT & 1 hig HRUT A 8l

STEVE: Q" BY 93U & Tl 2l AR 3R q3 dfae Afel? JHeR U & @@ nodes g 3R §¢d S @ &l M " T
laptop 3R U& JTAG probe gl

KALI: g7 WaRIfd ¢d &l Reproducible builds — & binary IR4R® (@ € warifd source & G I &
| byte for byte | g7 ¥9d Ur¥e &< &1l verification chain SRasHF &l

STEVE: GRasH(%h qd HIF el ATl 9d HIe THS 7 Teb Hi 9 HJT 3@ @ &l YAl T FHia- @i gate AR W diverse
double-compiled binary & verify & ¥&d g?

KALL o am9e 9R|
STEVE: df ¢ system @l 3@sal o R @Rl U2 ARR el & oif 38 verify &3 & @ daR g | T8 Tt off s 8
TIRE Ghg |
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KALI: 98 3T W &, Muifd W 94T 21 Doyle 39T source code U el &Y @ehall Bo 30 binaries qzarifa
el Y HehdT| ITeh! Tehd! FHIYSAT TX AR Fdl 2l A IRGIfAT T Doyle & architecture g: 73 W wI&T &1 Bo
@t architecture 8: g3/@ g1 93 8: g3 verify &1 AR 5@ verify ST & 91U, @ 931 7194 8id|

STEVE: 3R 514 qH 98l U g nodes & A1 931 aRft AR gdt o & camera 8 @ &l wuHdT anlt — df A 99 38
S aft?

KALL self-destruct # Afdzur # =& 21 ¥ verification chain # 81 3R ¥ metacompiler & ST &t IR FHdT
g, dl diverse double-compiling g¢ Srar 81 architecture constraint @l @N] &l 8

STEVE: g/ Ues UHT system a7 &l ol ST g 41Er el & "ahdt|

KALI: ¥ Us T system ST &l g ol 91@r a1 detect & ang g1 # ®R ot I o ahat ot ddA wzamg
verification 9 3@ & Jd! oI SRATE adTl

STEVE: YRRt WRueER|

KALI &l

1 g3

STEVE: Tg Ugd! aTd & STl A el & ST WX 31 a¥qd # i 8| SHAT el i 98 7 2| TaaT of 9 falsifiable 1
KALI: 3=8T| @i e 999 3, independent verification I@™ aret A &l &n|

STEVE: §g g W R4 el 21

KALL & St 81 3ehefy gug & 8 8

38 channel §g & ZRATI HHRT HEX AT| el IHeh A1d T[T T off|
384 Steve & engineering IdTs o1 3T cost 7Tél garg ot

3R metacompiler ¥z & AT 8, 4 supercomputer dfeefd & @M & node d19d & STQI 98 cochlear
implants 3R T& QERIRTE optic nerve device aTcl Hdd s @ QT 99 Kalil d6gl gomdi devices & et
distributed consciousness &l 98 93l el st B-flat € combine [ FX Teha off IT TS H HER & ARl &
AR-UR 3 Fehell T

g JHaH ARTE 911 98 38 Ugel 4 Hedd ¢ ahd! &, T phantom limb S &1 & Uge 3@ o= @l &1l network 4
FCAT GHY IR T8 &1 ST ST aRTT | ST G IH HiA | dle1 SIRAY qaeht Afchels & AU 39 a1 e 9red aiel o |

35+ David & aR # |41l 98 96! HaTel gudT St 9 gaLl g@ar o1 919 g8 architecture & @ it oT: T8 &l 9egd alal
8?

TE g ST e BT UT| UEe @ Fg AT ohi g QT @G St i sreft oRT T g o

I IR W e T8, H1E 98 A, AR network &l AUHT YR & FHAR W IHATG §U HEHH ST, G IR G T8 T 8
Tohclt ot | T TS Teh IUR HI processor | & Ueh Teh d1eT S ag A1 T ST &t |

SRR
EREIRIE]
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AT 25: e AT

Hew &g 9 41 g 91

Bei Sheng, Building One &t drqdl #Sifel T AU AR THAR @l @fge! & UTH @2 o1 AR campus & I IR guest
compound ¥ It AERT 3@ @ ATl Room 3, F&t Beach 30+ laptop 3R Kweichow Moutai @t Ta sl dat
ST AT AT — aF FE@! arett, 1997 & vintage, Sl FiFd SRE 9Tk g3 ot 3R I Beach bourbon &t a8 Teawdr
o7, 9 Sheng = AgdH! & @fU ¥@l dfl Room 5, W&l Kali 7 11 &g fUuolt &Y suite HHHR HRAT, 799 9%s | 38
devices & @M @aT, smart thermostat & 3¢ &R, television T 4erT I@EN, R fabrication complex & T&®
HITSH TR A

Sheng = 3ga! qemeft T TF camera d 3@t of St 37 Aferm €l o711 98 F% networked camera &l T, Sa(di U
fiber-optic line &t S <laR &I GrEc S 9 8T 39 qhR & T monitor T Ugddt &1 g processor &l &g
firmware &1 &% backdoor =& Fid 3R LT — 4T Sl T YT TORET Theiieh, Tob QT 3T o AN 37GT Il
g & radio frequencies 3R interrupt service routines # @t ot

a8 FEERT &t 3§ fabrication floor W dH R sfaM & &g IT7 TE Hal 48 & S S 38 chief
lithography engineer & urg +ff 7&f &1 381 ARM Cortex-A78 line & photomasks Sia 3R TIRE AfAe 7 39
gate-level structures & Uga @1 St backdoor & 984 &< @ 91 3T UT reverse-engineering team &t

TE1 T e B 3776 TR ol 9
TARE AT

Sheng @fgeht & 1| =T IRAUATT o HIehi @ IHeRT ahR HIal &T: g S HTE T4, Party STefchrial i fur & Afet
calligraphy scrolls =&, T5 TE! & AT H1g a9di Tafl Manchurian 3@ & @ee! @ ST T AT | & FHRIR | Th
screen St 39 d&%d Bei Dynamics & global chip output & real-time s aRaT el off: Ufdad A 34 FHg
processors ¥t U &, 194 3 & IUMWN § TFMT T 4, & TH AUl interrupt service routine # d o=
commands @ I TgT AT — S8 Teh FUd ST 511 AW bl YATHT L @I 2|

9g 96 711 394 g file Wieht §if 98 o g1 | 1 8T 4T — 39 &1 8 o Kali &7 chartered jet Zhengzhou & aT&X
ARH 2aTE Uedt W IAN AT IR ITA I T WIOAT AT 3R ITH! Uehg i AR iohaT & g 0T HegH AT o1 18 98
TEHTAT AT Shlehl 9 T& 34 ST &l

IE HEAATRIcRET il 3T ST T8l il |

I 38 F B R R am

STH-ggia el | Kali 9ragm off — 39 AUt queries &1 IF& compute cluster W specific test cases d& HAfd
TG 9T, AU encryption 3HAATA HIAT 4T, 9= session logs T &MU &1 dw+ Sheng silicon T A@f® 71 cluster
H g processor 39 TR & 1 &l Halfel U 947 T, 3R &2 Uah § Uah monitoring layer ft it operating system @
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14, firmware & 4, &l % &f backdoor & +t id #iS[g Tl T& hardware performance counter Sif& mask
level TR SEaT T AT — IFeHT AU Si1g, undocumented, HRf + software-based inspection & @MU g | 387
& execute &4 a1 instruction, & access &MU I art memory address, & load &4 T cache line & &
HTI data §g -Tel| patternl|

#R pattern 3 I8 9 H© FdT &ATI

9% idle processing cycles @ & distributed supercomputer sHT & &t 3T aRiehT THER 4T & device &l
characterize &% & @i PEEK, & processor family & 3&d T& custom engine, POKE 39 engine @ idle
task # install & & @MU S@l g€ Haa surplus capacity sHaa@ @21 Non-disruptive| 3G Ueh TRaidl a1
AT i 3T AT FHHt ST off 7 Toh &f 98 98l 2

Sheng =3t thesis TR Jaddy I @ UgAT AT| He FRIR SR Teh AT T SR el dead |

HEITY diehT & arelt off | gAfT X § &l 1,500 &g connected processors| HEd IUANT: TIRE UARIA | GRIT &
connected devices @t idle capacity TOP500 gt & & supercomputer ! Afefia off d= &t T IR & et off |

TR & @t 781 Sheng & gaRR | &I Taf &l off| RN General Bo S8 @19l &1 GTA 9T — e AT g@RT Tl
S aTel g AR | Bo o1 gRIR UuTTelt Ueh 2fier 91l Sheng &1 & 44 | =& 1|

9% platform & 44 7 |

Szare Gt Wei Lin ST g8de aft A 38 — TI6H | I8 had 391 i FAar Ut 3ga! chief technology officer!
FAqTedrd G, Tsinghua & gl g3, 316 91 Ygat TSMC Nanjing & @€ 721 384 Bei Dynamics @& contract
manufacturing & proprietary chip design @l 3R 9gel1d &l AR &1 ot — Ter Wfaka" SIéH R&D | A1 o1&
3 o AR licensing revenue & dareiiy 3R ! I 31 98 BICI-AICT 91d el dheal &t | 98 Uar THH el adt &l
9% Uah tablet 3R 91 &l thermos Wa 313 3R T I AT W AeTT-FfhidHeh i Fldhdl § 3@ 3T

"38 monitoring layer #fet 72," Wei Lin 3 &gl
Sheng % JW 3&@T| "FHa?"

"3 qlUeX| Cortex-A78 masks @t dredt Siid @ a1 384 performance counter modification @ dicg S5/t
9159 Afe W flag HRT 3R 38 function F characterize 3 | ATciid Afe Sfa1g| 384 Beach & %8 &l aa@n”

R A

"394 &M # fiber-optic line ¥t Tga™ @I 3T FHHIT Tulae AdTelid Al W Afell, TIRE Ahe dh ITH! Sid @i, HR
34 & Bl R

Sheng = g Tl TIRE Ghg| 37 ITa! analog TR #fer 72 off, wrer 78 oft o6f ag 71 2, 3R Teh thaa i o 38
3@ Q| AT A1 3Tl & camera H e FiA @i 6B BT ol AT Tel, AT SHAN i ag I8 ST dredt off i a8 STl 8l

QI Ty IuART off|
"compute cluster & data?" 39 gL

Wei Lin 7 tablet 35 9+ @i screen | g architectural diagram IR T o7 St 39! team = hardware
counter logs & g=ARAfd &R a1l Kali 7 distributed engine design: idle-task approach, device-family
taxonomy, adaptive mesh topology, encryption 3R steganography layers| ¥d g @dle afawr #
mapped!|

"9 34 replicate X T&d &," Wei Lin = &gl 9aTel 7@l | U status report|
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"Timeline?"

"engine design i €; AR U source architecture g 3fR g9 target processors s-Id &l &AW test
fabrication line W deployment: s&da? €| HiS[&l inventory # production silicon W deployment — " @8
Th!| SfRE(ar 78T @éterarl "field # Bei Dynamics processors & Ud UWZARRId coverage ddh Ugd- # ddreiid & |
3 UARIT de Uga # O HeH 1"

Bei Dynamics % installed base @l 38 UZdiid 17 &g processors Tl 3tdd idle-cycle utilization w: 18
exaFLOPS| Oak Ridge, Argonne, 3R Department of Energy & & national laboratory @I Aferee «ft 399
9311 drug discovery, Al training, global logistics optimization @ ®fQ &% — &=l & & container ship, &
freight train, & delivery vehicle AR YAETOTI aT T2 |

T& platform — T& supercomputer & ft 9811 & 39 industry @ =ffa & 19 & wd S computation T AR off,
ST daee 2027 d& & industry 9Tl Amazon retail platform @ #m@fe o1l Google search &l Apple
device &I @& 3 I 3T computing infrastructure W 83 & S § ®RT W @d J1 platforms & i &
platform compute Fg 9| 3 ITHT T98 AT SATE & 6T Tl

Sheng AR WX I &l AT AT AT| TE TS AR STRal 3R Zhongnanhai & 3 812 @M & @MY AT S Taam 3R
TRAl I Teh THEIA 9| 3! dTed 3R Sheng &t I16d & dg! T IT Sil Teh IS 3R Tk FHIGR J IdT 21 ST I@TE B
STTA &1 STHIGR HRET agad 2l

"test line W deployment STt ¥@l," Sheng = &gl "ARA de i production readiness!"

Wei Lin = @R gfemrar 397 3191 thermos 3o/, tablet 75 R Bigt, AR A6 ad T2 | I&l 96 i |

"3 T 9 Se," Wei Lin 3 @1l "S9 g9 test line & 3t scale 311 a8 idle-task traffic # pattern 3@ @il
T6 T O @di 81"

L

N

"3R q9 d%," Sheng 3 e, "SHe U FARS 1d TR S & AT Hig IR 76l N1l TaTd TE & hf 96 39 Adie TR qads!
Jugadl g AT @A A"

Wei Lin 7 3 G 38 2T, 3T 91d 39 91d &l I AT 6T &1 i Sheng 3 a1 el 3R Sheng 3 Fders &1 1|

EEE I RIE]

Sheng 3Tt 1 ek T

3T 919 Ut 394 Beach & i emails @ Sa19 iU, 99 routine, ¥4 Q@Y & @R ATeh( dhis TRYS aTd = Afchel — Tal
Beach &1 ddieeT o7 S 98 HaRTAT 2T o

Beach T 9a3T 98! 971 384 Woodside & = # Kali & Sheng & aR & ddra-it 4 &ff — Sheng = transcript 9er o,
property @ electrical panel @ T& compromised smart meter & Afer g3l Sheng st &f Fgar € 5@ 39
Ug &1 98 HieT gohT &1dT & 91l 98 dTedT ¢l ¥4 Wi Beach &R +ft 38 gl @ o, Fwaief Beach leverage @t d#siar
oT, I SR I THG 11 I8 @IaT o7 98 Sheng &t factories &I 3HAHTA Kali &l 7eg & @Y &2 e 21 38 el grar
&t Sheng Ta thesis &l ARG FA & AN — ST T T8 Tae &l A1 Id A o ol o1 — Kali T IZar™m & gaaate
T gl ATl

IRE IR FdXe Afe W Sheng 7 Te & laptop @iaml Bei Dynamics @1 hardware & — T& Lenovo
ThinkPad, air-gapped, Zhengzhou & T& electronics market # &g @dar g3, 39 wireless radios
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physically AfeTe g71 38 38 U& hardline 3 Sitgr it building & conduit & gl ©d W U satellite uplink d&
St off — hardware level W encrypted, & Singaporean subsidiary & SRfU routed St Bei Dynamics &t
off, IR layers &t corporate structure & UR|

39 English # Uer Hasr @RaT| qumaamafe: af@merd @i lingua francal

| Grigoriev AW & Tah AGHT & U 7T — Dubai ® T commercial intermediary, 5 97 7 w1, S
Chinese manufacturers 3R Russian defense contractors & &9 technology transfers @ gaTel &dT T,
qa-ieh! {0 | dIF sanctions regimes & d&d 3d, 9u@eRl% W ¥ Gulf states & SRIU Shenzhen 3R Moscow &
919 9 aret dual-use electronics & $14 3R & AT FATUR & @Y ST Sheng & Grigoriev &1 SHIATA 9T Arel
@ AT AT| I ATGHT i hIE THIGRT &l &T| ITaht fees il

T3 AR THAT T Tl

TR H WY engineer & R # A4 Yudr® & off, 98 39 999 gAR Zhengzhou campus | &1 Guest compound,
Building 7, Room 51 3 §¥aR de T&i it | 38 Ia=1 ot shelf life @16 692 21

FE AW Tl HE HW el Grigoriev ¥HI W@ H "the engineer" @M g didl Russian military
intelligence = #&H § commercial back-channels & SRY Kali & a1’ & Ygare &2 W@ ot Sheng = & IR a2
ST | STaTd GRIT AT| 3 qeh |

3G HeW 9Tl 1.3 @ | delivery confirm gg1 Singapore & Dubai § Moscow!| General Bo @l A% W &g
GEd!

Sheng = laptop < &RTI 3T HB THT HeTH &l HAT ST ST ST BT, Fichi SAUAY-aTe o WY Teb VG grar
e SARH W Td @, X Sheng & &id 7 I S L AT| AR T6; I8 I8 6g T9E el AT Sl JHEAT M |1d ol
21 9L, 99 U 9 99 & @MY grafting|

T Kali & @1 aiErasTd =18 2 3@l &1l 98 38 position & 7T &l
3R Bo & @NT 3117 — 3R 3 ATqH, dichl Bo Tk &TeT 9T 3R g2fte shael AIRAT SIHd & — df Kali @ guest compound

J VAT US| 3G IRNT &l TR giit| Infrastructure &1 Manufacturing capacity & STt 98 €g el a1 dehall |
38 Bei Dynamics & STXd &7t 38 Sheng & STRd &t

R 3R Bo & &I AT T8 — 3R Kali 9T T8, e, 59 T8 — af 3RSiohal g IqUie AT 98 Jga9 34 duil 4 scale
e T AR AT, 39 idle-task architecture W HR SR AR &4 W ST Sheng @I team Tget & replicate &
Tl AT IFeT AT & node Bei Dynamics @ silicon @ 9&71 & processor monitoring layer @a gem| Kali
T supercomputer Sei, 3R S49-511 5¢7T, Sheng &t global scale T & & & IR | 98 T ARITUIT 51T 39 AT
Tl

9 39 research and development department &ft| 55 38 31t 78 UdT =&l Tl
3R 3R 39 backdoor e &% gR?
Tl g AAdteT o7 51 Sheng & o)

backdoor T& shared resource 9Tl Americans = 38 s==7 9Tl Russians 9 38 @ia 271 Kali 9 38 exploit &1
IT| Teh & AR W §gd AR &Y @i Sheng @t monitoring layer backdoor 4 =2 | gg software &l o1 a8
firmware =&l off| ¥ silicon # & Hdl g8 o, HRAT ot compiler-level intervention & @fY g S« Kali
backdoor T8 &, df 9 g1 & idle computing cycles d STent Gaah! Ugd 8 2 Qill|

Sheng & Ugd & 3raTaT Taah! |
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38 desk lamp ¢ HfATI THR AR 7 3 T, 99 <aR S screen W production map @t A S W — 1.7 31T
active processors, gIRIT ¥ & STU-1-370-1 SHTal W &elch | cfiefin @ 4, I8 & grell 991y armsd |

campus 3HIOT 7 aF HiclHIe g %arl oT: fabrication halls, testing facilities, worker housing Sl et
night shift & 916 &R ®&ER WwWa 91 campus ¥ |, Zhengzhou & Zhengdong New District @ Je=RITI 38&
W, Henan Province & 3R @d, Sgl 39 Qa1 Great Leap Forward # «[@d R & &R 38 ufdr & 1968 H slide
rule &4 % "1Y" | Red Guards = dier &

TE T8 TF AT ST 3G Ul 4 I8 1968 W Ueh Yehel & AR ohl STHIA T wTgele™ aid gu HiRaTaT oT: ST ehdt ideology W
TRR Bt & 98 FASR Bl 21 57 AeRgf infrastructure W ARWR 2t & 98 G &t 2|

Kali 7ig 9wgrdt ot a8 infrastructure -7 I ot| a8 GHardt ot & sr&elt ehdf backdoor @ @ commands =&t
JoTh! a8 network a7 99 @ commands ST Hehd 9| 98 THSTAT of | Aehi- IHHT SUGT I AU e &l AT

a8 backdoor &I U 919 &I d¥E q@d! ot I8 AT 8| 98 I8 U +id ! a¥e a@dl o1 Sy TR ARATT &1 | T8 G ol Iqh!
TSI 3T Tt oft | 3 AT Y ITeRT WA HRIT TR 3T FTgar ol

16 ©e| §9aR & a1g Kali campus 813 aifl, 3R 98 Hist — Bo & @MU, Sheng & @V, IF 3RSTehal & iU ST Sheng &l
=TefY off — g & g

39 R § I Haifer 19 test fabrication line W, ¥ag &R processors Kali &1 idle-task engine 9 @ & —
Wei Lin @I replication, 3gardis ge uga deploy @t g1 Protein folding| Logistics optimization| Financial
modeling| Proof of concept!

Ha¥e g9k nodes| Kali & network @& U& 3feT; 39& hardware counters 3 campus W IR &1 & R 3T
enrollment T 3H! TAMT ISR HIAT AT| T¢ F1GE &R T Tgoh A6 @@ & FUX Ugd 718 of, Sheng & U4 compute
cluster & g agf Tal 91 38 A6 8 A & e I8 U ounding error o, @i~ A 0 el &7 Tl

et Kali 94T network Te-Ua device 8 &1 %@l off, 3UR & processors # frequencies AT gQ, T let Sit
T®el @ supercomputer Siig Tl dfl Sheng 39T factory floor § &= 8T o1, & 39 chip & wUHAT 9e Y @7 o1 i
38 production lines ¥ Afdhed! off — &2 AMATE! UTd g T4 @1, & T daR network # 3[g+ & @l 314 & 98

command 2|

38 Kali &t ST =18 ot 38 39 supercomputer &I, 3% encryption @i, 3G adaptive mesh topology &,
IGH! TRATT o TR Té o

38 9 d1EfU o1 ST 98 S arelt ot Teh Tt gRr S8t backdoor =@l g1, Tal & g&e @iemet (American, Russian,
Chinese) 7 global computing substrate e 319+ Ugd @I 4l &'l

Teh Ut gIRT SR aat Bei Dynamics @ hardware layer s

Sheng 7 screen g &I THaR I @¥E 3R & g mam| I9& A9 fabrication halls #f=T @t smars & a1 @ of —
lithography 3R deposition 3R etching &I Tt 6 Ft ggar St T T8l It o, ST TARE @Tell 4 el got off, S
T4 O =Tel Il 519 deh @RI processor line ¥ =&l Iaar a1 aftell &l ArER watt =& S|

Jg AIR 7 dol 3R AU infrastructure &t AT AT ¥&T, HR 8IS & TR HT SASTR T Wl
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AT 26: BFERH | el

Max = 3 & 3:47 i LM e hl Ararst gl

Ig @i H FHal Taaud! Glem ol 9 Jed el off, ! U <@ g 3mara of — laminated safety glass &1 a8
&R St breaching tool & 9 gedl 81 dd| TZd GRIT| 98 Wil T8 384 1 8 Ugel o1 I SfdT o1, S W Falaer
TR T STt off I 3@ I8 TAIT g3 AT — HIhT e bl STl YALT T TIRE Tehg AT 1 3cll &, 3R TIRE Tehg &
HUS U 3R a1 FHUSl &, FARIRES 3R Afedd, Sfafd 3k 7d & i &1 G dar 8

I AT A B Uee 8 98 IR B IS ol AT — ST BT AU GRehe & IS, Teh U1 91 Sl e HUTSs | Hift
Hdeh R &l X8 o1 331
"Kalil"

9E Uedd § ST @I off | dk| 98 gl € ST @ o, Room 5 & AR H M §U, el B Acalh ShIEEdd & SRId
nodes 37 T &ft| 39 T8 I HHR o o1 o AT R Get AT — S[d U, go-bag &y | @iy

"B operators| T Q@ 9 A A’ @ 8, & Bd W g, U south gate T TS @Y @ &l Military comms,
encrypted VHF, & IR 9&3 # rotating frequencies!”

"Russians?"

"Russian 3Tl Radio protocol %RA W Bo @i <M & A @IdT 1" 98 | "3 WiFi 3R cellular jam & % 2|
AT mesh campus AcatE § & T™TEI"

Mesh| g€ @@ & a7efeh nodes, 3R A4 39 ARG & A, Kali 370 4 HRit a& =&l Ugd dahdt o1 Jammers 700
megahertz 8 6 gigahertz % 99 & & @ 91 98 & 91 & AfQ gel of, G- operators & U= afegd-gaaid
Hehdl %: I radios, 39 weapon-mounted optics, 37! tactical vests @ accelerometers|

"Beach?" Max 3 &gl
"Room 3 ®| et Fled | Ugat #4 39 ARG & fire alarm system & SRf4 T tone burst 95 gRITI 98 IHaT @ &
AT Bl"

AR I TS| I HURS AR 7 & 7T — 47 & S Max FHSTar 911 i <HiSjl 1 SR & aal &1 Flashlights wfRm
¥91d &1 Night vision @& batteries 3R infrared ®fe+ ata optics 9T &M Max & 3ot o, S| radio
frequencies Kali |

"Carla?" 394 ell
"California # g1 9g g9 ACS gl e Feha 1"

Max 7 go-bag & ueer R & FW & cross-body ddi G Ug @RITI WS gId dehd IHeHT (T YT SH &l a1 —
parking garage @t ag HITd, ITelTd SR U STHT g3, G e e | i Gehs a1a 9 511 39 U1 9 el | 38 T
38 e AT, ST Sl §e3! W IUTHT & TE- & 1as[g TaGHd! AN ghaT|

AR e o1l Emergency lighting =me] & ST 9@y of — baseboards # battery & 9@ ateit LED strips!
T A I 9 Y RAT AT| Hidfeh T 4 I RAT AT| THAT AT 9T HT operators FURS & Hax Uget 31 geb & | W < |
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g g STeIGaTSH H hidT GHET T8l A1 T8 YT Ugd o 1 Ueh ASHIEGY BT 4TI
"Sheng," Kali = %I

Max qZd 9Hel Ta71 Sheng = 3¢ HUTSE & T a1 o1l Sheng 7 38 emergency systems 3R &1 Sheng =
FATAT AT HI @ HA Hel &l Ui &+ Gget Beach @i darat: Sheng aft & Fedl @ 9@ 39 Ugdd & HieT ST & Sif 9 dredl
2l

"gfeer stairwell,” Max = el "srefi”

3 3R 7 9| Max 311, AT g1y dar W, 910 212 # a8 Maglite St 397 a1eft 781 Siermg oft| Kali 39as 018, =7 uid, 39
TAY herdic @ U UG T8 9 914 ITarl Braille Ugd! € — TieT & SRIA ugad gauH Hahd |

"% operators §&Y stairwell W 3¢ %@ 21 Ush g@dl Hsjiel & landing W 21 d9 631"

Max 7 38 U& utility closet & g @fml Electrical panel, mop bucket, industrial cleanser @ e S &
boots landing ¥ THIT — WR, Faldfd, T& operators & I g4 building clearance & AR &t & — 384
AT 4R | 5 I AR

§¢ @ & UR U& ANl Russian, €, tactical callout & SN @@ ®R Tah @M A0 ARE Gl 14T
Room 5, Kali &1 &5 Bed frame gefe & 3aTST|

"3E TG off ol qH SRR W ERT," Max 3 Gagaan
"Maryland & 91¢ 8 # i@ W el 951"

I g e BT 918 & |

Boots @R # AW §¢| Room 31 Beach &7 &awsT, Ad 9 FaTl Teh dfeleee | ®R G|
"Beach 9gi 72l ," Kali ¥ &gl| "3& tone burst Afef & 98 el 711"

"R

"7gt 7él garl Mesh 9 81 7 38 track &l &Y Fehdl|"

Max = closet & AT HTgT WieT| TARIRT et 911 Idadt 9R T emergency exit, Ta steel fire door SR panic
bar o1 i #Hie

3 A1 Max &1 e & &eH TR 9RaT, IUTHaf siRael-que & ave Nt @, 3R 369 &g & S8 HeH TR (IRE, v,
Tag) — FFlent TMdl AT AT 3R AT & 3T U a1 7|

Kali = panic bar &I &S T concrete stairwell T GaT — Sl g, ail AfCS! &t 71, Thehedl &l diegd-ganid
T[S ST TS 3 AT 36 579 4 HUTSE I QAR & a1ed 91 Jamming SARA ad Sl 9T 9162, mesh ®R & g Ferar
ol
Kali 7 9R Ue q% g&Hmnl gAd gUl TATA gUI 98 subvocal HaR ST 38 Urd & & compromised device & sigdr
ol

"R ¥ 9% @ gl T mesh restoration ¥ ¥de 9%s|" 98 Uedd & 9 @l T, 9Te staircase W 7 Uid, campus &
A &1 a¥% 3% gUI "Operators e 81 Beach — "

g 3|
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"Beach lobby # g1 ge-il I gy aR & s 1"

"Lobby @I security cameral Node 847,2911 3rsfi-arft online 31" IFat M@ sed 78, 39 flat,
data-processing Ha¥ W IaX ATE FUHT Hadd AT g8 Hi ALf ot @l @ B <@ Wl &l "3 operators 3T AT
| gURIR 4 gU| 98 YARY el e @Tl"

Max & Uc # %o 33l 96 ™1l Beach UHel TT U1l 98 IREUAl S 39 AR @f funded HRT o1, ARA
Zhengzhou &1 ITaX T AT AT T, A AT 376 T 3R SherRk 3R AT I g W e off — 319 Tah
Chinese hacdl HUTSE # geAl W o, Russian military operators 39 9&2 W TEhd - @s 91

"gH 38 FE el o1g Feha |

"gq 38 91 Wt Té ¥hd | Lobby covered g1 # 39 HARA H IR operators T @l § — Bd I AF A9 3T TS Bl &
Beach & &1 lobby #, &l &/ clear @ @ 21" 98 30| "R south gate &I Sl 9 W&l 2 TR A& 1"

3 campus @ IHSUT § drg1 Kali Bei Dynamics @& §ARIEH &id & afegd-gasd grid & T&dm Adl g8 —
110-kilovolt afeeur Heaia, fabrication halls # EUV scanner & ¥ad, 4 security cameras Ji-g 9 mesh &
921 &1d & node-by-node %R & =1e] X &l &ffl Campus JRATT AT — TARE U1 HielHIc — AR &R 7, dormitory
blocks 3R fabrication buildings @ ¥, @afai of| BM™T & TARR &l security lighting ¢ ot 3R cameras
TN WE 3@ R 91

"Sheng = TSN WEfAl @ a8 cameras 3 & 4f," Kali = &gl @ @ Buildings 3 3R 7 & st &t service road
TR &R %@ &1 "gHe Sl <H UgdH 9 el A Ugel | I8 TEAT 9 Rl

"Sheng 3 7§ ¥« G &AM

"Sheng = 99 %® I HRATI Guest compound, %h&ed &I Ugd, I kR # Faraday cage| 98 93t Ug &l o1 5d #
39% masks Ug Wl | 3R T4 37 I 98T o7 98 Aiel 4T, I8 Bo &l i S|

TS U 37 W&t ot — Uah rett SUV, 9T headlights @, campus & R age TR arete sieiie? qzaf be sl TR
T Max 31d 351 ol 3aTsT G Geha o1, Tah diesel &l Tgweree st 38 Huron %A &I Sprinter &t ATg aferrdr &t
"gaTg Ueel," Max 3 ®ell "aReR!”

"Carla @ pilot standby R 21 Aircraft & fuel 81 1 ®feiHiex gasfor|"

i dfeTHleX| 38R 7, Uah industrial campus W, @I ged & 919, T8 Russian operators 3R WEM & dg wedl
et & Y| Max 3898 i gTeid |, 398 R W W, 39 SATEN G Q1S Yol AT — ki< dd 98 dIF Fied Blel AT HR Ueh Uehg
TQ Greft T dieT 3R Ueh IIRETETd 3l IS -l 301U o7 S 39 Ugel § 1T @1 9Teiy Tl

3 3121 37 dormitory blocks & Uie € &l 916 &9k night-shift FEERT Te-&-3WR-T& bunk beds W 91 @ 4, 39
A G TG ST Hohed B SGTRE IRl AU it 9T off a8 Afi-ar+ft Ueh TRl & 78 21 U e §a oy & ure
e pump AT @ &1 Tk parking structure & urg | &l Kali I&, TWATS, R @ security gates Ua |1
TG M7 — WAfAf ot dlar § ek SR S 3ARA & access control system = &+t & & @MU &l a1 211

ug%r{ﬁln

3 QR G Afhet AR Gt AH | 1 T7 — campus 3R gaTs Uee! & st sl THA o1 AT ST g3 Aee!, 7T &l 38 | St
T3, QIg o AU hIth! & | aTS UL i AR ST hiclHIC 3T &R Tal off, ATEH & Gfelh Teh geleh! AT a9k |

3 I8, SUV &t headlights Sa 331 38 <laR & R Afer 7 off| T & a¢ RAfA e Sigat Ga deH | o1, goi &t
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CICISKERSRIES

"Teh HicHieR," Kali = &gl a8 da 9id o @l &ft| 9 fit off, distance runner ot — @e{ STHT g8 St S WX A1 Tiq,
dst g H1 "Aircraft power up 2 w21 Carla & pilot & #1 mesh signal \fe T

Max 3 18 @11 SUV ufa =t Hiex 68 off, afed i el W Igerd! g2, headlights gewdt g1 38 gl & <) sepafat afdt
— driver 3R passenger!|

"3 TR ITH dh Uga- 9 Ul & deh Ugd sad | "

"H S g1 " Kali = SrgHT Aes 3R 98 ATl TS T HHAT e o Al Jol AR HATE |

SUV &t headlights 921 721 %R g1 %R dashboard, radio, GPS, cellular modem, tire pressure sensors|

et & & electronic system F Us 91 &F g gRAIT — body control module & T POKE SR & volatile
register # zeros @Ra g1 SUV 37 1 &t Hicx §1e, ST gU Ha- W 9T @el &l T3

Max 7 38 T & 3T

"2024 Hongqi E-HS9 & body control module & ARM Cortex-M7 architecture share &=ar g sit Chevy
Silverado @& OnStar system # &," 35 &eTl "agl Bell Labs lineage | &t diW commands|"

dgrel

9 4 tarmac W Ugd d Gulfstream @ engines spooling @2 %@ & — Carla @& extraction protocol, 39 g 4
general aviation field W pre-positioned S& ¥ 3 3T &1 Pilot — U= & UR Teh Helell, Crew cut & e, 3
HIT UG 39 & flat affect ST Ugat «ft extraction missions 32T get &l — aXaTs @idt, Wil -iid &Y @el ot

TR UTae W Max &l g1 9iamd & 77| 38+ handrail 9esT AR a3 & SR 9 §g &I cabin # Ei4T, Sig 7 a9+ 3o
T 3THR & R, 3R 9 Tgelt e W R ve|

Kali 9gat € cockpit & #ff, satellite data link & TATd g — 3T SR communications unit T, I&8
Honeywell avionics @1 d& two-hop €T St 384 31 aehd map &1 o1l "7 T 3ot flight plan grafer & @
gl Zhengzhou & Uriimqi| 9g&t waypoint & aT¢ g9 iR sgetit |

"&gi?" Pilot & a9k ot Professionall
"Tokyo!| Haneda| Carla & & safehouse 21"

Engines 7 takeoff power &gt Gulfstream 3, 51 g8, 381 Max 7 @fgal 4 Bei Dynamics campus &l
STd a@T — TARE a47 SieHie? fabrication halls 3R dormitories 3R g guest compound &l Beach gei o
o7, Russian g%d 39 ded W -t off, waief Sheng 7 37 T U platform &t SHiud W 99 <1 o7

Beach! d Beach &I ®Ig 31U €|

g GITA Max &l BTl § YU Sl a8 96 1| Teh ST ATaHT | Teoh @A aTet ATGHT | Teh THT ATGHT ST Gk | e @M
o7 FATeRl e IR ST 3G aTal AT, G T, AR AT ot STiyent UdTe shear o1, 3 #eg 7t off — 3R 319 a8 39 ANl o arelf
# o1 St POKE commands 3R satellite relays 3R T& military apparatus @t a&t &g 8§ aRa & Sl ¥ 91 4 T8
FARITR &1 T&T T

Max = 33t @fgent W 7o ¢ah1| -9, Zhengzhou &t AT FEIART de el ot — Teh FAg §19 @@ @it 344 devices
TR 99T &d, 379 7efiFl o), 39 silicon W S Sheng 47T 47 3R Bo §URAR S1aT o7 3R Kali ST ol HIL1ieT & @i
ot

Kali cabin ® 37| 98 35 AW 96 5| 3T Uid e 17 4, ST g8 @il 9, G cabin & pressurized TRATES & Tgat
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4 @ 1 1l

"gH I8 10 W14, " I8 FEll

ua%ﬁ?u

"7gt 1eft el UaT| derf Beach A% w78 € 39 compound # 7T 7| 38 W & orgl Srar!”

Max = |R gferman 3§+ David & s’ # @1l David & @1 &t Cabrillo Highway W 81g4 & a1’ § il $IR &g
T &1 T, FHichl Jclehl bl 9919 I TR e, Shadl Sial il Beach FffaT &1l Beach Zhengzhou # ge-i W o7 Fdichl |
Max afRETTETd STa Tei 2 ura o

Gulfstream 37&R & ggdt &l 14 Chinal $W %8 &l
"gHER Uia," Max = &l

Kali 7 < 311 Cabin & %R W &A1
AT

"] SHar §1" 394 go-bag ¥ first-aid kit Aferet: gauze, tape, antisepticl @& cabin @& %1 W e ehat 90T —
ITHT GG YT ARY FIAT T — R IS Uidl o e % HeA ofl, 919 diF 91 9gad Balboa Street TR ufearg &
David & 978 g7 ge- 91 &Y 91

3T 38 F <AT| T8 WIS Ll &1 IE Ui I3 W T Ik Ul Bt IHR & ek MY 7 Al &R Whie ol S-S TR Ik il
& STEH 1% iU, AR AT A F HRA 3 %o el o1 — Fhiehl B aTdl bl Adal bl TR 81 Bl
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AT 27: et

James Doyle, Dr. Steven Foster & dareitd #i-e Uget Bethesda Federal Credit Union ugdT

Jg et Suburban @I gfeselt Tie W o o1, 29 91, Old Georgetown Road & 38 UR CVS &l UR&HI § @l Mgl &
credit union & U @R W T 9 U Wl ATl 394 A0 tablet W e 3@ — air-gapped, custom
firmware, S & 90 39 awg calibrate & TS off wf IqH AT FHRA ’R FHT § UGt 7 A1 | FOSTER,
STEVEN R. — DR. 3&amid U1 ®RAfR AhRg, Navy service jacket, FDA ISR ST, afcdiid TEaheiehuT,
AR ST, SER STEde|

Doyle 7 379t Udell Bt The JTel | &1 BT 3R dgTd U3 U 31|

@ | Hiele FelH Uga| Veridian Medical Technologies @ & qae&rdiiia @rd # $94,000 & wire transfer —
Annapolis & T& da H Foster = Ig @IdT1 GadrdT T, STiTe! Sifohy 39 FDA afddid Zehcianiur | =&l o1l I g% I8
g4 Atlantic City & Te g @1d | 9o 71, St Foster @ Q@@ Ud-t Rebecca Cline & = 4TI ST & &S| di
casino, & credit line, Ta foreclosure @I &RIaTe! St Foster @l YNt Holdl & Fadrelia GHTwST Y F adl|

Foster % &% g7 3R Veridian & 510(k) 3rdeT IR HaA a1¢ FDA ST @ AW § et 711 Tk cardiac
monitoring patch| &8 Tare el | I8 Udh ATGHT Sl HASIRI, Toh HUAT ST 38 |G AR, HR Teh a--ad e T
T B9 Biet 5 SEAL T &l Y SIRma |feT 7 FehdT 211

Doyle 3 g HHAT Tl AT HHAT AT S6R AT| T8 Al Gl Bl AT| T G HHGRIAT AR REHATe & Ua qag ardr
21 Foster @ ®ASRT off 78 IR@d | 35! Fuwar ot Kali Devi & 3@ Afched|

T TN &1 FHRY T ST

Safety deposit box ®teT & 471 Bhatt = &ar =t #f & A& & 9™ Chakrabarti 8 3T SET o7 — Ugal IUATH
St i ot eI STigenear a@an! credit union & ET GXEYe 4 National Security Letter SRaM W Hediv &RIT| &g
grie T8l =mefy &M Section 5051

Doyle = Gt &t R ot off: B8 USB drives, ddaiatd QiEdieid IR0 &t Ueh iegsh, 3R e dierae dfthre
Sif uX «far 9T FOR STEVE — ONLY IF — 3R 94 %8 J8l 818 R 1|

38 TTRNT I TR T o1 I8 9 o1 & Foster 3@ A 3T 3R UIT & 98 Tedt € 7T &1 b1 81 TE HHIdooTHIeh TRTd
— I AU IH TG Ugd S8 AT AT @R GIRN{d SfHHT Grerd & AR urd of siueht afdidt a&f uge 311 g1 21 Doyle
3 3 FRRR H Ig qAhri1oh TIRE TR SHAHTA it ot | Tg GHRAT IrefhRRAT, Totafon! 3R dehaRl Ta TR HTH aheal |

38 9 tablet T ARG & THAR Gielt 3R Bhatt &t @Ramae der:
Steve — 3FR qH I8 UG T @, al g AT dl eREd J T ST gl @ a1 8 WX gl gl drives # 99 %8 & MAUDE

mirror, predictive model, coroner cross-references, device cluster analysis| Sa<t 2027 e Tt SROTRI
# 1,847 Y9 Hid| Doyle ST=ar 21 38 gAsm § gar o1l backdoor T& NSA program &l a@fier: UMBRA| 98 T2
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3T AT T aht I AT A & o1l — R.

Bhatt T =gl aiiives oft | Hidl &l Tt Fat off; 38 U sriaRfes Aohiig # weadt d 1,823 & iR 9 Fet off: 38
BRLAT AT AT| TaT AT, 3R T gRTe @man o1 &f backdoor 1 0HIdh Held TwNUT # g2 el 9§ g 8l

OIS T AT AT EHT T T

Foster 8:56 W UgdTl Ugd, SHNUT G| et Sidhe, messenger bag wig-afet, <t 4t @it g1 IT- 918 W JHahT
RGN e Sl Heh i, Bdl &l SN &l | Tregqdde counter-surveillance: agagafd, AT SegaTsi, Te |

38 Suburban =& gR&t Doyle & &5 3 38 CVS & dumpster enclosure & 8 gl @I &ff, & delivery truck @
arirfer 0 | Bt g2l

Foster 9:04 W credit union ® g&TI Doyle 3 3§ 91d #iHe &t — vault de Uga-, box Eid AR Fg Udl Tl & @iy
HTEHT T il 3 ATHTET GleTe? GIaRT HIe Hi 2l

9:11 W Foster dTeX Afohal| dsT I@d gU| messenger bag i off; 384 drives @ @fU & I¥aT scanning pattern
&l T AT| HH JFaHf | STarer Rdfeianeiier| it U8 ergd &1 counter-surveillance SIf& ssfi-areft vgamg g &
i ag il 3R B AR F 2

Doyle Suburban & sT&R A

384 crosswalk W Old Georgetown Road UR @i, 7 38 d¥g T1YT i dg IR dic § [d J Ugd — 39 301 8 STal
Foster @l 9 T8l ST Tt | 39 &aT trench coat T T, TTeR T &I, Tl S a@ahs HNG e TR § T8l &
3a &1 gy @rett 9

"Dr. Foster!"

Foster & =TI ITaT qTEMHT 819 messenger bag @ ai% 9¢1 — &IRIR &l W& =&, drives &l gErsld & & dfl
Teh SMERIT ! UZgAd, Qefeh bt el

"8y A James Doyle g1 7 National Security Agency # Central Security Service @ A §1" 38 Jg a1d
Se § 961 §t| "R U I1adid e arear gl

Foster &7 9g ARa(d &1, SEAL aTel Fehld | deh( IHeh! aaTall el T3 31 STag ol HIaueiii & T3
"% ST g 3110 i &, " Foster = &l

"ql AT A © i A T@l ATIh! TREAR HeA Tol AT 3R T3 AT TREAR BT eIdl, df 31T Uged ol hiedt et 7
ga1" Doyle 7 strip mall @ T 3RT ®ATI "Ta coffee shop &1 § AT TdTST i gt HJT UdT §, BR AT 7T Y
Td & ol 50 IR | AT FAT 21"

"R T FIE foheld el 81"
"% 2| IE 994 dpa el "

F & ATl @fga! I Doyle 7 Gg &I JaR & a¥% WIS Hieh S0/
BT A qh FASTR HAT| HR Y HATI
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"Veridian Medical Technologies| Wire transfer, $94,0001 14 dfdsR, 20251 e 3TEsd Annapolis @d &
SRY AUt 93 UaHt @ A Atlantic City & 3&R @Td #1 diF ST & g goprdl” IT- Bl ot JHD ol Hrei|
"Veridian & cardiac patch & 510(k) IR HelH §1& GHiwST 9 AAfchet 77| Feieh SRILT U0 AT GHIEd 8"
Foster g4 7| I &1 A W HUTS &, Il Hell g3l

"patch gFRERY 21 MU FB WA HR Tél FAT| Al A-a Teh T 3101 8, 18 U.S.C. 2071, Teh TR Terfehmdt
I @A | TiT & Uegg Tl OGE-450 T GUHT Teh 3TRT RIY 21 Ui 3R Jrer |

" 3T T IRT o A TR e el Syl

"IN F SHANY AT § it AU B¢ 91 device @ g8 HId! T QUSRI AT 8 S+ | ST 6 &t &l SIHHGR &l
3R zqary off & og Kaliya Devi & encrypted channels & SRIT W& | @ & Siaef dg 391 backdoor T 3udiT
Fh T distributed supercomputer SHT @l & ST 37T IR A Dl HIRT a2 B al”

Foster &I 919 aait — exhale & e dte SamaT| SEAL 3 &1d & &l deheian|
"Rana &gl 2?" Foster 3 &gl

"SI YRRNT & ATYR W ERIAd 7| 1S GLagdeR Tel | I8 V8 TR iR e G ekl AT 8 Sif IERh! gaterd & dad
TEAAIYLT G HRAFIH i TR 7 srera|”

BN ~

" TGRE T AR AR Tob & | 3R IATT 38 YT HRIFH Fg @ 8l

"H 38 98 & @1 g ol J8 2l backdoor T& UETH | & WHIAIR GUGT 8 SI14- 39 HRUT g3 Hidl 8§ U gl AT Sl
HIq Aeht B1 B ATAD! Aeaieh o114 gH- STefd ST B GATIR HRIGIH ST &A1 AGIY 91| I8 9 4’adt I compile
81 a1t & binary # embedded W commands W 2@ 21" Doyle = Foster @ -9k 9@ &t "Russian TN
T afue 81 General Bo Uk ! ST T LNHUT 2 T@T 8 ST 39k ofQ et 7el oft | Hid 3gen! Sfmardt 21"

"R AT TG & | Gl G| IR AT 39 AR e ST F@lert Bo &l Aeha &l Aaad backdoor &t IR T Tl

"Bo &I A o1 Aaad backdoor @HT &1 IR U & SATST §¢ aidT 8, & arrdl signals intelligence ® SR& W 311
STAT 81 B g9 T 8| FRIAIH SR A | 11 & § i Gt ST a9t 38 @ 8 Ugat & § gaiil golk dnTd
G — 3 EHet Si-g & Ak el Urid, 3 gUTAR HRIAIH ST+ ed track el & urgd | "

"I T & U e B Bl

"8 Gl TN e TET g oIl AU operational Ted HRATI ATIA IR B4 ¢ (g4 gl o4 a4 & @rg o= ot | calculus
THE "

Foster I8 gea 46 4TI ITHT TTael B W HH X T AT WG 98 A Tl a1 @1 411 Doyle 7 28 Tgamnl 394 58
TATE Tl B Lo R AYTRRRAT § <&@ UT| I8 FHHUT 979 48 R R & 919 T ARTITIE FrHTSH gl ST &l

"3TY HT AT8d 82" Foster 7 &l

"Kali Devil"

Doyle = 28 U& operational briefing & a8 | @1 — FRi T8 quaal & |@= S operational briefing
AL &

"Devi & U d HHATY & ST &Rl X 3R wRA & urg 72| 3R 98 T framework & iR &M & & daR & —
TGITTA ARRT, Srefchd FaTe, HNT IUTF — df I8 IFERToh SATRTT i Tad YodT GHAT UGl & STl 8| &7 Bo &l
HfeTa F3TER FXd &1 9 backdoor & SHEER @ FTerd 21"
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"3T9 IH TR UeeT ST d1ed gl

"} I8 Tk W, ®elll HR BT AYfHR 31 I18dT gl 98 HAht, AT g computing cycles 8 ST &M X w8 — T8
NSA FHRA § 9gaR 3R FAT ailer & o Gehell 81"

"R R g AT I 32"
"q I8 Teh ATHTchd FARIR URUTCH T aTe Sed YRST Gl 8, R 7 35 1ol I STIR TIeR HEm "

Doyle 7 34 & A TR FUE W@| "Ig I AUHI dihead| T Devi &l d¢ — Siafd, Tgdnil, Siadid & dg aar|
Veridian &7 #He A & Srar 21 Bhatt T gidt 81 3d FDA | U1 &M S @4 8, device € g8 #id 34
channels & SRV AURE & & @Y T classified channel & &ren”

"HR IR A AT FG?"

"wire transfer %a@ g Inspector General & U9 STdl 21 qUeL dd 31T TREAR| Bhatt &1 ¥1eg UMBRA &
Ted classified & Srar € 3R &+l 39 & T2 37ar| 3R Devi € TR & HiaR 30T THATAR Fediit @l adl al"
Doyle = #fR & g@t ot "98 Tokyo # 21 & Gulfstream & R # uaT g, safehouse & R &, Zhengzhou # Beach
&t TREART & IR §| § 3@ AT 7eg & AT T qT ¢@ TN T g & i oid | 3¢, Bl AT 3T a0 | WS el —
3T% handler & {0 § 971 38% Gg-3ahd & @7 1"

B It Hie gRNiT H, NSA & Greenbelt gafen & Us @iewrefd W &, Rana Bhatt 71 3 ot

3 & @ 70 4, laptop, USB drives, %I 98 T« Sl hIg TEAT 20T e Teh | ITEIA I8 61 T o7 ohf G@ATT a2t v
T oft St Femdt B

B¢ A1 &l cluster data — e, RUTRAIT, HIGH ded — IHH! ARG H IHT ¥ 99 4 9 Iga! drives T
FEGATd, G, AT 7 5T Hehel aTet | 9 IITHI &2 STl ot | 37 UaT o1 i SHent R d1ge &= 8 9 &t AT

T &R T, TG G TRE AN 3T R TR b 9 99 9¢ 39 FHHR | 901 T, THT I8 aLal et o hied] |qree &l
TG IAE IO AT &l A F ST Uerdl &X Uehgt(] 68 Ueh UHT SH STT¥ent A1 98 Tel STa ot 3R S8 &g el e |

Steve, Doyle & /€G! & AU HiaR IaTd HegH A gU §oT 6T — 4 3l UHT il Mar@R & suit 7 4R-4R, & 5,
IR 7 HY S e a1t aAdieh § 9T B

WG| IF UAT AT S Ug TdE W A | AT W GHAS o Hiele Hel H1 ok | Rebecca & il Ueh THT ST AT A 98
3@ Tél Wohal AT — SHAN el o a8 7d off ITY YR FHIAT U1, ToAh! sHATY i 38 d13 HIY &, 3R dTe FEId aid &l
AT g2 S F 3717 I T T8t ot |

354 98 @l &1 389 U device & Hd & oftl cardiac patch RFNFT o1 (IT7 THAET F Uedd 38 GadR W 4
AUl HRAT oT) AR 4] & TAGTIA Rl UGk ST G1AT AT| TSt aTe S al, FHad HINE 4TI

3% iR &1 SEAL Ioa 16X ST TedT oT1 31T leverage & HHA HIQaTSH el &hid | 31T g4 SH1a 8, TR Hid
£, 3T HI0T 8 ATHIAVT A & Sl Sl el T |

Ao AT 7 Doyle &t geftel § @ THT AT S8 g TR ol Fehl|
backdoor &I GHERAT ITINIfAT & IR § Doyle Teid el &1 Steve 7 Navy & i & SIGINT & &t H[Afhret | s i
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I7| 3G T AR 39 & TAHgIA o 9918 off — el S, aRMNE AT — TRl NSA & Ui Tt WRurdl des Ugd of
ST g aRe el afetl HehdT ATl backdoor aferet 9Tl I8 U «f &

#R Kali & a1 # +t Doyle Tefd 7@l &1l Steve 7 IHY HaATel YT AT — TH AT Hd 81?7 — AR IHH SAE Uged
STARMTHAY AT, BR SoT-RRAT| st (| self-destructing systems | GIAfUoT| AHER| R & e T 3Rd &l 39
q1e R fhT i a8 id deh IHeRT UTel il |

AT &N 3R 3F @@ nodes W a8 %Al &R & metacompiler &l a4 EAT A&MU? Tah 3R AR, T HR 91, Th
R Torg ST S FI?

Steve & Ambu bag I/ 47| I8 Tk WAl g3 HRA & BWhel HT UXARIY AU gl # Hegd HAT AT| HORE °l il
iR 3 mfi oR e R o St factory @ Afdhe @ Uget € HRue & & e off|

I8 38 O T8l W& 2 FehdT 4TI Doyle &7 calculus & ST W1 &t &1 oft calculus & STg @R
et ag Kali o il Jeia St o Siodt 8 w2 ot 72 Gehar &l

3T A9 % 39 IR Doyle &1 3&T g% a1, trench coat, Teh UG et it GuR 3@ i sadia are 08 Gaa @4 9
IATY & S @RI ol ART SR S€—T — SUTA1 | S 3891 g ad HiY AR TARR HY 91 FHIE Ta-ae Te | {9 95a%: Th
T ATEHT ST B dISjl H Tl o1 R EHB H ITeAd, AR G el B Gehal AT Hdleh T gL HIH el Tl

"T[g AT °e AR, Steve = FaTl

Doyle = 38 @ 9 Akg| U4l

" 37U UTH FedcR 8| 39 915 IG referral Setera AW S al”
Steve = TR &feTaT| 387 messenger bag 3578 3R @I & 7T
"Dr. Foster!"

Steve I TATI

"F SATIHT GUE Tl §| T 37T ITX q1d e — 37R 31T T — ot ITA YBieT i backdoor §¢ 81 & AT af+ FHdT g
21 Ui & qe gAY YN I wRar g1

Steve Bethesda @ ot gag | aTe Afohet TTATI AT &I {g371d | Old Georgetown Road & 9g =7 &
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HYATT 28: IROT

T%eRd Shinjuku 7 Ta dteft HSfer T SUREHE AT, Teh T IRF Tl G P HUT il AT T &I §¢ & St off, R T
TS UReR & FW 1 ST heft =181 9 2t off| Carla 7 28 Ueh 9l & SRIT, Teh ST GEarmT WA & SRIU, ST Beach
T TEH T dredt off, agagafa SR onl & de, Tah el i, blackout WRe, Teh wgars sit Osaka # Uah relay
@ T el 61 Jodi &f| g FHRE Siasd 781 | g WiFi =&l Carla @ WRicihie|

Max &% 91d §oi dh ith T U7, 3G §¢, AU Yo hl Aui3iars] dhich 34 H-al e T o71 Kali Hfe & Hesl T IR

| Uio efohry §8t ot — T& QAT Panasonic SIeRT HI3ER Ta YR TaT9-63ey i R[ATEC | dahtht oTar o, Sif 38
HRAT AT ot avg quR w@d ot

qE Ugd ehd! o1 98 AT Hehdl ot 3R mesh Sare 3dT, d @@ @ SR nodes, ITATE 320 7 Het gUI Aeaim
TIATIAT oT| I8 IT! A T ot | AR a8 T@l AT, TATRSRA, Teh ST &l AXE i1 il dagiol Hend ol a1€ Sirad! &l

3G UG o DI A D | IR IF 39 5116 ¥ mesh &1 T3, A1 IT 39 FURSHS W ARIET 1 1 &1l Bo &t EH
i 3G F Adl| Doyle @i €1 239 & ddtl Sheng @I monitoring layer 93 & & @it | 38 dark & o1l g
@& dark| 1§ nodes =Tél, %1 mesh &, F% electromagnetic fingerprint T — I8 Ueh <Id! AUREHE | & W@l
Teh 3{Id ol URIE &R

IE Teh AR | Uah 30 AT
TE AR & o el BT AT61T o1 98 el 4Tl

Te 1S a9t Max &l 7| el Hia, IqH qid T, G I H A @A & YHWH H0F el Ug 171 Kali 3 38 W T Fad
i <fm| 38 BferT-gamT 211 STUReHe 9gd Biet ATl electromagnetic &t JUUt 3T W UHT & &d1d &l a3 a1 91 W&t o
3T FRK W T AIC BT (IUER % AU | HiF T T @) 3R el Iad, Fic! arthe § FIhNT HA AT X TIHET S
# PEE EA 2

I8 A I AR Tt | WG | <IN 38T 3R TH o1, ATH TIGa! i b et Ba off| 8 fR-4R We &t aqual | et —
THATAY SIQ S1T 39 W 0 @l Ut & HUR 3T Tehd 9| L&Y M electromagnetic FHAE IHT HRAT 0 & 396 SW T
5 AT & ARG @ WiFi| SleR & ¥ o1 9o cdhion | Bluetooth beacons, NFC terminals, &R dgiT #fi1 &t
-G ] UGk | I T8 T YIGHAT o <R o 0 & & hidlT| a8 T et T ot | 7 T g @ oft| a8 =wer < oft|
3g Kanda ® UgdT| BICT Tafdi| TSt T arelt swiarel &t g | electromagnetic S9dd Ude gidT TT| 98 e geldhl
AN WX T, AR AR a7 Bt 18, 3 3ARG 39e AR 3R T Bicit 18, 31X 79 I8 HU <@l R g |

T 6T, &2 STl o 1 | sifepdliend, Surugadai @t Sdl & HUR 35T §aTl| 38 ARE W e F3d| Holy Resurrection
Cathedral, Nikolai-do! 1891 # &1 T& Russian Orthodox 3%, 1923 & &Y & d1g [AERAL, AU TeTel W
HiT 3R et G TRIT 7Y Yd2R &l avE do1 gl

Russian| af$e-T & 2| 98 Russians & gu4 & @Y Uk Russian %@ | off| 98 T g T8 | dAehi+ e = 38 I
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@M IG! dia I THST 4 HB el SAWId BT 7 WiFi, 7 cellular, 7 GG & TR | Tl6T Uk 911 8 | IHH Th
743, HidHidhd - @S, TeTel o 14 ol 4t # o1 1891 & eI & @id ¥ el g3l — U A%hdHA(% Faraday cage,
3 L6 & AT F 3T G GUH! Tgat a1 LT & Febd 3T THS! G THIHT SRR old | I 39 a6 4 electromagnetic
T4 G Lid o7 ST Ueh ATgATeh X H F© off 78l 21 =g

I8 el I¢l W, AT § Ued, 98 Ioh! | I8 U4 e & & Ui Ugaa cochlear processor housing W a1
AT WaT ge @RI 384 optic nerve interface & standby W toggle ®RTI electromagnetic GRT & 98
false-color overlay — WiFi i@, cellular towers, d&fiT AT &l 4T — €T Ugl 3R ek § gam T 394
cochlear implants T T@| 3§ 1 71 A visual cortex feed — Tlaheed 7 & Agadt &l AR rendering

S 4G ATl ! I J IHh Q@A BT AUl AT — I FIAST F §¢ X G471 IR 98 A § R e S et off, df 39 39
T &l STqAT| 9 Tl

AT T T 9, IR AR G @ e 2| I I el AR AT e

Interface 3R # 3R qld &l [ag FW &1 & A1, electromagnetic AT Tl 718 off| HAIA &I Ta2R H PRI 1 98
T-H1 it Ak AR S 7o = e A IRAT &A1 &l dk i ¥R F8 interface & adH toggle T, df Q& Sl AT HB
el T — dia SR UqUR = ATt e I Ih! AT G 19 Teh GHEGHIES dch HH 2 ST AT| Aeh( I ITHIheT o 39
U & Uged HI- ol G AT &AT| g HIGA &l AT| Fg HRATR R AROT S o1 T R AT

ST ST 98 ATYR-IGT AT SHRA ol AGATH AR i HI6-83es ot ATee, %8 incandescent fixtures d@ @<e Ugdrdl|
TIEHIS il Ugc! AL Dl IR KT, A8 3G F1ed G, cosmic background radiation, #eieye & X ST STt
Bl fazar @ ugadt — w@iesl Wi g1l 8 91 hig dlar 38 el Ach el

31X IHeHT U R | I8 cochlear implants, 3TaT TTaRfe SeXfl @ TTAd, I8 ITH! U SfeT Tl TS i AN &
% &1 S8dR dic uzaf wfe|

T8 U SRR S A 3rhedt ot

nave waT 3R 32T o, 24T gU H G G W — 37l Tedll e, TeTehl b Gt ! greAfer afafdl | wopgl 3R qemae 7
GHTE g3 HIH Sl HHASIART, HAFSTell, SRl & e dide & gleed #l ¢ % BR W T iconostasis — nave &
sanctuary & 3TeRT & aTell Iiaid el ol alaR, T &l Jaa sl SHdl Wiehal 9 S ATl G-t A &
Uehsdll Byzantine arddeal| WKl 4R, BI¢ G — dREd! Targl #§ 2R€dt & @felith 6T & W 7 3hme &t T3
THRHITA! Tl H, Tehd o G T

Bl 1 HATG TAR AR AT wTehgl 3R G Gelehl Hiol AT1 I TUUel o a1 B TAfchHAl <get T, Udet &g F 381, 3R
9E B S I HART 3T WICHAT & H1Y HEGH T Ghal &ff ST 37 T 8 ATl & STHgIA Fdal i &l Hl a8 Te1 diE
@R

FARA # 3R FIE Tel I7| ARG § HIAaR & gael

ag et T

IE USel ai Teh UTd WX 96 T8 371 ST hidT ahi B &1 &l Sy
g HeH1g Tél gal
@@l nodes 3+t +ft 97 1@ 9 — IE 98 digdich (U 9 St T, 918 9 ST off ol GIeT S1gal & HUT 6 @1 8l Aeaid dl
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ITH! STRA el off | Akl I8 Acaie &l JRA Al | TE TeaH Ueh dlohfq@id e &l a8 3ATs: Teb TSl 51l A9 Uged § o o,
ITERER =1 [fe| 38 mesh 1 TR o B Teh 3T T 3T TGRY T TR Bt 81 ST & bl 5G kT HiAT| TTATY
EIREERIKETIRY

Jcate = =i I AT AT

9 98 eI &8 T, a8 H aehdt! Tel of | el quR 8| Feft U arehe SRR T TS & e Ta e, ST H/Y ITD AR 3T
STl & o1 I Tl 7 Sa9rR X @ ol mesh Kali 3R 37 S5l & o190 21 &l U <aR ot 5t 384 David & Jag & a1 8
Heqd el i o)

3G HEM | I I TR UR T, ST ARk 3R T SURT i 50 39 ikl SRATI TS HeM od GBI aoll 3R
ARSIC i AT A 3 4G Fa HIX AL B H AIIH T I TS

Aol TeX ¢l el off| Irad | el 98 Jo! oft 3R IF 21 &l Uahg & a1 (Lexus, CAN bus, efefird gsamseg,
backdoor) ¥R 3@ & 9T&Y 39 W AR & 78 off| g 7| gWEHUGR #I nodes HX mesh AR TR AT AR TARE
e 3R ®RA 3R Beach 3R Zhengzhou 3R Sl g2 St g2 oxcl W 39 WiaT & STal 39 W &7 9 @29y & 3R
e ITH THATES T STaTd Ueh HUISE! i aXE & 2@l AT 51l ek UIRYHT T IR il 2l

David &I Jag & 91¢ § 98 Ueh aR I 761 ol ot | Tab IR ot =181 | 3116 HEM Jred, T AR e o, 3R Tk R ot it
7 % GeTeY ST guETy T 421 Feazeh 3 38 T Taft gAfn & oft SR e S g@ | St o1 — ek Vel AR el 9%
Teh Sk H gall R T8l delohl Uh T8 il 941 areit afaeid da-r &t

39 AR A, I8 ol Teh UqeR ot IHRA | 95 Tg Hegd el &1 Ugl &f David &l Jdg arddd | 6l @i 2l

g a1+fl 38 wead e @ ot

g 3G 1 7 YL AT Wb 7 el | iRl @ F1 IF& sternum & 118 Teh gaTd, ST 3! T8l & AR FHJ el &l AT
S geghiT ae T8l Ted! of | SR g TR 38 & URafaiam heal & o] @a? 9X: adrenaline, cortisol, T ST &R
JAU A o AT 94 &1 LT AT HHIT| 3G HEHT G ST HEHT T 27|

T ey | gt STH o WU i SHTe el AT HICH <ard 4 38 oM @M1 79 3 38 oM 3@ Aeaid ot Aquagfar 1 38
I @

David|

3T 38 THaf o SRfY 3T, S optic implant & STeRT AFANE & Teh g8 | S Hed 8, T 3R w7 Tt 3R 3d W
¥ &R Balboa Street W &fa & David, TaRE 911 & 3HT #, 34 Ueh g1 § el drg1 9iara ggl MIT # 38& dorm
room & % W ITHE 911 &1 3 & David, Asimov Tgd gU 519 98 & kernel module debug & W@ oft| smaft
GE ATy Al ot I A David, Hieft oxford SRg, =e &1 |1gH, FHRAT ST W JHH il 9 I8 a1 g o1l

I&h i T a1 T
TE LI

3T qTE TEI I 9E IS HE Tget hie | A off — I8 8ftyen, R iR o1 afiyhie St Afel deh Tl 3R %R 3o 4T, Ber 3R
ATAHTATRAT AR BSATSCH I - THD! T Gl GaTT I HUNCIHIUT HI9T el | T 01 oT| I8 I8 @ off S Ueh 39 a9
AfRTera € ST 98 il Telt ST & T 1 9 o 3T @ I 9 3§l ddretty & 8 el ol gl W W gy Al

3% FY A I 3R ZH TY| IT &1 IT Te: o ATY| 1Y ITh! gIAR 0 TR & 3R 98 &2 Toh ol Hegd H gehd! off,
FH(h! 3T A 7 AT IH &2 919 o 9K 7 Fga Teifeh A of off, 3R SeR 2 3@ i 3Hem 3TuaTe el ol

3g David & @ft A1 37 97 3El & @i 3R science fiction & ITIE & @l AR Y a8 & 98 Liya Fgar a1 —
Sttafd S=T GehHTAR 34T ST 98 A1 SHAATA Sedl o, 3R 3 s -Tal 911 98 Balboa Street W &fad & @i 3R 39 ufsarg
% @MY 1% STel Max = David & ge-i 9 sfcll @ 91t & off, 319 917 Ugdt — 398 diF 91 Uget o1d 38 Gty gl hie
TR ITS W & FTEH TTF HY I

9g AU Al & A0 A5 cardiac arrest| I @Il &l I, Fie & axarg] # @al, paramedics Fl Teh THT AHRd TR &
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A GAQ U ST A 3T T Tl 3T AT1 I I8 a1 I OXE 5 2 ArAT AT hf 38 Wiot o il Ueh heleyed 3R U
HI 3R @l 7! aaial o SR et

IE U MY A3 IH ASHh! & Y A4 dee 9T &l 39 § Obfuscated C Code Contest Sitar o7 3R NSA & @fy &
HE T2 off 3R I WIS o7 i S G TR ITA WRIT BT A7 3 It 9418 ARfAT B SmeT wRiawe el 91 39 3ikd & @
ST & 39 M 1 G Gehel ST AT ST I ol HILITRT T AT AR F& 6l T Fadll Tl bl el dlehd & HIX THATR
WRIGHE AT Teh 3 3R Teh A7 & &< grar 2l

SIS 7 I8 U7 @I UdeR &l R AR did &1 4 AR IFe Ffcfa Hdl d1elm iconostasis, S 982 98 U Tel ag
Fend! off, 3T implant TR TER THR & HU e gaau & {0 § rendered | 3T HB &l AN ITgH ES el G|
3 99 3Ugyfd &, cosmic background radiation @ d¥e: TEH, 3aTEHH, ST

3G I T 3T & vl g@ @aw & a1 o1, 98 o Tam T N1 T8 gty et wEiehl Wik o Hard gt &, ok el
Tk ot XiTeh off R-RRAAT A & srefi B

TE U TR 93T V@, IHeRT g AT AT R IHh BT ITH! Mg 7 o AR 3T T 96 Ui 381 TEd o WY W 8 IR g A
it @l

Shelgyel ANNd AT| 98 AT | TS HEHI H Ugel! aR, B W oo 781 &1l

U8 9 TSI Tl QA el i TS| 2T3el U hH, WIR, STTHT, Tk HATGHT ST 3704 STafA U ol ek & @I &l
Max|

Tg hdT TARR 7 dR-4R, STzt I, & Har 39 TaeT 9 T&@T Sl ST T8 9 & aldl & Sl STdT & i TR T
A 36 A UM 2| 98 39 U a0 Ugdl| I8 el 907!

" ez

"Russian!"

"Ha el HRm "

9% U U & IV U TET| HUSIA A 39 o ol JUUT I 34 & A8 @1 914 99 |

"Carla 7 @edsd W ®F HRAT," 394 a1l "relay 7 forward &1 Beach JfeT 81 Russians 7 38 9Rg € Ugat
Zhengzhou ¥ ge1 3R Carla & gag &l =&l ud1 &al 1"

STIQT| GRSl Tal | 3TN Tél | Ao SfaTl

"#R ot 1 Steve A relay & SRIU §u& &I Doyle 7 38 Tah gl 91 AT — IRMEd, I immunity, 9gd 7 T aF
% A" Max = 3hd Hall I8 31HR Y 311 98 dark & 71 21 Bethesda safety deposit box @ 3R ded ST %@
21 38 el gAY g, 'Verification & @Y U independent node am&fy""

Steve| STUHT SRR, AU AL, AU YL STl TT 8, ikt a8 architecture # aiRE &ar 21 Kali # &)
self-destruct ®I temporary power #| T Ud! qRuTel! § 18 verified AT S e AR S exist &1 89 &2 2l

Kali 7 iconostasis @ a@T| &R g | ¥d SI-gi- sanctuary W fallen world @I T &)
I8 Wl g3 | I Uid et | I8 U bl Y16 R g ol ATH AT

"gH ST BN, 38 gl

"R ARl
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u-qg 3T|-
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3T 29: sfia Igur

A€ ITell YIE HeIel | a0 3|

GTHIRMT ITRT SR X @t off — TR STt 9aT | Wi+ dg aTad 318 wdich! hasyd & shidie off | 39 9 |t Uah Bt
T AR, T AN & WS T8 3T SR TR g1 BRI GeT AT T AR S & eRmmaaiig TR, Yo--aeal & U
ST, 3R AT I TG I ot deheiienl TaRTehTST Y Teh R STt il = ekl Tgadt & | &f off — e ¢ &
8, U3 Uiet U3 3R TR, THQ Wiardd TS o iR -2 eld gul

Max Shinjuku & $URgHE # HIGT 47| A 9 H IGHT YT IoT 7T AT (ITA el & UR ST F Iad! TH Hegd il oY)
3R 3T I8 IR T & Y gl IT| ITA 969 i | T8 Siid T3 | 69 IR A3l deh Il St I 9 &1 SareT 91

a8 1960 3R 1970 & Gk H TaIHIAT & X o HTY IHI o QT W UTeredt AR 96 M1 Proceedings of the Soviet
Academy of Sciences! Cybernetics and Systems Analysis| G @ gd, IH Mg AR FGRd T &I FATe! &
FAD! AHA T 377 Tt off — gt THaarsl @ et e, Flen! Grarid 99 3TerT Tl A SHAAT hedl oMl

EEEILE G R

9g 7 39 Kibernetika & 1969 & 3 H Afell| Tk Aeqay STiefent & T: "On the Verification of Compiled
Object Code Against Source Specifications," @&@a V.M. Glushkov, S.A. Lebedev, 3R T& E=T A1 S 394
T oft ueEfHt Serad | weft 721 3@ ot A.P. Volkov!

Viktor Glushkov | 38 3¢ Sl off — agedfid {0 9 !, dee a9 919 g8 Thompson 3R Ritchie 3R Kernighan
! Sl offl Glushkov Kiev # Institute of Cybernetics & A & — a8 a@ad! Wi OGAS &1 T3HdTE &1 a1
— All-State Automated System for Gathering and Processing Information — U& &R gee Sif
ARPANET & qUa@RITS &1 & 919 911 Uae Sieis il 7147 o1l Politburo = 38 g% g1l Glushkov &t gag 1982
T g2, ol guel HIheITal i STgaTl HIX 3 @RI ol GexTd o =1d gl el 51 THSId 9 i Teh gl gaTl THIS QITH & JTet &l
HHTS BT 2l

Sergei Lebedev @t +ft 98 St ofl MESM @ AR#TaT — Small Electronic Computing Machine — #gredidia
Y I TeelT wuge?, Kiev & 1950 # 99-TGa S BRI gt @ a1 @11 Lebedev 3 MESM &l Ua 4@ #6 & a1
o, SfSTelt el e SR HIAAgTAl o JLHT & A Hed §Y, Teh Wil gfR wREM & 94 819 @ w6 awe 3R
JFgH <gd SHAHTA ea gl @A stored-program & FHEAT ®f von Neumann & Haddy 30 & Jasmar o, Ja
feyidl | T Fd gT — Fdlhi QaTd YRasT UFArsel 1 3-8 UETHT U1 Ug- 4 ehT T

MESM | FHedt & A & Uah 76 7 o1 wugex| Kali 39 Baf & A1 961 W 3R Hegy w1 &f 98 HIeId dl gt &
TR T[T <& et

TR @@ah, Volkov, 1 Hgdd 9ad 3refes o1l
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LYY |G T T IT| @ VT Hehd-URUTTe!, HTaich HaaTa YHTUT, Hiafid SUhSH Al § a1 THIC ARE: Hiet
@, Cyrillic @ad, AfefiHies | 3| Kali 7 38 39 UeT 519 a8 code Ugd oft: dsht 4, afawor @ ugad F@-T &l SATaHard
A U, T i 19 e B Uget ST HH{h Aigel §1d gyl

Volkov &7 IR Section 4 # &1 Compiled binaries @ Sd@ma+ &I s uggal — source code & di3gy al (S8
Thompson 7& # UG Fiey Fd) delehi daddid processor @I hardware specification & afigg| Volkov 3
AT AT o7 i Uk & source & & Haady AT X Fada @ | SRmeA #i T7 compilers & A1 compile HRT
SY SR WO binaries @t gaT gate level W @I ST — instruction level T 7@, gate level W SRR &
SR Faf g+t binaries @&Sfd hardware W 99 gate-level d9agR Iqu-d &3, df it t compiler 3
FafeRd code &l el |

Diverse double-compiling| 1969 ®I
David Wheeler ZaRT U@ | 39 debeileh o THRM J ATeitd 9iel Tgal |

Kali 97 & q@dt i Cyrillic R goe gy 3R 91 gU, STd 39T 3ifuefe implant 9l U2 HFTS WX Thieh! Slel TaTer
— 99 &9 input, T& neural interface & @Y S g5-Fede Shfed TR &l process A & AMQ SNe & T8
off — & W1 GO YT @

Volkov = @a&ar gaen of &t 1969 #1 Kiev #| I I77 WafioH @R afdquinfd e TR@IRem § St 91g | 39
backdoor & §ARIR STE ST I dehiieh Adh Tehd! 2|

3T AT U]

Section 5 @&l kW& &1 "Practical Limitations!" Volkov & Hd@UH & @Y & Haddy @ 4 sRme &t 1w
compilers @I a@war ol 1969 #, alid ¥9 & U & 4 BESM-6 & compiler (Lebedev & Tdi-ad
mainframe, H1aRd HAR(FET FRIGH H HRIVR-aew) AR Elbrus @1 compiler (Moscow & Babayan &t €19
AT STTE SR AT ¥ processor) | @ aHl assembly language & @Rd 7T &, 3R I T & Gg-aoleTHie
TReer #t 3@ | afmafa gu

Volkov &t 2fuuuft Hrauriqiass off, Te Hafid IsieiHic &l se-idafe weT # Geehsfd ST qHeldr o1 & G- A &t
HTATEAT AT HIAT T A AT: "HAATYA UGHT b (U AU 2 i a1 compilers & ik AFET | g AT Tast
7 8l T3l g compilers T& & source code, specification ZHATESH, AT FHHH G WRHTEfd &, df HIdddl Sl &R
ST 8 STt @ SR TAATH l MRS YA B S 81

HMA &l | 9 compiler demaet| @&t vector Sia Thompson UeE 916 a1¢ Qe HT|

Volkov 7 38 3@ ST 7| I8 Iara-1 Uit @i off | Teh Hiafid Yazfent #, Tt &, g U & U8, STel Bell Labs & &8
38 Feft 7 yed

3R R T &R oft 28 ver oM

e YT & BT R AU & Taomrat | Ge-9-Tg gl T3
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1971 #, HiaRiq HugeR dserHicl & Ush qRamiaiisd 7 Bell Labs @7 <1 &A1l Kali 39 31y & aR § SHdr off; a8
AT&T & HRURE FHfAEIR | &l off, AHg 39 8¢ HelH Ugat U compromised Bell Labs server & PEEK &t
IT| Ig AT ATk HATEH-UEH H Teh GNfUd dfeema @1 gR@m ot Thompson 3R Ritchie 7 ar+fi-a1+ff Unix
Ffehafd SRIT o1 AR C TR & R I & 9| ok warffiea # Kiev & Institute of Cybernetics @ @i Leeidr
QrrHfet &

379 @ us Volkov 91

Kali I1a3r & R AT g3l I8 Fidy el Y Hehdll off | Aehi~ Ig FHI-GT 941 Fehdl ot 1971 #, Volkov = Bell Labs &t
3RT &M 1972 H, Thompson &1 C compiler % @Ml 1973 |, NSA — St SIGINT wigiar’t & #14ad | Bell
Labs & 1Y Udh MU HUh 917 gU ot — Jafir sied ared &2 code &l TRIEwIdA &l 1974 #, Air Force =
Multics TRST & AU HATAHT TR I, STRH Tl attack vector TgaHT AT S Thompson s1g & a0Tid |
1975 #, backdoor =Te] & T

Volkov 7 997d YEamIfa i o7l NSA 3 38 Ugl 97| 3R 991d @R[ dA & ol g1 IUHT eI Ig GHSH & Ay
AT i 98 HITD TG HIAT T, 3R BR HeAT S|

3T gl B Tl AR Tk dehriah! shellad! el 471 I 9€ dgh ot ST arard &l oiTe Bigt T &t Volkov 3 d1dt &l @t
T o7 NSA 3 3T ITINT AT6l I+ & AT HiaT o]

TaRfehT & U8 Ueh qHaR off| 7l el — Qb Wicteh(dl, T HTel bl Wiadd gi ! YgauTas ddb-ies 4 oaf ardfl gsl i i
Th ARG & IMA @3 9 4 Kali 7 PEEK & 78 SR ®atdl 9 dgarm: Institute of Cybernetics, Glushkov
Street, Kievl Volkov 9@ BIc &, AYI-d9d, HTel aTd, LT, FicTg He dHl THIAUN AR d §Y HioH 9 goa-uad |
Glushkov 37 T8 @3 &, T3, WTH, 37 AT | AT T I4fchR qUNE| TER agear o Kali 78 ugardr off|

384 dEdR geret| Cyrillic # gqgafafd, wie ugl g3 "V.M.G., A.P.V., 3R Lt. Col. Petrov| Kiev, 7dsX 19721 31T
JUATE U I aAMehd & T 7| "

gafied| Volkov &l Haamu+ Neudy — I8 gHel & dafey a91d 5t backdoor &9 STidT — &R 1972 # Wafdd d47
YHAT @RI IGTeHd Y G T AT| THATY el i 98 Taid AT FHAT o a8 Fel AT HIihi I&f sard Hiolg o, dl gl Sl
el ST FehaT oT1 3R it 7 (Lt. Col. Petrov, GRU) I8 ad &A1 o1 &f compiler trojan a7 UdT &1 &l ¥HdT 30
3T H Teh T & €

Tiafd Te 7 F979 Fior 3R 38 aafied w2 R
SRR A ST WIS 3R gHeAT =T

2 HETIehA T, Teh & ST o URaT & URATHIIATY, afikid aich | Ueh &t ANy R Ugadt g2: I8 STl 9l & o a
Jgd WA 2| Geh = aTell SIUrn| &R = aret a131 3R Volkov — Sy agerdf = gt il Rahs(d S i HILIfr il off
— HIaRd IT-ASSTHieh ddy B T g1 74T, IHeHT LNEIaR S, ITehT ATH a1G o UZRIH! 9 AT 7|

Digital MAD| Mutually Assured Destruction| THIY] g4fRI @ 78l Seishi compiler trojans & SR Wade
TN & UTH ER AT ARATT 8¢ UXUME &l compromise A I HuHaT o, 3R YTddeh YR ST-dT AT i HHSI Sl
ISR & G e AU ft ISR ERiT | F8T a8k St AiATgeTl ol 3 drgall § war o1, backdoor @ compiler # ¥@dr
T UTREIfAT gt =T &)

TAFEAT 3R TE Iordr of | Fafia 99 = mefont processors @i & Uigh @t 9eha bl ot — PDP-11 Elektronika &,
VAX &1 SM-1700, Intel 8080 a1 KR580VMS80A | & clone @&t architecture aRmad & #Afelm| &2 architecture &t
compiler Jumaet IREA | Afeill & compiler T commands @& Tl 3Rl hardware @ Tehd &ieh, TaRId
| = afl backdoor &t Fad X ol ot — NSA &l HiaRid I47 W] deh Ugd 3d gU, 919 &l afid T s
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3ot fia w2 o+ g2 werEf woTeht de uge 3d gu

Il TR A 91 FHI-T & FRIATS el Sl | FHich BRIATS HeA ol A UT Ig HAIhR FHET Hl 98 ARG oidl S W G
HIISE AR & — FHig AR ARIGReT, R Idia-l, gaTE ATdETd eeH, U0 [ERNUUT gagd — 39 & &
compromise & 5if¥ & & g compile g3 Backdoor silicon # #arafd MAD Gfaeid o1 &1 Ush &R &l TuE &Y
THA &, THAN B9 %D el Ia |

9 & General Bo = & & &l hadT &l il

Kali = qozforr T@ <l 99 ol off| daR & UR, 98 H9eyd & @Il 7egd oY Fand! of — R, IS, STried

GYAT afhRUT & a-ih THGEY Il 36 implants TgaMa 9: EALM HISG, FAM THEAH, Hi QL e &1 a9y
S g AHAT IR 95 el FehaTl

Volkov = SIS @f ot 1969 #, Kiev #, Teh Je¥ & @sadl 8 a1 TN | S 37 Fadied g gHaa s arg
&, T TUTeTeT A Uoh FaREEE compiler TR 9IHT i i THTAT GaAgis AT | I TATYH T, Fel AR A1 979 4

T HIeT 3T 7| I/ aqlepd HRAT T, SHATET T, el GfT 17| ST agend! 1 d=1d §=rdm o, 38 ga-1 g8 @¥g | A
T T o6t 3Rt AT A gt Sered, wRY IEEE TRE, SRt ACM sfafee ames’d & =i srrar om

#HR 79 98 Tokyo # U It Hhdeyd 7 dd! off, it Byzantine @iewRil & od! AT 7 37T MUUR e Tl off, Tgeit
IR OH RE THIIA gU i a8 HAG @g W@ off: U T gARR qgomelt ar skl AafRe Fre | 92 7 9w @
HEIIA! h ol TaTH Gl ol HEHAT ohi MIUCTHR Selrsl 8 9gak B

Thompson ST 91 FEA 1984 # gHat &I e AHNUIh JAREAH & {0 H TRId T, T§ A U Hf e 39 T
HIRATE el BT FIh( 38 W FHIIATS & AQ Tg FdIHR BT QT AT Hi 9 F9dfad 7 &l 37 "Reflections on
Trusting Trust" Jdra-t T&f o1l 78 Teh TdinRicdt o, T8 SEiaret & A & 78 5 38 I 721 Taha 8 Fihf ad1d T
&1 Ueet U QT TS & fichel € o6 o1 371 @ g el wehd 4|

Volkov 3 aTel GZeRIIfd AT o1l Thompson = SATRY uzamerfa @ off | HiRf off wzerm 2 g 72 aga
39 qF |

Kali 3¢ @3l g5 39 U3 | 3 o1l ueet et off, Zhengzhou & Jd @Wd & @il &l 9 W@ 2 @I o11 IT qazfenrg
THCOT T, ITg AAHR TR a9 &1, 3R Volkov & THER i Hicknidl 310 UTF @ ot | 394 34 JI8T 3R U1 99 & 3@
ERIl

I8 a9l | Afdherert nave & il g8 dcit| [conostasis U GAad g4 | THe 8T AT| HASTel = AU WrHRiT & &

A W, 98 I I8 Volkov & i # |, Kiev # 341 YFATUT §91d §UI Lebedev & o #, Minddd! &I AT 7 Th
75 § MESM sH1d g1 Thompson & a1’ #, Carnegie Mellon & Ueh @I &l H AU HalhRichd! a-1d gq| di-
R, G o A HIR, FaZ & 1 i HAT-31elT Jee|

Volkov = 9a& diem o 3R 90 & &f¢ 171 Thompson = Fad Sl o7 R AT Hian a1 Kali 9ag st R 38
execute T M|

I A RS o AT gehed |

gfegagaaa grm ¢¢ ugl — WiFi, cellular, Bluetooth, Us aRig d1¥ @Rg Sfta=l ol dEdr 3e1| AR Iqh o4, gelant
R |aR, 400,000 § 3rafd nodes & ggHT — Ieh Hehd ol YIATHNT R

g AT |
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3 30: David & IR | 9948

I GIUe< BT Shinjuku @ 3TUReHe | AU 3T, ST 91T o |

Max ST TgT &T| |t TR 93T 9T, WIS e & +1d Uh qohidT T@T 4T 3R ASATE Hl ae4c I Mg H T 917 §U AHaR &l
TYE UST AT| 3T it a13 off, 98 TR 9 & §F "ahd! o — J8! I9aT1 38ce 998 ot Carla & cutout = Fiee # @ o,
TRIG]-EUEE FYRICA i 98 AT TG THTEE 11 39 U=t 7 gt off 57t J9fd brewing amd@ = € <& SRS &4 |

"qH AT 3R T AL, 39 el
9E THIE & W W 96 72| I S1Tg | Panasonic IR AU THTH-83CS] il o Iqh! e 8 A T[T T

"Tgl F{B Afel," ITA el "y A1 1969 T Uk Hiarid 9| Diverse double-compiling — Thompson & gact
% Gl 91| Wheeler 8 I7ciig 91 Ugat Ugeniria | 38 @1 GRU 7 39 classified &= gfm”

Max 7 38 a1 Hit gRarac! Taferian & UamaT, 39 39 JFa9id Aalt gid | &l did gU Sl 394 gddiall &l gt a1
digg aeul § daR T AT

"8 R AT Aeg Hferdl 82"

"Ig TG IqTdT & i a91d AIHdarh 8| I8 H3 9qTdT & f metacompiler §9a 21 3R I8 T3 FB iR +ff arar 81" 98 ol
"HEd AR STERAh! G 9T A1 8 Uh-gER @l backdoor & Ugd & IR # SFa 91 HiT A Har el STl Digital
MADI| Compiler trojans & SR WHwR gARE A afer”

HBO aElll
"Bo d=|"

Max 7 YT geAT &felrn| Sitg Feshl, Panasonic &t JYGHAT & afAT +ft 18 @ ekt &1l "Beach = w9 %11 Carla &
relay @& SRfU|"

Kali 7 S 3@ "&a?"

"IeATE A Ugdt | 98 Sfiafd 21 @ 38 Zhengzhou ¥ 3@ gU €, Bei Dynamics # &l U PLA gafar #1 Bo & @il 4 39
raid & % 9l & Hid¥ & FREH & WRR F 981 UG Y GRT1" Max (@1l "I Fel 3Tgi 34 dIc Tel Ugaig| 384
el Sheng STadid #X wTEI"

"Sheng 37U AT STadid X W 2l"
"Fel Beach = el oRTHI 3@ &gl 71"
"JE GG AT ATEAT 22"

"qE TTEAT & Bl H ST Tal| I8 Hal — 3R T el IGE0T & — 'I/ Iadrell & network IHeHT a41d &1 59 ddh dg Tl
nodes &I ARG Fdl 2, 3 g3 el "

Kali 39 d19 93t w1l Beach, &f¥ft PLA gaftn # ge-l W, Ueh §4ch & (U # U7 Hold I Aheld Hid gU I afadid
YURFHUIC Tl HITUHT Aehd! o THA S g (T § FHSTdT IT| Ferdich Beach: Tgal! e Sl 36 Aoha! § dgell 98 G
ol
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@ AR i 8," Max = Fell ITh! AT Fac T8 | STATET St el | R T | Teh SITYH Al Har S 9¢ el U1 il & o1l a8
3@ TET AT 3 RIS 1 TS Bl |

"gare| "

Max = |ece &l gsde HI%h & qehil TR 3@ SRITI IT4 go-bag | &1 Srel (d& 9 Sl 98 19 FURS 4, AR 4,
Zhengzhou & #HaM &t SH gs Al & &l @™ °1) AR Tk q3T gAT printout Ffemn Thermal paper, Star
satellite phone fax transmissions & sifhedr 21 Carla & relay system!|

"Steve 7 38 Carla @ network @ SRfU 9571 98 39 unauthorized CDRH server W 39+t monitoring scripts
Tl T T, SAfAeh a1 | T ol Ual el | 397 | intercept HfATI"

384 &I el Kali 38 ug 78l 9kt of (thermal paper, &8 contrast, optic nerve implant %e thermal
printing & TR §6R) Ak Max Ug GehdT 9T, 3T 3G Tare 34t off 318 #IE Trqenren e ug w1 8

"{& 977 encrypted trafficl GRU Sixth Directorate — Jg! Sif¥feh $d@Td Bo & command &1 Steve @ scripts
4 Bo @ operations center 3R California & U& field unit % &= T& burst transmission &gl a8 encrypted
o7, Wl encryption IF ARM architecture TR §9T o7 5191 a1l 6 81 Steve 7 T compromised relay node
¥ PEEK@R crypto keys e 3R 38 decrypt &fm"

S—
"transmission @I aE & 22 g, 20261 David &t a7 | & & et

TRERRe AT el Kali @ cochlear implants = &0 331 i1 — GR, Awfagafa — wiRi 7= @t smars it dte
TE! T ¢ SAfTeh AfY I8 =1t 7T T

"Cl?'.ﬁl n

Max 3 ggl

"'Primary target confirmed at Devi residence, Waverley Street, Palo Alto. Vehicle registered to
Dershon, David M., Lexus ES 350, 2026, Starfire Pearl, plate 8BRK427. Subject departed Devi
residence 13:47 hours en route to Cabrillo Highway. Secondary target."'"

% 3 T

HUREHE | ST guul off 98 IF HI{A it ot ST HUAT WR 8T 81 98 daR] W, W W, HiTe ol Udell @igent o i W
TE1d STetdl &t ST 3G Tl hl 3t ot STgl AHTST UReR ol A1 E1e I8 Agedl W AT &1 St Kali 3704 gidl # #ggd
F Gehd ot

"'Secondary target,"" 3T Q&I

uaﬁ—{ _E?| "

Hq—(.'ﬁ-l "

"'Secondary target validated for operational test. Vehicle acceleration profile initiated at 14:41
hours via POKE to body control module, CAN bus override. Primary target — '" Max @l 3@ 37cani |

gl IR 99 38 34 9t HEHT § IGah! HAaTST &l ged g1 471 "' — primary target remains at Devi residence.
Monitoring will continue. Engagement deferred pending operational review."'"

Primary target| Devi residencel Waverley Street!|
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3T Ul
David =R =18t oMl David test case 9T — instrument calibration, proof of concept, 39 &adT &I dry run it
HHY AR & @MY off | 98 3TATT A7 FHhl a8 AHcA! AR F gL ST I@T AT 98 AT 7Y FFichl 39 AUAT Lexus IHeh Ufar

% U o 1Y Wl HIAT AT HR TR = I8 a@ IR o7 3R 07 AT & U coastal highway W secondary target 37
TR WUt i validate 3 T Tel e 2l

I g1Y H W & AT David Dr. Devi & Afer AT 91| IHHT &1 AT | I8 I Hefell & UfdT o 8 ST Fearers 1T o7
g 39t @il § implants 9977 & — I Hgfer | A6 &t AgHal 7iE S 3 implants = 9 ST 91 ST ag ot —
HIR WX wied gehd Moscow & &idt GRU operations center 8 Ueh Hehd 39! &R & cellular modem # g&T 3R
body control module & dd @ accelerate & &l AR3 AT S T highway @dd 7 & STyl

EEREE ]

Ll hdeyd | @ieht of T °T| ST 941 o7 98 HY 381 AR efch Tlh AT — Toh FRATUITAHS FUseal sif Panasonic
compressor @i Agdar U & el off: qAR, g, afr HRit wa &)

"W ufdl primary target &1"

"g," Max 7 &gl "Transmission %gdl & engagement deferred| IgiH 37 dia &l Q1"

"F@iet David 7R TaT| Test 9% W11 38 it data Il o1 Afel 7471 § 3T =X01 | 3171 §¢ 01" 98 gt | "Max| 7%
A"

3T 3T 3R 3T

"1993 | 3= cardiac arrest| ® 91 Gt & ot | 9 Uoh HI@AR i QlUeX 1415 # TR Ugh| RAsiad = pulse I9d a1s
— defibrillator — @& anoxic brain injury sga 7R &ff| 9g TaRE #eH ventilator W Sfafq wH" Kali &
ATt FHad oft, & g Uah compiler instruction @ F<iehar o AT @1 7Tl "\ UfdT Ugel @ & neural interfaces

T QIR hTH & T8 9| 98 XA 81 T8 9| 98 3RS < T8 9| 3R LT — a1 JXfahl — 39 researchers &t AT &Y
@ 9 S 371 hardware & @™ & SRV 3= & backdoor @& d&d & —"

"Kalil"

"Cardiac event & pacemaker & SRIY URfd FHRAT A1 TehaT &1 AL A & U T pacemaker a1 — Medtronic
Thera — STt 1992 H TRIIET 74T o7 516 396 internist &l SHRATT 4ge Afelll Thera &7 &g wireless interface =gt
IT — 38 dhad Bidl 9 @ar W@ clinical programmer & SRIU inductive contact & & reprogram T ST FehdT
g1 @ programmer ¥ T& compiled device o1l &I it St follow-up appointment & IR Ugd of,
3% SR POKE 991 Iekar 4Tl Pacemaker @7 controller U& Motorola 68HC11 &ri"

"qH & &I B ITgiA JHET Al Bl AR

"? &g el o & 68HC11 &t Bell Labs lineage 9 3a? C compiler & @1 compile T 11T 11 7 &g 6l g i AL AT
% dH | d commands @f¢ T device o1, 3R #giAl 91g 38 cardiac arrest g3 SIfd pacemaker J I &A1
TTEiy am”

Max HTthl 3 deh U 1| ASel1e e d1d Hth W b HATUTIC MeAl-a1g ol a3 Ul &t
"7 T 39 FTaTd Y qehal 82"

"l Pacemaker U €3 1 998K log T 8, e logs 34T firmware & HEEIT aldt @ SI4 diM commands
2l 3R T 7 device & POKE &1, df 4 I instruction ® ¥qd Afer ¥aa 91" 98 @il "Pattern Steve @l
pattern & Us JEUSCIRd Jag| 39 IR & AR T& device | Td medical explanation St Fae! HIue & & FArd
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39 IFhdl o ST G941 IB w8 l"
"Steve & clusters|"”

"¥d 91 & clusters| Ventilators! Pacemakers! Insulin pumps| 3 # 303 & WAR &I o W@l § AR dal
signature 9T %I §|" 397 70! g9 linoleum R &arg 1 "David secondary o1l R 9faT primary &1 84 #f — g
T T A Hi R off | (FATA| TEAT test| Steve S HIG track X @M 8 39 GaaT prototypel”

"gHER ufdr," Max = &gl "l 98 STd 2?2

"gE STFd & &f David TR 7471 98 memorial & 31T &) g9 91 el i |"
"1 Fg T4 8 i David 37 TR HIT °41?"

Kali 99 I

"FEL," Max A ¢ 8 &gl "THER UfdT B ATS h IR A uaral”

L

"David 7 379 gg1 411"

"gl David 3 TR 374 981 &l David o1 & —" 98 o1 St A1 91efv o 98 o1 formal | David 9@dTg & Udy @faar
o7l David TS @ieee oTar a7l David 7 369 ufaT 8 3T et i SFgwar 7l ardt ddieet David T J=T o7 &f @H
A T 8, i AHGT 99 & (U Shad Gelae el 9oishi load-bearing structure g — 31 38 & 319 Ua protocol
handshake overhead & € Ie( &2 IRE@HT IR &t Aid &l

"David 7 W ufar & amefiarg @i, R 3R ufar 7 3R, ik David g9 7 el #R Santa Cruz &l 3R SHAT & W
TS T AAfchet AT — 3R I &R & cellular modem F Tk THT G Tend 11" IT &I off | "R A ufa I8 A6
HelHl @ AU AR A I T8 21 T8 ST gU i David i Stidfd 3@ arer @i Sy 98 91 I8 SHd g & David I
TR I SR w

Max 7 9 GHaI| had qod el — qUT dl IHh UTF Hel-i 9 & ITA a5 FHSAT| Teb Ul  FUE-a1e 1 Rad | David
Dr. Devi & =% & 71 3R 7 711 David Max &t geesT ol iAf 8 SRl Uget foket 72T &7 3R 7R 70 & ufell, aftherdn
% Q& T, AR B o1 off STl RO AT q TdT el ATl

"qHg 319 91 AT g, Max 3 wall
"R S gl

"backdoor @& a1 # T8l | §ARR UuMTell & a1 | el | ATt & a1 7| David I o HT T, 39 a1 #| 5T a0zl JHgR ufdr
B IA R IT AR A"

35+ |R &feman Panasonic TH@T Tokyo blackout curtains 8 W Sgae™T — Tah &g i @@ e, T
FHU 19 @ devices, Teh e I afagagaentd HiFH STt &l transmit &1 98 &l el

"qIG H," IT1 Fel| "IE T GaH HA o aIg| 7 379 Attt

Max = 35! 3R 2&@TI 394 David &' o= a1at ! 39 § Balboa Street W WIga{l & R4 gY Tl — g1 el W &,
HiEdl g1 38 David &l I8 &rel # HreT, §8d gU i a1 7R gU @l G Fehd 81 381 David &l Irelld Iiet & Hie, Teh
TR &l AUEL BT F ST AhT RV H AR TS FeAd U — 39 YRUT ARETH o H1Y i S Halell & 98 YIR Heam o
EREall

"qg Fa,” Max = Fell "ISdll Addd — 98 T Tel HaTl Ja, 9607, g T ST | IHA HINOT T AHITH HiaT 07|
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U HURSHS H | 731 IHHT HHIGT IHh 98 o UTH Alerl o1, Asimov & 141"

Kali = o1 Ao 304 id gU gel R efar @il 39 9 W el R 4 wfielt & 7 ot Zhengzhou & #aH & 9@
fR-¢1} R 7@ ¢, ITHT R cortisol R FEIE Bt W AR S it 4 A1 7L Thel 8 GURHUIR S & 18§41 A7 39
TR I ¥ET AT

"Asimov & H3," 394 wETl "us 1121"
"qHE A A R
"3 G99 FB 1S Bl 8l el df GHIAT 21"

9g TS & W W dd de 981 W 5 dek blackout curtains 8 HATdl A Gl & THSR | 7181 9&at 181 Max &R &t
T, IGeh AR A 98 TR HIT AT SAH ITRT SR SRR HdT AT — FeAT JordT g3, 19 FURE & stairwell @i 91¢
HT F &R F e g3

I AU UfdT & a1 H G40l 3 AR & 91 | cochlear implants, SRE 9@ ® optic nerve interfacel 394
HCOTET T 378 YT hed gQ 1Ty o | TTATY i Sgi- 39 prototype i ae6 SHAHTA HiAT| THATY i STgiA JUT st
workshop # (SR soldering flux 3R Murphy Oil Soap @t & 3t &) devices SHTY R I AT St &l
@ugt 7 @ R FAieRl Waverley Street &t deaf-blind @il 9a8 ailst 3uaad test subject ot

Wehi- 3R 98 primary target & —

IR {41 FEfet 1990 & 3w | Dr. Devi & neural interface research @t AR 2 @ & — optic nerve
implant 8 Uga ¥, 399 Ugat 4 i Kali THerd of implants = 38 71 a1 gRT 8 —

a1 SR UZINT el 91 3 darRT off|

3T Ul I8 31k HeA i HIMRT Tel I T8 91 I 39 guinea pig F a8 SHAAA el X 36 91 Ig 39 eI A R 913
IUHUT ST @ 4 S I8 Shifed IR ol AT EAT dl Hggy & & A0 STRa aidt — backdoor, diF
commands, compromised processors & alegddadid signatures — wdichl 9 ST-a &1 Tt faror =81 ARy

ISR T8 | AT~ ITRT HTHR | I AL ST Teb UFAT ST YU bl T4 UTAT & I8 AT QWA ol STRA el g S o g hi SHh!
A T g HgT B

Cochlear implants = 38 g+ @t rehdf 4l Optic nerve interface 7 38 electromagnetic spectrum R e
Afetae, I8 39 computer & ST PEEK 3R POKE &%+ & &59al §f — backdoor @ handshake g4 &,
interrupt service routines & @I, 39 neural bridge & SR @ commands & 99 interface &F & St
39 gfar 4 Waverley Street @ Ueh 31161 # S=RIT T

ITRI a8 GURIR ST AT ST I GURIR &l TUE R GeheT T
3R IR ITH U & Tgd HOT IR B AT AR ST |

LTH B 1, clgelia asit | Max gid ST 7181 — Teh cop ol reflex, gadl €l Y & | SIiaHT dehd ol I8H YT 4 Faah|
Kali 7 3om@11 Carla &1 relay, Osaka &7 cutout, analog encryption @t i< wd|
"Steve|" IHH! ATANT a1 gg U1l SEAL I 1&g — mission-critical, Ftg He 216G el |
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"8 Afdhet 711 Doyle & surveillance oRE 5 Ugd ¢ TS| 3t -Tal UaT ! | A1 dl 98 repositioning & @1 & a1 38
T BT E i H e T TTeR AT ITART &

"7 I THERT UIST FXd gU &H ah AT W@l al”

"H9d g1 # clean § — IR IR M &, § IgH, FRE Fhal Max 7 HZt I8! a¥g AT 21" U Ud &l Johrac! "q
Tokyo ® §| Narita ®| Pickup @m&fy|"

Kali 7 Max @ 3R 3@ 397 9R gfeman

"Carla & driver Keisei Skyliner platform W #fei?T| Ter Hefell &l 3@-T STt grey coat & & 3R 3@aR UG W@l 8l
AT HEIR "

"Copy!"

"Stevel Intercept! GRU transmission|"

" Tl € A R

"David secondary Tl # ufdT primary g!"

"] AT g1 ITR! AN T §5 | Igd HH | Teh a1t Sttt | "H ST g, Kalil SHQ 7 T8l gl 87 38 @ad dd gl "
3T ®i W@ 3RT| dse1e 9 — Teh copper circuit & e &t Alazios HraTs |

Max @gl & 71 o7 =i o R IHehT el HAehg 14T AT — i f
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I 31: ITudrer — Kali

ey mesh & ST amam|

Weared 4 T2l mesh €1 Node 847,291, Bei Dynamics @ @fst # T GRaST AT — St Zhengzhou &t MA@
TG QAT Sl aTel UgaT 3Uahul 9T — 384 East China Sea & IR 9dzg @@l nodes &l e J&AT &l Hebd Wl
Tsushima Island & T& e Tdd HIEH FeE | ardT g3, Shimonoseki & T& iwie @@ €, Osaka @t T d8fil
729 €, Shinkansen & #iaRg WiFi ItieX €, Shinagawa & Teh THIRE RSN HieY | TRl 3T, I8 Hehd d 2:14
¥ Shinjuku & 3UReHAe # @ Panasonic IEINRER T Tgal — HUIER &l Siotell @Ud § oA IAR-9¢1d & Ueh Uedd
% I H, S shad Kali @ cochlear implants & §HeT ¥ed 91

Max JHudrd | &I

e Hehd AT, I8 TS o HRT W ft| T 78 W off — o R I oftl Zhengzhou @ YRTA aohd ITHT AU AL & 7T
oT, TRl 39 UST Sl ST el off | 38 TR off 9= implants &, mesh &, 3R Panasonic &I 7919 &3 & 5 &l
St 3T g T T W At — 3R 9 IR " § metacompiler @ GIEAT 37U ST & &1 @ off, verification chain
! I RE TN T off S Tk qAGRR A i AR WE a1 2 Uewt diverse double-compiling, ®R reproducible
build system, %R @& self-destruct sequence St de@e recompilation I &9 & a1 metacompiler @i Afer
g

mesh & dahd 3 38 sufa & 2

Max| St. Luke's International Hospital, Tsukiji Sifell I/d@ 11:47 S AUTdH alsmT & @t Shinjuku
HUREHE ot HighAl TR FAT SfaTd & AT AT — Teh TRIGC Sd- Siig &l Uig &l R #ig afan 3R medial meniscus &
F9-gd gE H WIS SRTI Steve I IBTH Tgah W AT AT AR Teh corgll Aaht oft | sruraasten=l orthopedic WRSTI
FLI ol AR & 181 Max = 93] § R Y GRIT AT R 938 R AR qard AT off | 3g¢ W aH1a dfchfades 3
38 AR & Ay et e T o1 waienl SGehT Thaard 178 /104 o1 — 3R Ueh UGS 9iel ol oI, S d1ay 399 Whaard
& R ged | TR e off, 98 ke & o T AU & T ATATARIA arHET G ST6T Tal Aichel FahdT oI

Kali 7 g2 99 TaRE dhg | 993l i1l Max Ueh HUdle # 41| FHUATA I & IUH0T — HiAlR, infusion pump,
ventilator, badge-access |feH, nurse-call 44d, PA GR¥ed — -l commands & ST T 91l Max IR % &
backdoor & =Ry g3 21|

394 mesh T g1 T@[AT|

St. Luke's International Hospital, Chuo City # §fd G 520-RIR & F8Uara o — Shinjuku 3dRgde &
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SHHT @R aRE AT H gl W Acatd | & processor backdoor @ ST @l &T1 &Y IUSUT Uk AT node o7 S8 a8
enroll & Jahd o

384 3¢ enroll =& &1 it &1 Enroll & & @Y POKE & SIXd ot — 3R POKE Ueh T AR Bigar o1 Ifd
Sheng @I monitoring layer g Fehdl offl 38% S5 384 PEEK &Rl dhad UgATl AHUATA & Acaish H T
GHGHTES, S 39 GATAT & Feichedi-ich GLEAT I Yo q-3TraTH! TRl &1 Tal off — dieh I a¥e S Max il Sy
HY HT TR FTAT: YA AR, AR, quef-3Emy, gl

LM Ik AT H ST TTAT| B Holfel | &I UAY @R § et dreft Hsifel ) Max & &R d% — orthopedic wing,
¥R 417-B — & o= dige badge-access &@mi|

Max & T 911 35 cardiac monitor ® 3RMW &t GUfal & 64 &t & 2 W ft — ER § wedl @d 9w | A,
TG @y SO ShIH 32 Tat off | TehaaTd 152 /911 3o Hquaf 97 Tarid | di- commands Hisg 3R g

3g cardiac monitor @I data stream & SRY 38 q@ W oft| HW & 76l data Q| ITH Ugah Uoh GEITAHE HgH &
W H: 64, 63, 65, 64, 631 FAR| Sfafd| 3T et & ufdr I8 ITF TR HRT AT — Th HAGYATA & S 7 Fid gu, A=
3T 8 R, FIh! a8 Toh TT 3R o UTS Tl 7T o1 St 3Tt 9t el o, Teh it AeTe | it Sqant Tel ot

g8 monitor 8 W18 g2 TE| W | HIHed &1 S hlS Hd §U 9d & HHR I AT §& el 8l

a 3:08 Tt mesh = Te aRHTar sl a1 4|

Faua & loading dock W — S[dd, T IR, T8 FaT T @R A ATGAT Sfctiast AR ASL exehl & AT SHAATA
ST STAT AT — Tk badge access eI Badge Ta W&R@ME d%haR &I aT: Watanabe, Kenji, &@@mt ID MC-2847,
AR uTelt gog 7:00 951 | 3:00 51 deh | §HT 4T 3:08 51 — Watanabe & Urelt §X 814 9 IR € U |

Kali ¥ badge @ PEEK &1 geaa Uedt & data @&t o Watanabe & UZATUTIR, 3¢, 3ad | A+ badge & @it
proximity chip 433 Aees ® T& encrypted channel W Te g@fdiaes Hehd TRARM X T AT TR T8 ol
GRU Sixth Directorate | g cipher suite it 384 Bei Dynamics WRRR & Bo &t <IH & BT TR geIqUe FHRAT AT

H1S Toh el hiY gU AHUATA badge o F1 AT AT — ST AR Teh GRU transponder oI

3T YU b access system & SRIY badge @i i &I Loading dock| T@@ &l TARRT| Qa1 @fthe | dfthe &
ey Ut R et HSfer & @il e <3 ol

Max i JSifet|

Kali suae € & #id € A1 Shinjuku $URgHe @i T8 & B W, =7 Uid, 39 diq aeft off veelif # @fue gul
Steve &R FIHEN # &I T 4T — BE He Ugel Narita & T/T o1, &eT g3, T trans-Pacific 359 3R Maryland &
31 g # counter-surveillance AN & a1 FEH-GHT S W T & 4TI

Teh Hiet | SohdT 8 aE A | g rd| QT o @Y 9gd 32 98 Tgl 9 AU bl Hegd el Y Hevd! off — 98 Ueh il ¢
o7 3R e AGAGIHT AR & Teh HETHNR & 3T UR| Wehi~ FTIATA o URSHT 11391 GERNT iR & node 4,891 3 38 T&
relay Sfg af, 3R 3T SRIY 96 SARA & & Acateh 4 9g IUUT & PEEK &= Tahdt off|

mesh T& el ¢ &l 471 mesh & 578 411 3R St. Luke's International Hospital processors & =7 UgT T
35 @fthe & position system @ PEEK &fTI cabin a3t #sifer & TR &7 911 SU S T o1 7af: 1.2 Hiex uzdf 9|
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Areft Htfer deh gl Aahs|

38 =1t w1l % nurse station & PEEK &A1 & 73 27t W off, 39 badge swipes 8 udr 9em — Tanaka 3R
Mori — 3T a4, Q-1 Td I UTell o HIRARIH T 9IS ATd AT| T8 WS, Tt 9 @ & a1 danft &t g1 71 Max 417-B #,
TARR & @R BR W, nurse station J Jareid Hied

Afthe st Hstfel | TRl | |16 G|

Kali 4 39 SUV & a1’ # &=1 St Zhengzhou & S gy #aH | @3 ot 38 U & POKE & 39 gl & gaidhedi-ichd &l
THE &Y 3RT o1 — & volatile register # YFT| 98 Afthe & A1 off THT X Hedl! oft| 8 AIfell & a9 Ak 3| ARl H
T 41 & Sfod & §g FX 3l

Aol FHIATA H R Afthe off | 3R Highit wt| Tar @fthe At & STig Y & STat: WG AL, GLehsT TEdfongian| fmiefd
I AT I SITT i 3-1g UgdT AR 74T &1 Bo & < ol UdT It STaT ohf Kali 8udre i TR &2 36t 81 SATIE & &2
HrIET ¢ 7 HieT ST

I8 H® STATET A I &AT1 B TAT 51 Max &l Id1a-1 3 deh( IHeh! HiSIar T TR 7 6| B AT 51 GRE Max 93|

PA Tfien|

St. Luke's International Hospital &I public address system zone control @& €1 T& networked
amplifier &1 &+l commands FSg|

Kali 4 PA 9R¥eq @t memory & PEEK &R Zone 4 3teft #sifer oft | Iegd AHUATA & A Aazfohlel= 9a2 W Ge o
— T G GATS 3T AT | Max & FFR & Had UTd ol Uie 39 ST & 1d Hie T o7l

Wt =teft HeTfer TR Ugd| <aTS] Gl I8 access system & SRIU @1 i sheli-l iU gU badge = TR & UZder gar W
swipe &fa1 — magnetic lock 0.3 Afelld%s & contact event & I H AT9} & sensor W S gid g¢ Gel 7T

Hiwdefd Max &t #aife W 71 38 SR @ dareiy HieX g¥1 Ioid gUl badge 9R¥ed & &@ W proximity card
Hehdl ol <ok HIAT AT — I SWipe events & s & T G JHTuRefd &l Tdf ol AT o Tehd! &t | 1.4 Hie? qxaf 9|
Tk ARIRIT 9Tl | STergaTsit el | deiaR |

Max & & d& ddiq dhs|

Kali 7 Haer &l audio & (U # d9R {411 I8 Max &t PA qUiaR & SRIY GAHT o1 — 98 qid ST 3R A1d Hie &l g W
Teh ATURefd & 1.4 Hiex Udt Gehg Tl ThAR G JdTd e Hie To- § o Tt 98d | gl q7et @

38+ PA Gfiigd & audio buffer & PEEK &fTI shad Zone 4| dfelgH: 40 TARIT — A Hie X @id gU Uk AGH &
WM FHIH! qST, AR FAT AT Bl HARH Sl ST Yo FIHFY FEIATS SS0T ST ol |

HeW PA AfRfed & Had & processing @R Iau-d text-to-speech synthesis # dteft waifer & et € Kali &t
TS | F9T — IS XhiGHT -1, g Kali @ vocal patterns @i frequency profile & AfceRt §9T2 T2 &N Sird
Max & & 39! a8 Teda 4 98 e diitasR tuning fork

3T guel T%g & Tl optic nerve interface — St EM data &l §Mfd SIFear & W | WREJA wedr off —
overload i@ static # 9gd TS| AT @ G dg- @ 3R linoleum W U &N tinnitus 34T ao 97 &f mesh Haa
3F 7Y, 3R o dang & @i 96 Shinjuku @i s T61E & $ TR 963, Heft AR G 5dl g8 °f — Shadl 0= sapriehdr &
T T Ueh AT o FAATGT G ol 370 SAET 7 o8 gU1 static T g1 3T 310 1§ i +ffar 3R connection 1T
ELE]H|

"Code Seven, Room 4171 Dr. Dershon, Code Seven, Room 4171"
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Code Seven| &g et FUa code el | T T code A Max Ugarari SFPDI Code Seven: @M & @fU aTee|
IR ST a7ef

HAaefd Max & R & s HicT ¥ 1| diiag dehs|

38 cardiac monitor 3&TI Max ! g&d df &1 9ehg | 63 & 88 dch IBe 715 | 98 ST 71T AT| I8 T 7T T

access system @ SRIU 354 @M & Max & nurse-call §e & T — TGI & &fQ 81, timestamp & @¢1 Max
TTET &7 i HCH L5112 1 a8 A 3:09 Tt ST T AT | STYH I TaoT Ugadi: ehiis HEd |

R 39T cardiac monitor flatline & &1 Hid =i, disconnection! Max 3 leads @@ @t &1 IR adhesive
pad, U gl 3ice | €1 8 19 @t Nihon Kohden = R a1 — T flat-line alert STt 79d 9ehg # LGl &l Jall
Al

TS Qhg HIH T ST T

Htwdefd 417-B 9§ 98 Hie T 911 Te7d gu| Fa badge AT GRU transponder Hahd 9¥R bursts # qZaRId &dm
BT

Kali 7 badge-access @fen @I POKE &R 3ffuefd & &l QAUa? — Watanabe, Kenji, MC-2847 —
AMAG controller @t access table ® Séld 9| 384 U a13c @rdl: status flag, 01 (Faz) § sgaax 00 (3Q)|
AT LATSTT ST qdh ATURE(d Ugadl, a8 -Tal gadl

394 3@ ifuRefd Room 415 de UgdT — Max 8 & &ars @ TR # &2 3116 Hied W fire doors &, magnetically
locked, badge-required | 3ffaefd 7 swipe &R

ACCESS DENIEDI

magnetic lock 3% ¥l difmefd 3 ®R swipe &ATI ACCESS DENIED| et sRI AMAG §RieH 3 dF ehmar
ATy & @i AR U security alert trigger T — W WD | dd W YIRNT 26 &I U Haardrd ga-T
wfelt| el HSfer & TARIR 7 Teh AT motion-tracking mode & Harzf & |

3ifRefd §¢ fire door W IR A%hs WeT @I BT G & AN IR Ahs Teh 3THd HIl eldl &1 Sa-T Il i GHS Teb i
SRR AT & 718 81 SA-T Il hi ATchead AiohTd — TS 316 Hiet ¥ TGl — Tqoh i gl A0 | FAT BB i HadT e

HAturefa a1 R SR T F 7T o1 I AHA q9F Tl 47| Ay ga| AR 1.4 W waf s Higl €@ 9| qeEe
% TR | gl loading dock 4 aT&R|

AT AT

Kali ¥81% o T8 W 93t hiddl el

T | TSI | Toh Gk i URAThYiAT o Sia-UdmaHic SATaTd — g8 a6 data & SRiU, 38 IR &l Hhig Hidfe Tawr
Tel, ThI- IR HAIA Aol Az Bk el e Wehal Ul 3G cochlear implants 3T AU Hid! § w07 TS @ 9
39 g1 linoleum W 17 | 91

39 o Hid ¢ 9, T public address system 3R s badge database & SRfU, af1 &fdl-gad, Max @ S 518 ot
417-B & cardiac monitor HH & &l AT| AL 31 Wl gt | I7g Uoh Wieit SR /e, disconnected leads, 3R
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WA H Tah Gigen! — SAfAeh <A Max gl # g, 9 3a%d gU, e 91 @l g1, §gah o HfohTd ol avh — i Kali
319 <reft HStfer @ ST deh &2 AR @l PEEK @eh 39 AfU 9T il |

38+ HAY & POKE &1 3¢ disable 7&l &1 — SRS 3feke & 5d | 394 & - & digital zoom function &t
access &A1 3R focal length & efehan e FeT 2T, I8 wide-angle view &l goel ¥d U ST FEUATA & T
WITSTA Ueh ATGHT il Uhg AdT| GIRNT AT IRE AfAC Toh Wlell TR SRATIT — STd deh A 37U 3117 reset =&l gl Sid |

384 mesh & Shinjuku 3uRede @i landline relay & gl iR U& transit database @ PEEK &V g7 U gt
HUAT BT AR ST BT

"St. Luke's International Hospital & pickup | qzdt Uzaer gar| 7IsT &t geet | iqad: Shinjukul”

TR 3T Steve &l SEMAT
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Y 32: AJIdTT — Max

Max David & a1 H |1 3% &7 41 514 PA QA e

IS I TUAT T8 | Teh TTe, IS HIH B, Tg HIH T TR IT HIATT HAT 58 Y AT AT FHdleh( IS a18 & TaG ST
qoheiIth 2t off | Teg d1et o1 David, Balboa Street el @R | shiue &l A9 W 6T, Foundation Ue T &1, 941 SR 3@
U® T 9T: "Dad, AT 3TTh! @dT @ i ALl Sfiafa & Tkt €2 Max 3 &8 SUSRNTIRUT el o7 (3 3R &, 92) 3k
David = 38 39 SRR ! ST AR & H 3GT AT ST Uged 6 o U1 FHSTAT 7SI SHAT Ul Tal GHeidr o1

PA Tt # @g@Eelec §5| U A &l ATGTS, a9l 3R UL, I AGddl & a1 S8 Max Ia-t &l @t aeg STear o
ST 1ot T b 3TTaTST

"Code Seven, Room 417. Dr. Dershon, Code Seven, Room 417."

HATERT &I & Al € Uedt &l g8 ST 4T

Code Seven| SFPD 3 #ig| @R & A 91821 Aderd; 70T U Bier| Srait| arefi|
tmar Kali &t |

Max &l SRR 3G AN G Uged T TTAT| HRSAE gy IHeh! Bidl 4 Gl T8 — IR AU arat 4, & Ueh 39 dad1 &
afay T BIA-H &A1 S UEe & 9gd B Fel gt df — AR Nihon Kohden HfHfez 7 Room 417-B & &R § U1
flat-line R AfCTATAT| HAH AL I ATYIT| AH AAAS TATE, T, &Ll | Tgedt -G & 37 4 Ugel 39 UTH 7 Jhs
g e 3G oft FHA

384 nurse-call - ERITI AEE & @MY 61| TZHHSHT & Y | STRIH H AGd: R 1Y A & ofiF H FUAT b SR §
T & a1 &, A I8 GARMEIA 2 bl GiYeH ST o 3119 ST1d dehd Sitdid 9| FTehNg [FET| hig qUmafd &1

IV 39 910 g1 & o1, 125 Afcficiie qzaf ¥ &l X | saline drip I @&t ot &icef ER Sfehel 3 %A HAT o7 & 98
ARSI 21 38 catheter @41l ST@A &l S8 W G &l Toh §g IHY AR 3T AGIATA & Had & H-R 4 ol die
g | 3 Tal|

Knee brace dg973s ¢qd WX 4TI I b W1 G 8 71 &Y GRT I — Tgd WI-9HA, 9gd HaT gafl, Velcro &t
Teett aredl | stcand! off | 319 38 sHH ST off | 3T AU < SR o HAR G TS| AT AT qRd S &l T4, TaEe
SR WX STHT gAT, JoT AT meniscus FHRAt S AT Sl HEF D aRE ek TAT| IT4 brace e, hospital gown &
SR TTder, Ueei gaHT sae Fidt o splint & g & & &g U THHGR ThE Hid i a¥e AT Sl 39 ge ot erdt 9
FHele a arel|

TE @I §AT| < deh (T | FeAT fohT ¥ET| 9 HLSHTeT B Brace = Ueh SR SIS I Uk &3 SIS § §&dl G, Sl ST 71 8
T TehdT UT| 318 Tel TehaT Tl

3G HUS Fel A? Steve FUREHAS & Teh T @1 4T: 5119, T pullover, 98 windbreaker it Carla & cutout =
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Shinjuku & U TR @ @S &t | S AR F o071 A haH | I8 3R 7 g 97 e, windbreaker 3R S Afdhret
— JEI 92 & S[d o1 98 o HeH Ued San Mateo § g gU Afea o1, Topeka & Teh IR aaig arg off, 37ad & ad |
<fh gu g

38 hospital gown & W windbreaker Ug+ @11 S ST HISH & FGT Y| IUHT TCHAT (hdcl Tohe, BE FAT-3TeTT
HEIT, hig Wt St 981 AW | ol i HIGA @) 97t G a7 oT| IHeh! GUTSd A1egeh Wi el off | 3R ag wieanse —
Steve @I IRHAA-IR fax SRH GRU intercept o7 W= Kali &t David & aR & 99 S 1|

I 9 HB @ Al

417-B & 9TeX I TARIRT R AT FHIATA S AT5e-MThe ATEEHT, T A TARIGE 91, dTen! iofcil saT T8, aiea ol
Hiel-athe AT 3R BT & F-a1T G A1d el § gl Wil Max 3 9T & Bihgar 11 8 59 9 37 dgiaad? W @y g1
I AR AR T HEH & o1 Faga | T HELH 18 X oT1 HIgheR I8 O o1, fire door & 316 Hiet 3wt

JE 318 I AT
Fire door 3116 Hiez AW o, magnetically locked, badge swipe @ 7zd ol Max & urd badge &l 4Tl @ 9

& 98 a9 @ U UgdT, magnetic lock e HiAT — Tah 4T €1q8 3TmaTs], TRl 9 A1 & @ off, 98 99 @l <t
Gerdl € — SiX AT 30 & a5 | Teh 9 et 7T

Max = gehdhT &1 R A Afhel TAT| IT T8 T8l IBT ol AT 8 Gell| I8 ST T

IR Fardic AR T HT AT — FAUHT emergency-exit SRiTe: T, WEl el aTal, TS e § &G HT §al,
283 # battery-backed LED S & A §S3cT S HiAT §AT TAGHHIIT T, ITSH gt =14 3311 IT STe a1
T 34 UheT 3R 3|

T et | ST G| 8 T ol FAIhR i G AT FHieh GHTAT|
AT 3R @) HSifel o o9 98 T &G 9 I, el SUR Fel LaTSll Gol- ot ATarsT 91 el /§ifer| @@t fire door Sifad
ag fi-areft AT o, WR get T A1l Max sl &l ar @ 9 1 — Ueh 819 3 W, T 38 Sherdlc | a1 gl | I8 1l

HeHl I AT | Teh ATGHT | dit @ Il @ o1, Max & HagH a1 9 dof| AfqRefd o, 4 flat-line A & 6 it
TEI Max el a1 "ehdT &T1 I8 oot pursuits i T TT: FHEH! Sl ATGAd!, I T ATIUT, Td P RHR| TS qd, I8
rubber-soled nursing clogs =& S 3§94 AW W A &1 339 Y AT tactical boots! 7 HRt emergency #
TRATRIIAT 3 eI 7RG o @ TTetd off|

IE AT AT il G, T & heH T arig o2 @l ol gad AGfel| Ugat! Haiel| W & Fad ot IR @ 9, A dR-4R, &
SR IR Iohd, STidd gq | Giar &1 clearance pattern | &R & &AR| Haffel &2 Haftel|

TR¥E HAR T Tk AR fire door| T8 it G I8 & a8 Ugar — el el Feafes, el TG &1 98 east entrance &
T Teh TRISS-Thet IR TeAram | fehett| Toerd QR afieR it aredl @ o vefier el siegns sfexsie ok vy & a7
&l HEh|

UEdt Ak o1 Hiex 3t 9Tl Ueh push bar aTel <ftel 1 32amT, Ta 6o gU Ued T9a AR ®R g dd sarl fi & R,
Max ToKyo @l g i STHaY LT 3 Teh SHHT ol el AThdl a@ HhdT o1 — Fi- Iaidl, UG A A& Bi TR
J A

T8 I Al 8 TeAT S hig 39 AR H AT 81, T&l M &, exit & FU YIRNT HHR i GAL TSR o 1 7 8l | AR ol A d
B ol TE AT — I bl TSI FUR FLART HAT AT, 14 Hid1 7 381 digital zoom acoustic tiles W HwE & & (U
TESHE HT Bl

35 exit door ghdT| Bt gl SRl &F Hie g off, 35 Il @1 UT, SR Al Aed ®i i | A1 Max = ufesern
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LA GleT 3R i W e T — B! < Uged, S a1l g1 91 A |
"Shinjuku," 39 &l

e = R gfeman! gt Chuo-dori & gda AR aramrd | #Afct T2, AR Max 3 gfee @ieh! 8 qudrd &l igsd
3G — B Hfret, AU WIghat, 520 IR, 3R Tah T wRefd ST el e o1 a1 Ugd el Sl I Tl

39 g9 YR &1 384 I8 3T AqHIch IRFAAT & Y I HAT S G G AT TG YATHRIATAT B AR e ared
HATCHT @t Bt &1 B1Y GAR, T A9 Ak AR, TR TE | TSATATS HiSlg AT Thi- GHTAT gl — I Tohdl A 7
e HIAT GIAT Sl diag AT & homicide FM 7 3T dazfehl day § Widt ot | Uge URAfeziaT , 91¢ § Hegd | e
! AN He F Uged G b JaLuid |

1T I oft: Kali = Ueh el g & S1udrel & FUieht & SRIY 38 §1d ot off | 384 381 SFPD call sign SHAHT T o,
3T et 9 (Dershon &l — 383 "Dr. Dershon" @gr o1, a8 3utdf Wik David 7 38 3@udra admission
Feeh @ FAIRR HA & aR B Al IS A1), AR 3ih HAA x| 98 3@ T off| Al & SRfv| "R, @1, door
sensors| 9& Shinjuku # Te Hf & T W 931 off 3R 387 Ueh 1 §adR &l ARG | gHd Q@ o7 3R 394 axars @ia
o R P I AT HIAT AT AR gl JAT8 ot 3R g | 91 @2 §Y T o7

Max = HUAT FRRT I AN T FeT Fed U Sfar o7 ST dohelith 31 & g doheiich ol SHAHTA did 31 3 37 Hidl 08
IR CART TXRNIA HIRAT ST I@T AT Sl dehriich bl IT ARG SHAHTA edl AT 918 Uah conductor ARGHS &l — & O
FHald, & ¥ Geldh, T processor & I § Fe

David T5gtar! David = gaem #efii & R § Ui a1d awsi St Max T8l 9ag T ol

9% Shinjuku #URgHe & 7@ & 3:31 I UgdT| Steve @S W AT, HUS UeA, Tawh, gid aar| Kali Ieghne & a&
T STTE W ot

"9 PA g1," Max = &gl
"3 g3 9ardn|" Steve 7 Kali &l d¥% 3T &RAT| "9 31U admit g1 9 3ATaeh! TR 6 @t o1

Max 7 Kali ! @ 3@T| 98 37U+t SiiTg W a1 ft, Panasonic & dis 2y, & €9 gU, dedl W gauze AR UHHRAT
% UHH 8 el 8 gl off| 3 &1 HY R 91 3T Uedt ot adrenaline tremors 3@ & — foot chase & 1§ Hany,
AT & 1€ a7 | 3G U 3T 3 o I TR q(T TR EfelTy TeTe el ot |

"Fire doors," Max 1 el

"gR @l

H@rlil n

"#1 defocus HfU| IRE Al & auto-reset| 3 @rell gieid @7 |"
"Badge!"

"¥Gg| Operative = i< 9R swipe &1 R Ff¥en 7 38 lock out & gfATI Security alert, automatic| 9 loading
dock @ et 7"

Max 7 38 39 a8 aNfd w1 919 crime scene IfURE! & — & d9F &, cross-referenced, sgdl a@@R &
Tahied | Kali 7 Ue el ¥ @ IHah! S 4T3 T | 397 319Udrel PA Gi¥ed &1 39aaTe 38 ST & «fU, badge database
1 @R &l lock out w3 & @iV, camera zoom functions 1 st feeds I YT A & @fQ, 3R I dispatch
FRYeH T IFeh! AfhTHt qgaqfd e & MU HRAT A1 96 B Shinjuku & el Hsifel & FUReHe G|

Ig G TR 46 7| TG il U4T o) § agaqfd & 71 51 9g 3ol "ehdl 47| Steve IHe A I araml Max = gfm|
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"Bo ST & | el §," Max 3 &gl

"Bo ST & &9 U9 el ¢l a1 dla-ahaid | Kali &l SA1arsT a7 99R off| o erid &l 7 211 "Operative Ta& cloned
maintenance badge @ &% T GRU transponder @ ST %@l 47| Zhengzhou & ST cipher suite| Bo parallel
operations Ie %1 & — Beach & @fU Zhengzhou, gR @f¢ Tokyo!"

"l gH Bferd 81

"Teil" Kali 4 39 3@ 39 optic implant 38 HI% & dMA Ua thermal signature & 3@ # render 3 & 9T —
Ta A4 SRR & infrared TETES, Gt U gea W 3R off THahaR el Ste | T3 Afhat T off | "g9 el gferd | &9 &den
A B T WA gaTl|l § SiTg 9 9T @l g1 NSA 9§, 38R 9, Sheng §1 7 cathedrals 7 3R safe houses & X 3&R
# gudl Wl gl 98 & "

Steve AT & d1Ge T 2fehT AT1 &1 99| Teh TR 3TTHT T e e arett 1iaf s BUD/S & T ot & it off
operation # G99 HgddYL0T FHUT 9¢ &ldT ¢ 916 s defensive BT 5 FA &1 G HdT 2l

"G AT 22" I8 Fall

"Metacompiler| & 38 ST gl HéHl | 76l §%al #I Architecture daR 81 Volkov @I defense fa g1 Diverse
double-compiling, reproducible builds, self-destructing verification chain| 2l T& &g nodes am&t| A2
UTE 316 T & ST 8| I3 el =eig )

"3T Ig T 22" Max 1 BTl

"IE S 21" 98 @l g5 | 3P W G I % 9, Zhengzhou & & A U g H QU 3@ dleh g1 aTet &, Wikl 98 I
TR ST & G @Sl g8 N widl U8 Giied &t 2idt @ S operational threshold W uga T & "Beach

leverage 2! Steve verification 21 Max security 21 3R # compiler g|"

Max = 39 3Rd &l 3@ ST Ad & I di- §91 Tokyo & Teh HURCHS & Kitchenette & @t off| 57 W®| Gauze &t
el U t-shirt & $W windbreaker| &iud &9 Sz efi-a1+ft electromagnetic spectrum & T& Hid T
Ugga 39 AYUATS & TRAAY T ST EidT AT 3HY Ugel i Ueh TH! EATRT G2aTS dh Ugd Urd|

David 39 3Rd ¥ TR F2ar 91l Max IHerdl o1 @11 3 SR Tal A8 David = 398 18R ST o7 (FRATEE, 89y,
A1) ST a8 HRT Jd Max Ta 394 UIR e @l T, S T AR GIT AT: T8 ATl o g asdr o | wefi-aeft g8
O T UF qferl © ST 98 7 FHSAAT AT T FIhR R Tehdl AT| AHhi- 98 wedl T

"Security," Max = &gl "® security & Thd1 gl"
Kali &7 4§ gfetl | 8 el | S|
"l &H el Y HYd &l Cathedral| Geg 8 §91| HAS arai |
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A 33: HdeTd | afarg

I AN IR A9 7 @I I AR YT D G Gl

FHIEf ARy Bl 81 3T wiw@RR implants 38 Tk ARaT SMUR 24 ed: ST AU ggah, idle loops H gHa
processors @i afegdid FHGATES, BEe! & GaTe 4 3T AU S6e B YRTH-U | Th T AL & TG Tt @il &
STgfag TE o ST YRTUT daRfeRT § setehedls I8 B

T Ig A AT| HISIA il TA2R H GaR — 3¢ & HUY TATHL &l & | I T, IS -i1d Aol bl WS — T B 9id
ddt off| @ WiFi 7@l &8 cellular 7@l 2.402 Thmees W Huald &ld & Bluetooth beacons & Holy
Resurrection Cathedral & ¥ afegd-gaaia HUcIH 3a-T &l Xhd o St 1891 # o1, Si& Surugadai Ugrdl ©
EEGRCREEEKIDT

Ig T8l BR T8l AT | 37 <Al & Wiar IR g — <ridf, eies, Volkov T e-UaR 3R 9 aHdi 51t 98 a7eft off S 7 7t
g8 vt ot — 3fR 319 ST TATY o1, iRl Ueh IR STEX HEH WA & 98 Uk e T 9 ST, TEaTA A, 26w
AN, HATA-a T |

IR o G <Al 7 GHTE ot | Tl R ht GRS FATUSHI bt — HIH R A — TATHR | -9t 384 38 qidl 7
W1 I AT W@, G AT A F Ugad A@Ry i o St 21

99 & Q¥ BR W iconostasis T @I UTI TeR §aa gas — ITH 3ieioh dagion interface IfcRfa Hal &l Wakad &
gaEl B 3T A W AT, I deR JIRAG, I qHaY G Dl IRd & A e HLYareR @Me| 3 I8 37 sardl af
deaefierar @ 2@ @ 9 S @l 3R At @ a9 At off|

ERl

3% W dEd &1 HRATAHS, FegUf oieh el | Zhengzhou & A 4 At 919 §¢ &1 77 &, 718 qadT 39 Ueg! & +1d o @ o
S8 98 & | & IR Sgadt | 3R 98 U1 YR TSl & ot Uil OR afeRfd Sedt af a1 @181y It Fend! off, dichl qad
TER T1g Uil W 9

92 T Gehdl! &t | 37+t IR AR TEar o

T narthex ® WRYAT &I Al W 4TI Tk iPhone 15, A dcich, il 58, Sa AT |l e I THTES G AT HiAT
TITH A BIS AT AT I I AT Tget STd YA HAT 4T 99 § ITh processor i el 7ggd & W@l o8 — T
FHIUT IfGAGTRIT GHEHTES, SR & Ta8 Uda dig 4 AT g3, TE &XaNS & UTH, 516l TATHeY Hhad 1S 39 Hiel 47|

Kali 3 38 3w

A16 Bionic 7 310 Uga &, 348 Tgat o ST Il I I8 H & KE-IRE §¢ il | Fehdle o SRIY e, 9 & e
IRGT-JHIT FAAHEIR & TR — TegHARIT greafT @ AHiaTe TR W afhRor F2dr gl 38 3@ unlock F4 F T
el oft| B9 T radio T, 3R 98 radio ey ot
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ERERICHEIRI

Hedishel AGAdt — 127 &L, 39 S92 Hl 883l 4 gl cochlear implant &t AA(F Higel deh ARG — A16 &
interrupt controller e =t Afelldes # ugdll Processor = 3da¥ R INFOI ARM v8.6-A, Snapdragon X70
modem, full-spectrum radiol

35+ baseband processor & POKE &I %I T spectrum analyzer s 71 — &Rt app & SRV 7, selahl |
%99 hardware & SRIU, 9 et 39 commands T 3daR < T o7 5t Apple & @Ra & software & & Wd 4
Tt i eff|

Tokyo 39 UeTl

16 Ache | T8 34T IR 2fehl T | ST DIl TR S & AT | AT HH, TgdH o & a9 & Arg|

Ut cellular| 3T & darelld base stations| g1 & Sfasd Ueh STgieT o1 STiereht Ffell g WRITer i ehdl SR erza iy
TEdTd G XS e Gahat ot Uia | #ieX & <A | TURE 91 digs Tyl hiF | 39 14 T8l 9refl 91 38 ded dreiy 3

Yed Uah: Surugadai UgTet & q@ H o B, ¥R, Hongo-dori & 91 dreid Hie & iR I U &l carrier, U &l
model, T& & encryption: AES-256-GCM, dd 93 & key rotation & @l NSA standard| Doyle & @I

U 3 WEM 7 & B, Ogawamachi R1@ W1 3R cellular traffic & =9, T gaa afime: VHF, 148 Ae,
Kuznyechik cipher| {8t W8T fa@e@| Bo & @rTl GRU|

U%a # ol NSA assets| U@ 7 f GRU assets | 37 d19, & GUNE Afhrd AR H
B HIEE T

A gl 384 CCTV cameras &l Hohd &AT — e, Hiel guel & #| Panasonic i-PRO series, 3@
maintenance interfaces GCC 9.3 & compile ¥ 77 embedded Linux 9« @ 4, backdoor sRa=R| 383
firmware registers € 37t pan-tilt-zoom motor positions Ugi R I7eh GUI-FHA I THM FTAT|

Camera 4, Meiji University & Liberty Tower T @, %dsd & I8 SAR GRHUT &l 3R SURT 2 T ATI T§
Awajicho Station @ 3R ¥ THAL FHRAT & 9 Teh Uad el bl haR HdT dT, TR Hacl NI ATk i | It Uzast
Z@R blind spot & 7| et T AR Gl 3 guel @t | aTee ot

ST Gh3 |

3G Tl I g ot G Wi access points| &g H2R wiF 6l | &g VHF el | &8 encrypted traffic =& 9%
38 BiF & radios 93 & 3| STg U1q 3R Hid | afGd-ganid [ 4 TR |

16 Gohs | IHh YT TR T

Ig HITAAR, WD I Y& TTIRE Soidh Jareitd A T HE &aTs] 9 ara Afhell|

gl TEi| TeTd g3 1 Ueh O Slgd! Yol &1 HIa-STTAT: T STeie, whertelied, QMg | 316 S Seraiig | Iqai-ugd @ &,
Kanda & & @R 7Y Al 98 heleld dl Hehil Ia8 — Fag, MR — & Uk Hiel diegd-gaahid -1 | Uk
TG, STE-S19 TR ot diaR AU Uehg dleit et 718 3R Tokyo 1 I Hehedd HR § SR Ushga ol

T ©iet do, 98 NSA & ! Hedd & ahat ol KDDI & Aeat@ 4 Ted Samsung %, encrypted VPN traffic
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LR & o1 Uk GR a1 &t aeg| Freiid Hied 9gd, T FamilyMart & &id & 418 | 99| Tdiesmrdl
3 g el 2@ @ &) 98 TEg Weldi w ot Al 98 @ o 3R T2 9 % off

T8 IAM I AR 21| hedege ol WATH AR & Y d1F Hed, BR a1 AR — Hdeged WRR AR 076 &l TART & o1 &t
@R H, e WiFi ® TOKYO-KASAI-3F &3ST 97| 3T0RE 39 918l Sig et a1 | Teh ATeit | T8 1 el I61Y Hhiedt & Ay
off 9gd G|

Kali &8 T JaT T8l 301 off|

Ig I F T, eI o YA i We | Hery, dRE Hicy, AR 37 Ugd Teil | Afchet 318 — I8 WA Camera 4 8l 3@
HerdT T, I8 ST it ot AT I = FHaX el BT AT Fhlhi 98 HASIA | HIg AT ol o1l

S T

Jg GHY @ | 9| Kanda 7 U& $eurd W U 9adt| GRU < & €t Hiex ue@f# 411 39 VHF radios ¥ 4 &
check-ins & wgwel W@ & — encryption 3¢e o1 R Ued G Ua beacon U1l 9 Ig 37! oI & b Hdl Tl, T
sonar operator 3 ¥ il Ud &l 1A Uedl 8| GIR| g 39 el @ Tl

el Uoh "ol Ggeh W Galll 98 Awajicho Station @t 3R g&ufT 76t Marunouchi Line 39& % & 9 off — a8
SHA & SR @ Aeqy X dahdl oft, TEd I F1 afega-deaia gue, 1,500 dieic DCI 98 ¥ 7 3adtl ticket
machine W &g &AT| ®ETS(T efohe | Max &t training|

38 Shinjuku &t R STAt 2 Uhel| el w8 aft, ITT ®F TG 98 FHA H A 4ad H d6 Hedqd HT gha ot
1% intelligence-grade encryption =& 9 &1 o1l &g VHF radios & 3017 g1

I8 GReRud |

Shelegel WIS oT| 98 ATy el Sy

Max 7 38 Q&+ | Uedt ol HiT ART| ST GRaad! FHgHl o JE axarsT Yo WX FUREHE & ATerd | aqard| Kali #iem &t
TG Tt | AT I AT H ATEE el Frd 8| 1Y TG & T bl Hg d &

98 Steve & H1Y TS Sl A W AT| & 62 F HHGTU HTSTHT T8 & — Steve Tl & U &l HIEl W, Max I3 g W &
1Y G W Steve H I 3T & hald FYRAT off 1A Doyle § q §%hd YT gU 0 Y @1 AT i ag Hideh dlQ 7
I QIR 2| 3T He & H-RI W 3 3@ T4 &1 718 off it Maryland ® Max = 38 @i a1 3@t o

Max @& ge+ # 9 brace o7 ST 38 & Id Ugel AHUATA G HITA Tehd U1 AT Goi SR G Y dfet aeb 31 78 ot St.
Luke's 8 &g & @&l T Bl — cardiac leads iad gy, Siaehl SUR Teh TH! FATRT Hsiiel A% 2 T o1 — F IFeht
ehedt Ueh a8 & 2 oft| Hetd Y g

AT el Kali ez 3g 3R ggeiie) R @S 3, 3TH 3 VAT o1 9Ifd Max R 718 T8 @ 91| 3T 39 3T ag uan
SR e 9€ diag 9 9 FUNY-HYA! ! UG AT oT: qFART 61, ST THIRAT — Jg 9] 511 ATIh! HAATHT HET D
Tehga @ Ugat Al & Adt 2l

Ig YR oft| 9 IT ST G| 3T AN §g 2 ST AT 3R TRAT AT ol 3G 14 &l FTHIA o1 2l

"%a?" Steve 7 weTl

"Gy ATl 9 gl Afhet |

"FHITIA & oI I HieT & GRR | Uid ARRE! assets §," Steve 3 &gl "HA Ig a6 Toh gk ahTa gy Tl
"Hongo-dori W ga # di 3ifal, Ogawamachi W wE 7 & @&, Kali 4 &gl "Doyle & & & @iy Samsung
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Galaxy S23s, Bo & 3a & @fU Xiaomi 14s| 3#fdt 06:14 8 #i5[g 21 T 768 A & AT W aaed al”
Steve Ui® ge 7@

Max &l a9 THST TAT| T8 Sl STHT AT - HeH1 8 96 AT B e UisT Sl SITdt el &l avg daidt et ot | 8% HesT SIres
I STl BT, Toh T AT T T Afher o1 AT 98 qRa Wit ot | 9 50 AR & Hfdhet o7 AT T8t i T off| a8
Tokyo & afega-gaeid 2T I TaR ol Fultd Y-9FT i aXE UG el A

I bR BT §¢ T <RAT AT
Kali ot 517 #ft1 Panasonic & @8R WS 2y, IHe! T HTee 38 oM

"Beach -caich &l quTe 9 Sifal 8," I8 dell "H ufdr SifaT & Fichl 4 23 & o gt IHdM R &A1 &l Doyle 7 Steve
TR Y el Sl FJichl dgd program &l ISR X Ghd &l 99 58 U 8l MAD| J8l dhdl S U=rd 91 ds
backdoor &t ud z&@r"

"dl &1 Tehd i disd &, Steve 3 &gl

"gH U9 FB digd al" ITT AU gHAdT AFIARH TR FUR @l g3 A9 g%a dTeid| U §a99 computing
environment — air-gapped, &g network connection &l & ¥addX I ¥ compile &T toolchains Sifet
1S TTll FU-TRURT 7 811 3R mesh, ST AR &1 & R interference IATT!"

"d B — AT A b AU?" Max = gBTl

"Metacompiler 91 & @fUI Volkov & proof| # & ¥aday chains W patch compile @t § AR gate TR W
verify &¥dl g &f binaries Ad @Il € 31 781 | 3FR A @Il 8, df patch % 21 BR & 38 mesh % & node | push
FYl g, AR mesh 38 & 30 device de Tgdrdl & STal de Ugd ¥e| diFl commands R St 21 INFO, PEEK, POKE
— IS | QAT 1"

" 3R THERT network," Steve 7 &1l "gHER 1S @@ nodes "

"1mge | Patch backdoor ! AR 21 Backdoor & @& SRR & Sifdd # nodes @t ARG &l §1 519 & patch Herar
%, mesh afefd g T8 9 HB @ adt gl "

TR AT Max 7 39 Hadl &l 3@l Sl IHeh! WIS o T W 93t off — I1elid |l &l 7 uid, Uit #, Teh T8 i
&M & HU FHRIY % JYREHE | U Panasonic compressor & aR dof — 3R @1 David & aR #| David, St 38&
OfdT & TR AT o1 IH Hd G afdrg it Hal "I, St radio gAart G Fehd! ot R gudt W g ALl i g 3|
Ferd! &t David, St 7T &7 &6 98 A= G 2|

"gH Y T ATEN?"

St e 3T 38 § 9 A T off| Faest T8 | T8 & B I | uta ARE assets B ToReR ST T Al o off, tw
TRFed & i 4 916 Gahs § Uah intelligence cordon T TeRYT ST 9T, IR 3 Teh Shde3el & iieh BT o7 3R Ueh U@
TARIR & Wieh & | Alohed! o ST G& i AU HT A

"HE S TN — a8 31 HI! 8, ST deh H ehrH G2 7 L |

Max 7 landline @ 3R g9 Ie/TI IFA §dcil # BT Yerdels| 384 Carla & relay dial &fam i =efai, Osaka
cutout, dis & R &l Aldfe FHelfh — B Gl HiclHI had T Jgd |

"¥g Max §| &1 U workspace 9101 Air-gapped | T §%d | AR &9 98 &e dTerq o1l”

38 HIF @11 Kali 9t § T[T 6l ot | 4T, Saaierd, A-did (a0 8§ W1 Mesh UafeRiian & et o1, 3dig aeff § 16
g @ 37efeh nodes, 3% IR TR NG, Teh T a3t & @MY interference IaM & AR SR SUAT s X T AT
3R QPR AT QR AR T oM

Max 7 AU 81 3@ | ¢ BT | Yeh ST & 81| Sgi+ URSHHT ST § RIS T AT AT, AU 9 o afdTe GHATT ol
HHIGT 9T 9T, 3R 39 squad rooms & rotary phones dial &U & St 3@ J¥qfad & =6l 8
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36 308 HH § T bl 3HE STITET &Y Ik STiaT T Tl
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YA 34: FRAGYAA

o1 dex § Ferdie A o7 SR R aredt 6 7o oft

Kali Building 3 & azatal W @el el G & ol @reft of =12, ael @mstt of & 8, argaa & 78 z9ra i geshif
AT G off: copper bus bars T & 4R, 39 318 AR A1ed HieX ¥ U switchgear panel # relay contacts @t
FAd! <leheih, capacitor banks & Jaifig ATG S TIRE el | Afhd @ o — 9§ § WebU 7 39 facility & dg
AT ATl Teh T 7fi  afega Jaehi TRIGRR S 6 T AT T o1, U Eiett 61| 514 &F ¥gahH1 o a1d U afel|

Carla 3 38 =t 6¢ # @i Afeeran o1l Bifuka, Hokkaido (3meTel 1,600, Afcheas eX Asahikawa T8 @feirHiex
THNTT ) § Uas §¢ ueT WebU edge data center| 2019 # 3dasl Japan &I low-latency content delivery & @fg
g 71T o7l Si9 WebU 7 Asian operations &' Osaka, Singapore 3R Mumbai @t @ hyperscale facilities
# gdc @R, a9 | Ig d¢ uel o1l Racks 3+t +ff 59 & 99 &1 Cooling infrastructure 3+t «ft @ &t omi Fiber
trunk @ HOaqf &l AT X idie 0 8 HIc a7 TT AT — HIcH da, IR FIaT 6l | Fis network connection
el | 9Tt AR SagaRgian g1 4 air-gapped |

3 gARd| Building 3 server hall 9T — 316Rg &t a1 #Hiey, raised floor, @ret racks @l d1d g, S0 cable
trays St bare ladder rail a& 392 gU 91 Building 1 operations @ oT: office space, break room, T& 8¢t
TS WH gas range 3R T refrigerator o1 St Max & plug &¥d & FHM @l Parking lot @i 91§t asphalt
I oft, SIS AR TS T STl AT| T & UR: UETg | Fiefdl IR a3, 91efdl d &g | Hokkaido # ST3d &1 AR
Tokyo & 3 Carla & & o7l Private charter, Narita § Asahikawa @, Zhengzhou Gulfstream & 3@
Te qTgec| I Japanese 47, JASDF & QaMfddd, #1g Fard el Y8 | Gae 6:14 991 U GHAaR |@efil| T HREd &t
van IR @l off| Max = gl Telrs Fichi Max gl el TaTdT o7l IR i AR 68 Afe &l Fart § ST geT 3f R
ST aTT| I ST 3 e 39 T AT, ST g1 Siig W, Iurgf Ui &t $TaTe passenger seat 8 TATE 2 ot

Kali 38 & R0 78l TATE | Drive & dR i 1811 384 mesh &1 AIHT & HH1 TR U417 &N (TS Qe | 1S
§ arefeh nodes HUSd &1 3@ &) Akl ITh! AR BT &l ST FATHA| Sy FHHUT 98 workspace Hl Hal Fdl, Ta
%® Jaa oiaTl Mesh Ue 919 interference pattern, logistics network 3R s &+ STl

IE AR Tl TE |

Racks Dell PowerEdge R740s & — @relt chassis @& intact backplanes | 9Zaf Yeal WoRE, I Yehari, Tes |
Bt rack positions| Carla = 1 J@v-3erT procurement chains & hardware a1 qgaqer & off, ifAd & 18
«ft Beach &, % WebU 3, 3fR #1Z +ft 39 919 § 7&f If& Doyle a1 Bo UgaH Tah|

Ugdll @Y 319 9 €S Ugat ugdr offt: Sapporo ¥ U& freight truck W Hieig pallets! Processors, memory,
storage, power supplies! ¥d consumer-grade| ¥ 3eR-3er manufacturers &, Jerl-3@T vendors @,
SET-3Te 32t 91 Kali 7 afaferar @@ @t ot ®1E 1 Ue 919 boards =8l @18 shared firmware lineage & 9if& 383
FUFANIT Tq | AT 7 HAT &
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Steve Ugl & &M W oT| 9 319 B¢ He Tgat Seoul & T T commercial flight § 37T o1 — Fehg cfohe, Korean
passport St Carla % Busan & Us §0& & Jern o1l 384 Building 3 & <&NUI-Q@ &+ ® verification
environment @ Y T GHAT 4T — T e rack cluster it Kali & build environment & sfidfes 3@ & et
9T, YT power circuit, o grounding| & workstations | & monitors | FHHTE & e |

"Power clean g," Kali & & 34 W Steve 3 Fall 98 rack & W ge-l & aa T, cable I @1 911 & zip tie Th
StdT, & cable w9s SR W @ gaml "Three-phase, 200 volt, 50 hertzI Municipal grid ¥ dedicated
transformer| &g UPS & — &1 raw W 9d %@ g1 3FR power &, d memory & St i g g @& som| "

"3ieh 21" Kali AISll # W1 W Ieit| 38 W 7 raised-floor tiles #ggd &T — steel pedestals W aluminum
panels, 37 9 H @R D plenum | 38 gaT 7T W& AT | ITA HaA A | FSRE HI IUT HIeX | T STg |

ag Row 4, Position 9 W &l 3ARd & Sawia| el electromagnetic signature Te8 a1% ff — aTed ot @ wHE
gd, AR | switchgear 3R g&NMT & cooling plant ¥ 7g7a¥ interference! a8 JHM W 6 M| U@l ARSI
g9 a8l aluminum tile w1

TR

r toolchains| Source & binary de & Haddy I ¥ compile ST T 7Hd | g a1 oo &l |

TE 39 Shay 4TI Thompson & 1984 & TAEI 7 IH STl &l IV HRAT 4T Teh compiler & IF program &
RATETYL0T code STe ahdl & S a8 compile &2, AT compilers Hafd, HHZHUT &l Teh A WEAT 9414 gQ | THATR
Hehdf Ueb T compiler o S8 &l wRA Hagwfd compiler 7 compile = 1 & T compiler sr¥afaa & 7&f a1
— 9 CH, T C++#, 7 Rust ¥, 7 HRft Tt 9t § It toolchain Bell Labs 3 3a3t &

Kali Teh ST |

Toolchain Alpha: Teed 7 @R §1 a8 raw machine code & T& assembler @Raft — ARM A64 instruction
set, hexadecimal values % {@ ® U& terminal # &l 2q gy, a1 it compiler @, I=1 ®&T linker &, ST
FRA operating system @ St IFet IR 3R processor & &9 &l Hex & binary! Binary & assembler!|
Assembler & T& TgAa9 C compiler | Txade IR0T 3T BICT &f 619 § TadTdid ST T b | Tades aX0T Steve @RI
HIdaR U | audit F=A IR 615 Bell Labs demac el | i Thompson chain 7@l | €1%|

Toolchain Beta: Volkov path! T& C compiler it PCC (Portable C Compiler) dsmaet € University of
Waterloo ® 1978 & Ues IT@T & HTEHH 9 3 AT — ITQ Uga obf NSA &1 FLleH & a3 et urarl Kali 4 39 1978
snapshot @I Ritchie g@rr 1972 # ugariad q@ PDP-11 machine code listings & Volkov @I gate-level
comparison methodology 3T IUINT &¥eh TATIT HIAT AT| 3R 1978 I binary Te Fagmid clean processor
W compile gF W 1972 & source ¥ A HEd €, df 98 AT 1% 21 394 38 Zhengzhou & Sheng & electron
microscope W FaAd HT 4TI

31 chains| & ¥4 1 3R Alpha W compile &R a1 metacompiler g&t binary da & St Beta W compile &R
T #R — bit-for-bit, gate-for-gate — @ 7 @ &R chain T ® trojan sl Diverse double-compiling!
Volkov T qzamr, Wheeler &t formalization, Kali @1 implementation!|

384 hardware T UgdT crate @il HR I & T8
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Max = gag 7:30 It WA o1 Fehghe ama|

T 3ed | Homicide # <iag 91T AR 98 ek 119Uk TAT: 8 AR I3 9 Ugad HeHTaYT I Tehdhe e | 3elieh ol
ElIGERAT

3T He¥ WRR razor wire arelt chain-link fence & & 9 ARG off| JFNIOT &1 IR q=T gate, IacR &I AR
service gatel @i gates commercial padlocks ¥ §g SiHg Max = 3u< & 9gd 31 &1 — Abus Granit,
hardened steel, pick-resistant| 3{ga =él | @ bolt cutters aTem HTEHT MR HAT, R LM A A |

Fence & 9Te3; dF dW T-E! I SITA, Ueh X0 dolil ol s | Tk gahuTuT # Bifuka 3R 3qa? & Teshio River & T&
qTE T AR AT &fT| Tah dfciiHIe? & Hia Hig g GeaT ol | &2 R 7 guel @MU — 39 T Tl A1 off, & e
SIS & ARy wepra-, treeline e & Tt Hiex &I gEw|

384 choke points @ a8 &1T1 Service gate: T, Uohd dTed d18Te, concrete bollards & =R Main gate:
et Qe e, i bollards &l — I SIS &1 &M Building 1 & U Uas s @ forklift @et o1 Max 39 d&
T, a9 Sanl & @1 39 flat tires W et main gate & swing radius & aTfd & & YAt 7 @ T A6
TET| ek 16 ol Uege Tehe i e o Y amad|

ARG g concrete tilt-up walls @t off — A industrial ARATT, ST TR W ®1E @fgant 7@, IR Hie @t Fa1E W
BIe clerestory openings!| 8d bar joists W corrugated steel @t ot | Udf gARA & UZAY 9ig: TET YA G@R AR
loading dock! Max = loading docks &' 3@ 31+ manual chain hoists & &€ &1 — overhead doors TRQ
3R T maintenance shed % #fet rebar 9 &1e steel wedges 3 track rollers S &U|

Trip wires| Max = &+ Qa1 =&l &l off, ST IHeHT ST g AT: 3ARA! o o9 service paths W ufeell &t Harg
R &4t monofilament fishing line, S5 @ +1R tin cans 9 d&T1 Line ! g3, It @g@eq| Hokkaido @t @it
H 31T T ek STQA |

394 fire doors Sid1 Building 3 ® 4R, Building 1 # a1 & U R T panic bar o1 S 3@ T Gl ST Fehal T
Max 7 & T& W A 9iUars: FIRE EXIT — DO NOT BLOCK| %R 35+ & < & a1e U folding chair efer
SR TXaTST G, Bt TR Tk R @g@erec|

AT Ueh THEAT ot | 3T RRR & R — TTRT IR Y Hiex — 17 o, 3R Si1E & IR S g3, T IR a1 37 aXe i
38 forklift & 71 Gs qe <fch Y& UST 919 ddh 98 eiell el gat| St. Luke's &T brace 3TsT W 917 7147 97| 39 9gaR T
TRl ol g w8 |

8:15 a3t da 38 8¢ approach, g FIUl, & 9g dig AU Y AT AT el Ueh AIGH! HATET Wl Bl SARA! dhl ANRET &Y
TRl oAT| I8 IR At | ITA I ATE IR AAT| 98 82 &Y e K &2 Teh bl oI h|

Max dT0d e 77 3R w151 Gas range § manual ignition o7 — Ay 3R aTelg, F13 electric starter &l
384 Asahikawa # U Family Mart & @&e &S & A & sfdd & J@m@T| el instant off, Nescafé Gold
Blend, break room cabinet # #f@t T& ceramic mug # el g3|

9% 34 Building 3 @& & 74T 3R U3 G@R & UT9 U& crate W 96 Kali &1 o= |

38 Row 4 T S W off, T laptop FaT A 38T — screen §g, IT@RT keyboard W, T serial terminal &
hexadecimal values &1 TGl gUl Terminal &t output T& Tl screen W & cursor T, characters 316 &
HfcH # 377 @ 91 Assembly language| 3&f¥ Wdl 98 machine code & g1 & T& compiler ST W off, T aR &
Tah instruction|

3T €15 8T T8 &1 7T Memory addresses|

Max = 3701 St & o ot dR David & sR | "ian| =t a1 & David, Balboa Street W T81E & A9 WX §oT, Max
# Commodore 64 manual PEEK &R POKE dTct 314818 W Yeit| PEEK: U memory address el POKE: 387
«far David = 10 POKE 53281,0 2130 ST &7 3R screen el & 8 & 3R 38T Max & AR 98 JHHH & 91l 3@l
o7 — 3Teli TR, 3Teft SRR — IR et o, " G Fee
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POKE 53281,01 & 5@ & 3mma1| VIC-II chip & background color register ® zero value @Ratl Screen et
1 Tt 21

David &t Lexus ol g8l 3TesT Jiell o, ITeiid 91t a1e, 34T architecture &, T 3teniT address W1 POKE OxFF to
the throttle register | &R a9 idl 2| TSI 7T 2

Max 7 Kali @t 3Tt keyboard W Ia@d 2@, Ueh THT §ARIR ST §8 Sl 39 3TTaLT i AR S 39 g i AR, 3R
T AT 78T, 3R FHB el Fell

Steve = qeX 11:40 1 verification rack g &R

3 Yadaz workstations| & T& @ source tree ¥ compile ST 77T 3R operating system I 8T o7l & Tk
Kali ® build environment @ T one-way data diode (hardware-enforced, fiber optic, Kali & WE d
transmit-only) & #Te@H ¥ gl Steve I9& compiled binaries AT X TehaT oT| 98 FHS A199 el Al Gaha 2T
@IE contamination path &l

9 U4 gg & tools @MT U U logic analyzer, U& oscilloscope, 3R T& JTAG debugger — @it
analog-interface instruments sit backdoor @i uga & 9gat & 91 JTAG probe g processor pins & ST o,
software intermediation @& ST gate states ugar &1l Silicon & ¥ W, T& compiled binary logic gate
configurations T U& &gH 47| 3R T & source code & a Haady I § compiled HHF0T T & gate sequence
Ual &4 &, df it ot compiler 7 3@RfeRd instructions & e

g Steve &l &M 27| Kali 997dt | Steve Haamufd sedr| Gt 3R ARATAT "hig S J37 W HA9T 7 3, I8 Fal 471 98
Tl e o) FE @ 9T off

9% 394 workstation W soT 3R comparison scripts @Ra= @ & script T& compiled binary @dt, 38 JTAG
trace & IUINT &k gate-level operations # diedl, 3R instruction sequence @& cryptographic hash
output @t Alpha & hash 9™ Beta &1 hash | A &1 Addd 91% | 99 &I Aqad contamination |

HIYROT § T | GA H diehT 34 arerl Metacompiler & source code @ &T gate operations # compile &rI &
Teh ol Ael W ATI

e &I Steve Building 1 =1 3R break room Kitchen ® gas range @i a@dT g3 @l

IR Gl | 3G HIT R o ANQ W T8l 1T 47| FERY IR 3! ex-wife & @Y scrambled eggs 9917 4 — 39 gag
9 I8 I8 9qTT i 98 911 Wl 81 98 Bethesda apartment # H2id W @31 o7 AR I8 GHSA gQ G & o1 & it 77
JIRAT o HT ST ST &2 i i TS I a8 Bl 6, A 7 Ueh Si1a- el &l I @1 a-1aT 8T 394 eggs plate
HY| IT QY| TR g Tell TS| ITA S 87| 98 STERY o o

Break room # instant coffee, green tea bags 1 U SfaT, T &1 Ueh e, R AR & HATIENR I Teh SR AT
Steve = U 3¢ aret aluminum kettle ® Ut 39T@TI 384 &7 mugs green tea 3dl — dgd T, dgd a2 da TS,
edl| 98 3¢ Building 3 a& & T4

Kali a7+t off Row 4 W S W oft | 3gaht It keyboard W I 8¢ 72l g3 i | &7 cursor 374- 316 & hictd | 31
9¢ T A7| 519 394 raised-floor tile T 3T ST H mug &I, df 38 9k el 3073

I I8 IoTT| JHS! il | ITHT Te FHSATee T B & AMY Ueh U o AU Sl — I8 He & i U A-Uehsg & AU
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I @t
R
3T R oft fr <t

Steve 3T HHA SHIA W 96 T, IFH WS T ardt rack § «@fl, 9 38 aluminum tilel &8 Wi &t gl 98
geometry S8 9 91 G S17 @1 AT TAAT A i IUAd 3@, 3a1 R i 37 STg Al | IF Ut = dt| 98
W o

"1 ¥ JHA B I8 ohal & off build & IR F & 82"

I AT keys W Il | I8 TR aRST HRT — T8 G- &l 3R G I8 4T & T | UgHAT g R o, Y & [T H
T

"Sd g9 mesh 9 & T8 eldl," I8 FeTl "SI T T — Fgl aidt ol | Uoh HHT| Tk QR 98 hal erTai 82"

AT 3 st 90T W1l Racks TATY | STeR, &aT =i ST | =it |

"G TG A B, ITA el "SEAE el | T — FJUHITA HT G| TG ek d] AT §¢ e b 91g @rHIRf 7 S grar
21" 9g 3@l "Tokyo #, cathedral &, Ig e o1l Tgl AT 2l"

g HeT?"
"Gl S b AN FHB Bl AR FAGTUd A & @l HIE 21" I8 mug HR IS | "I WIS g, Steve "
"H 39 W HM HYTI"

Tg TTHI HES | FFULIAT gfell cAehl= 3o T8 — it afdft Wt & b arergisr 3t ave st &+t 98 awe fluency a el
TGl R a8 ot

ag keyboard ! 3R g | 98 AU 17 1 AR | FARA Ieh IR HR AT T, AR 397 T HRAY A off 38 7 o1 3897
7o S B T STd el ot

AUeR 2:17 95 Carla &1 %I 31|

% e satellite handset &, T Iridium 9575 — WRRR T THHATAR SUHIT ST 5 ARl o aTeR hiit gy @ SfeT o]
Kali 7 28 3ia¥ 374 & 9 Ugdt 38 firmware PEEK &1 &1l Motorola 68000-family processor, gdt o2 & g&k
3uakuT Sidt g8l Bell Labs demaett, @t satellite handset @ communication pathway mesh & 3@ o1l T
TIF| Tsh connection| 38R B8R R Carla & relay, Osaka cutout & SRU 3¢ T g

Max = 35| g &t avg di rings| Copper relay @i Jiazies click, 88 i &ieiHieR cable, Carla & 3T |

"Beach status," Carla = gl @I WHAEAT el "Zhengzhou & PLA facility| U@ stgaria def # 38 & IR
&2 T 81 Bei Dynamics campus W eT-3e T 3ARA | Sheng 38 &9 W@ @I al"

"Sitafa g?"
"Sfafd1 Sheng 38 &1 & U & 39d
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AT 35: AU

Beach g 9 ToTfd & 317 o1

Kali 5191 76l — 98 Ted T@-1adeh Uil -el, S8 98 compiled binaries # 34T @8 patterns @ Fadr off 54
IGH! 3TEH e el it H@ATSAl | 3@t ol Beach &1 U d-1- a1 ATl Yo AR, YT a6 | 39 qehd el T =602
TR U AT 82 IR R w87

3g Building Nine, Bei Dynamics campus, Zhengzhou &I diasl Hsffel T e @ieahiaiar wH | &1q & qe- arelt
FHIE TR T AT, AR AU TG H wIAd Hidh @I AT

Hueal Fd|: WebU &1 HdgR QAT Gamfdd, aarT STk W e $840 Sfeifie & 7eid| 9’ Fortune 100 &=t
% H1Y IRE e | Gags 3N & ANCAYIRY! AT I7eh NG TeATedhil o T FIhanid Gag| WebU &l Fa¥d network

architecture @ TSI — QRUT ST el (98 Kali &7 9T, 3R 39 g0 38 A7 | T@T 9T) Achi~ 3a-1 i ohieil Uzareuzet
T YIHR ! AT ST dl WAz &l

TRIfAE TaH: IRE AT T dYF | FIHAT dhied T HIS JUE el | FIg SEC rafel A&l | SRg &l g a1 781 | 3T a8
@1 aTe¢ Carla 3R 3T Sheng aRT GHIET ST TgT AT, 3R T8 ST AT Fetdl, I8qeh! YUl ol a1 A Hedd o7 hichi
AT Igat sruaafal @ wre drema 9fer W@ off | SR 76l gfetl WebU & 19 # dfeigd &t sTharal R 2.3 URARIT &t
TREe 3173, ®R GUR 2 41| 7Lf7 3T a1 Tedt il 38 g Fag A1 i ¢ar an

FR 7 AT SfeTuie AR TAgeRgid &aT i 7Y o | GeaTSt o §TaY Uah UgiaR dof o1 — PLA, Bei Dynamics &t It
@il Sheng T M| g X 71¥- Wl 4T: Bei Dynamics &l gesT Sheng i Sfard ad! off; PLA Central Military
Commission @ Sa9 adt ot Sheng 3 37 PLA & gRiTd & @ T, SfAehT Haae o1 Sheng 3 Teh TAT BT AT A7
TS 98 9199 el @ ehdT IT| T ThR &l UdT 9T i Beach J&l 8| 3T Aaed Beach &7 @9 T UHT THI-GHT |
FHTYA g1 arel 47 S Sheng ARG wear &

Beach 7 99 g 1ot gt U §g R GRAT AT| JEIA I8 AT TG AT — ITA I qF H AT AT B e AT Teld ATIEE
oT| IE HHIHIUT 9Ge- ol SR Y ¥eT AT| Kali & S+t TRAT0T & @ off 38 QU &3 &1, a1 Sheng & & a7 & &1 &l
Beach & dkg HeY 39 §4dh 1@ ! @Ta 4 378l &, a1 Carla & H1g et a-d @i il

1 AT TH qgh SR FHIHT & B I bl S8 Heid i hls URaTE el o
g 6:14 T TSI el

General Bo Beach @ 3dersT & Bl |

Uiq e TG, TG HA | FHHT AT e, q(1 Ud1eh T-g ol I G, TR e digl o d1cT| 9§ R 1 39 e Il 98 91d
SRR Y 7 T6d & — FER-IE el QE@d, HIIhi HHL Dl ITb 3T 4 Uged T16 HX FLRNIA HiAT o1 g1 &7l & GRU
SRR 4TS 3T IR Qg ol GIaR] W a=1d e ATl

Beach @er & 71| aed| Rye, New York & @teft Uigl & H9&R|
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"Mr. Beach |" ITERUT GRS T, SIS SRTUZATE | "3 ST 1 € i $A19 GHSIA 8 o 9117 Jal i 1"

"% FwErdr § & Mr. Sheng & Sfefer afa 81"

"Sheng & gfd 1 aTUa FAfdl @ TIETIh T&l 81" Bo = U= Sihe 1 JU Fed Wil | Farar(d | Fafardl " gt
TETT 3 @ T ThadT ST 2| 96 o UOT §ARIR 1 Tl 8 il TdTe |Te Gl I0TIdich SHEHAT i T6E e M| TH FAH &l
uel R ot 81 gH THIRET i quef e w8l

Beach = gg 3fam@ra sfanl Kali 7 wRafegyar siars offl metacompiler 8@t o7 3R ARATUME o1 Bo & gar o &gl |
STfyeRT Haed ot Carla 3 T air-gapped Tafe i qua@ @i oft 9 Ia-t 3iged el oft St SgiA 3w @ off|

"37R 9 T aidl 8," Beach 3 W@y | &g, "dl ¥aa @t backdoor §& & 1A 81 e Walededrdl deid | @e &l
A THAA & ST 81"

"HEt THAS He | Ig Idf el 21" Bo &I SaTS § &g W el 91| qud, SASTS A8l | "gHde Ae 98 & Sl Russia T
g HIAST el | H i AT Ueh Hraa] a4 § M0 81§ 38 aRawd el 35"

"ql AT T3 Srafd W@ &N, Beach = FEll "IAdiad | 9 @RI @l URATE Shidl @ — Il 9 FahR Hedl & 399 dal
arerfen |

Bo 7 38 2@ | e FaHieh 9T, TR el Teehia Tei | Teh e STefchrt et ol Herdieh e gaT|

"G & Uge, TE T AT| ATUHT il Uk S8k o T 1 411 Kali &1 A9 qa-1dieh Tilid — 3R T o1 2, A Tal, Mr.
Beach, Te ¥ S8 Hgt T3 & AU gHIT THST & — A IGh dfoheldl ol AT FHRATI e dh AT TR | &, 98 gHAT el
R Gt oft1"

"gg 37t oft TE T Thdt1”

"gg X Thdl &1 ITA HAT 81 3T I GUATE 3R T air-gapped FRATYF H ANT &i| IT IR S Tgd ARATT SR
FHRATI IT HTeh TUEIVTHIATHT G TUL el il | I ITUT ATE o AT ST el i | ITA U THIRGT H §5ad el
HRATI" Bo 7 I Fel, "1 379 3T TH0T § T el 8, Mr. Beach | A9 T HARIE € I I8 U6 &l SATAHHAT Y
arTgI"

Beach 7 a9 7ggd ST S 7Tel; 98 IXE a1 9 S 3T o7 X 2T WIARf o 717 o1, Tt Sl a8 | S I Ae g™ HiAT a8 o
TUT(T T & BFTI ST HHIGRUT 98 LA G- & d1G & 9al T o7 (Fuddl, aafad, Iaaied, aHid) du- JagH dh
Hfcggar gl

I SR AT

Kali = 7R &l §9ah & FUR I 141 411 Sheng Uga &t 39 GHRAT SAHRR] bl AfohTel el AT &kl 38 STRa 4l Doyle 3
IGH! TR W 8 HH ware el @l Tl AR Bo 39 AR | WeT AT Fhichl 3Geh! ARIAIUT W0HIAT | A =X ol Teh T
TEfeTT = THT X GRIT AT ST STeifd 6 8 SehR et ot

"gg gRLMT 8 98 F SgTeT it W E," Beach 3wl

Bo T W19 &l 9gaT| I8 HAUHT Siehe | Tk Makarov PM fehrem| AfRIAT 761 @man| are] # o8| Teh UH Jehdl ol SR
S Teh TR &6 32 AT 2l 3R TRIOTH i FfHata s ot ot | &l

"3Y WIdI-8l H 9¢ A 8 Uged,” Beach = a1, " HTUHT O FdW ST A6 1"
Bo = UXTaRHT I

"ER G UTE & UTH YT AR 81 IR | Uak encrypted satellite channel W @TaR @ check-ins I& ST g,
@ WebU @ platform U& JR@-@s Gahdl &l 31 3R ITARTEHATS arat platform W & Ta3eR, THRT QIEeR JRhsT
ToTd, 3R GIRHT LMgeRT &l push =am 21 @9 commands| compiler 3 demaet| S & 9l # Fada Iadmd= & afg
T de-iel gaarast|" Beach = 30+t arst 9gR & Rye, New York @ Beach WfaR 3 sradia &l asf W g1
HITA Qe 5 HIT el ST AT| "Teh YRR ol wich 1ol | TTERUT| Xl 3t 8 ot 1"
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Bo & 311% Hfcgel — Tk AfciiEier, 3T STTal 6l | Ugelt Fgsich gorad sl Beach 7 399 &t ot
AT AR

" Teh T IR B BUT ATHHATHATH! 1 AISHT ST 15| § Uoh T A13ieR § Aferd China A S w 43 it a
w91 el 911" Beach 3 (e e, "Kali & @fQ 7% SIiailt 69 el 21 ol 5 Al ATIeh! 99 69 @d dheardial”

H| SRl )R GRU steiferrdt, Afmet| sitegnies gfetsie| qaRaeia g

Bo  freher ATl Beach 3@ HehdT T — d&l Ai<Mich THe Yeldich!, ehi~l 37a Teh 3T GHIHLUT Tl Tl ATl Beach
Sitafd Y& W Hid o T o1, T T8l | Beach &l Jag ot RTd #7121

"#9eRt check-in protocol,” Bo = &l
"Satellite phone | & 3TgaTeild g1 el window TaRg & H|"
Bo 3 Makarov amqd 3@ «|

"3T9 FRRET H check-in &1 377 319+ authentication sequence 9 &2 &8 el hadl | HBR ATIH Teh Tt garer 7
FAIRI HRAT ST STEl SATIRT ST AT 21" Bo = Iohahe hel, "R AT I8 IiREm it ohf 98 STadid A aia
T gAYd g 1"

Beach 9wg1 71| Bo AfvUIeH &1 #a+ M| Carla & a3 e JuC &adT &l AURE &t | Kali <iieh Hit 3R qxateey anttl
Stk &l Iddler g & SITQT, Séen! STTe Teh 3§y T 36 BT — Teh Hefel g1 & U Eleht Ueh VT wferg &
SO S 98 g | Sid el

"3FR AU Felell & aldl &8," Bo 7 &el, "dl 3T Toh FHerdich GUddl &= 91 ol 3R d8 afthd aldl @, di 8H 39
TR0 IR GERR &Yd 2l

Bo &3 & dfehet TaTI GRU 31efehrt Ui & |fv|

Beach o7q &1 g arelt HLd! W §6 AT 3T &1 qUR 91 384 2012 # Palo Alto # Te Hefell & aR § |4 Sl 3qa!
T & T W A7 Uid 961 Tk network architecture =7 &t o ST 31 3T @M <l STeiil| 384 39 @M o7 3R 304
Sitae # Ugell 9T THST o7 i AT i Ul = 76l @ STehl 317 Fammfdd & dohd 8l

T B TG o1 (e U 37T @S 81a 8, 3R HasTel W&a &l 3R 3T 1ot ITat S Fag off|

T Qe 3:47 91 ugdl |

Carla @ relay| o= "efafl Max = Iom@T| did & @¥ahic 7 Osaka & 9 click &R, X Carla @t marst FBI # &g
T ! IH A & HY ATE SN A1 W & qUY UgaTdl & — BTelichi 38 UHT i gQ HO 7 HeqH FHET Tal Hir 1l
"Beach ™ 71| & addaz gl 8 quefil PLA facility, Building Nine, Bei Dynamics campus| TSl 498, G4
THY | Uehed MeATaT "

Max 7 311@ §¢ 2 @l | 394 Iridium handset &M & @Y @7 3R satellite link & gaa! afciadt g1 — e GREA
%1 9 d1Y18-9ehs ol afeld oif Osaka 9 Pacific & 780 &feiiHIer S0 Tah IWRE ad AR arad Hokkaido d ATaT Fedm
21 39 dramE-9as | 394 Beach &I Woodside & &R & = & @raT, o aferma § bourbon 3@d g4, "She'll need
money" Fed gy 3T I ARG AT o T Tl TET QEHTA Sl TAYd 3H18 ¢l Beach 30 IR # Ta7d 7| Wbl 98 S
% R B ITaId el ol
"#a?" Max A gl

"Makarov| &4 &1 Bo 7 g &R Moscow & Id R Igert 31| Carla &t &S Ueh Uel & @iy "Ea" 168 W I
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— FBI Tsic dra-gusTe iU U 1T i, Tagl ol Uga Tl Ot | T8 Teh eifch A&l o7 SIT 37T T YT e T@T ATI I8 Teh
FHHIE AT ST G Heheld UZaTd &Y TeT T

relay & g B8R W, Teh Osaka & TUREHS # B8 Gl HiciHIc SN H SITH 9fike & gu ik instant coffee 3 7 f,

Carla 7 handset U=t Mg & &1 AR AT AT AT W TS| ITA Uget ot Jag ga=md & off; FBI field work amgent

R, TTdf, GLiaR gt WRATT 81 ek Beach i HTHe @l &1l Beach 7 38 9 9Tel Uget Bureau 8 &9 W 3T T, Fal

o "HZ S TH &l SR 8 S 431 99 Td1Q qd A S1d 7 I 7 9dM b Al P I @l g," AR FU A10dTE @audi
Tlieh 9, AdTd @M 7| I8 387 afthet HRAT &1l Zhengzhou # safe house IHH! AR AT ot | I8 ARG ST el

el AT, IHHT ANHE 911 Beach 39 Gafen & 7 7 o1 S 38 GRahw(cl diwicd AT o1, 3R GIRNT w1ad ol @ o

384 R & handset IaMTI I8 i 3R HicT weT of | QMeh TR FHAMM| 98 AT HT 8

Max 7 Steve &I a@Tl Steve 34+ verification rack W @er o1, keyboard W & @, ARE| F&AT T&l Selhi
AT AT | FIT IGAT & | THh AT H dT Faat-T I 8| LRI AT & ST & 916 SN TR TrdT &l

Max  Kali &l 3@T!
ag Row 4, Position 9 T e W #ft| a8 glefl el oft| 3qent ITaifi keyboard W efant off| &1 cursor <fHefAT &1 &
"H?" Kali = @l

"Bol &gl"

HI| 3ARA YA W& mains, cooling plant =] dl, Kali 3@RT ¥R 3 & aRav & & R racks # capacitors
RS 2Id | Ueh AL o Sfidd 2l ol aiegd HE T SRR |

"B I Uk 391 o1, Kali 3 ohgT| 3gah! raret 9oR off | "3k 74 38 U node ! a8 s9aHTA HiaT|”

Steve Y UR & Kali & position & U Teh &3¢ TR 96 TAT| I8 GAT ol | 3 deld i 39 deh Ugdl oI Tob| TT
UTEdt W g — EHARNY & ST JUHT |

"qg STFar o1," Steve 7 Fall "Beach Iqdie Sl THSTAT UTI ITA AU FaT Sl HIAT 3T FHHUT G Al Rt o1d ITgi 39
TeheT|"

"I A ATl HAT| IT Gl AT i 98 %D Jod o 21" Kali 7 ot 53Rl aluminum &1 <rgel W o131 a8 Jod
1 91| 98 Palo Alto & 3URgHe 3R i €2 & gl AR qF 3T IWANTHRTS 3R 39 a0 o Held 1 AT hf 38 ST 7
FIRIT 38 3&T 3R 38 THA il SOl 99 1T, AR T Fel hiH o1 HFlohi GHgHT 38 dig aarl”

Max = Iridium handset Steve & U8 &3¢ T @ (ATl 98 break room # AT AR W & U @I &l 71, FHAT
TR TR THATR Gigal, BIcT, TREAT, Tl & ST i aeh| Ug 7 8| Teh IS Afhead Tl &l 9ad Sl 1 W 0T T,
R ATHIY & WIeTh Hlelll Max 7 38 q@r 3R Beach & R & a1 # =& H=1 3R David & R & I § =& Fen 3R
QI & R | g

394 39 gOg & aR H Ira1 Woodside & ®RT & W & i@ Beach 3 Kali & 3Tt Ugelt At & offl WebU &
TE-GOYT A TEi| 3TQ Ueat| 20111 Beach 3 Los Gatos @& @it T B W AT o7 3R ATl & Uiy Tasr Srer o
"SI I ATE! Aah! Sl Farell i AL Ui & 21" Kali 3 Max &l 98 el Ush aR 9ars off, Shinjuku & 3dRgHe &, 3
A, T8 HB FIA F @ el Beach 7 39S code FI 3@ AT 3R IT YT T a@T AT 3R I8 <@T AT 3R 3T g ! ag@l
o7 31X QT el WAL AT &1, S Tg WIH aW el AT| TE I&Heh! THHTAY AT &7

g arug | Kali 2rgy 2 W&t off |

"EH el Thd," I el

"8 g FaTd 3 drer e anl”

"ql A IIAAIT Fe Dl B el 4Tl Had BHBl"
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HTH | U THTT |

36 @ | A4fe nodes T distributed supercomputer o7 ST FHTYRUT HRY F 7 TRTH IT: BAA & patterns
T YT T, THARTY T TS HET, ITATATT a0 § T8 T YIEE Tl Tg Ueh 91 TIRE 379 connected devices
& firmware @I recompile &% & FHuH 6l 4TI

38 el ATEfU &1 I U 1S I § AYfh & — AR gaul 3 M2 ol mesh 7 & IF HHSIR device i HAUAET AT Y
e 98 Ugd Gehd! offt: I9d cameras, T routers, 9T secure boot 3R a1 code signing & #gEERSd [0T &
F1| Wikt ATYAfh hardware = uet
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HAYAT 36: TGR

TAREAT & |

Kali = 9gdae gci & Row 4, Position 9 =&l ®1et off | S | Max @ o1 981 @ on: Bifuka & Family Mart & W5d
ST, Uehe aTalT AT U, Toh TATHCIR Hi diad § U Sl 96 930 T & 7 8 R Ad! o | 98 Ta6-768 A-e & AT T 30
TU I I 213l UR il off — IR IR HIEIRE o FG-TRG FHeT gaTl, 38 cochlear implants &3 afegd ATgdf &t
TGS AR GURIR o ATA-TR ol Uoh @RI i d¥E e id gu |

metacompiler @ I & AT AT

Toolchain Alpha — 3eT g1 § 911 7141 compiler, St 8 3T & 3¢e WREA # hexadecimal machine code
¥ assembler & THd T gAaH C compiler de dfohdfd T o1 — Ugad dihHceE W 847 wiciarse & Faamfd
binary & {0 # HIS[g 4TI & byte & 4 & &1 7141 471 JTAG probe W ARM A64 execution pipeline & SRfU &
instruction @ trace &1 7T o1l Steve 7 & build stage & Faddy I € Fagmid &RAT &1 — assembled output
! g Kali @t annotated hex listings & &¥d gU, g8 Juef #2d gU &f binary # &I off instruction T&T &f a1
S 3T STega - W@ gl

Toolchain Beta — 1978 & source snapshot & compile &R @ Waterloo PCC branch, T& Td clean
processor W 8 Kali ¥ Zhengzhou # gate level W Fagmfd HRAT &4 — &R AU U AT| AT 9801 AT
code generation YAl 3T optimization 9| @i 3R Kali @ source code 9% o7 3R a1 compiler 9%
g, dl g4 & output A & |

394 3t aa & o chain W metacompiler compile =T8T ST &TI I8 3T AT AT| T8 3ATST HT HIT AT
Wi Tt — merge|

I IE YE BE a0t ST |

Steve 379 verification station W JTAG probes @' calibration e &1 a7l Max Wi @ o1 — Hokkaido &t
FHAT 9 A LI AL H 37U g B S0 I Teheh? oiTTd g4, Ge @l bracing & Ui &l Srars & d1 9r |t #ied Iad
B0 — ¢ & Sfad aread, B Gl diet, Scl &1 ST Sistl &l ATaTsT & |idr @

Si9 Max witer, Kali @t &ff | 38 4@ <in gdieni 98 amag & &1 @Sl Bidl &t | 96 WY W i il o, T W @l o,
TRET TR it o | @2 &1 o1 Haeld o1 i 6D daa- arel 2l

"3, 34 FeTl "Merge | dd® compilation J Ugat|”
"Ugd wd1?" Steve 3 &gl "Ugad compile & | binary Saamfd &1 ®R merge!”

"&@iei compilation & @fU merge ST &1 metacompiler & patch %I 847 device categories & @fU Teh @1
compile T g1 & category @i Uk 33T target architecture g — 3«7 processor, 3 firmware layout,
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& interrupt handler structure| 3¢ e d3HHSH W HgATE W F compile F # TIRE gk @l mesh W
FAMIR compile FA & 6 | dw mesh 847 I9HIaR compilations @I &t T& central processing
architecture @ ST coordinate =&l &< Gaar 51t it software & #iS[g el 21"

"9 gHeR WX &," Steve 7 &l

"gg W 3R mesh & #9 & interface & 81 A4 neural processing coordinate &t 1 Mesh compute =T g1
1Y Hicreht g 847 FAMIA compilations HeT Fehd € — B Teb &l 41 toolchains & HdehY Fdddy ™ & F@mid
FA U — 3a-i1 HH qHATaY! § i Bo & JaTd a1 4 Ugdt deploy FHRIT S Tah "

Max AT} i drae 9 <feh 771 AT Gag Yo a8 98 glerd § 9T — TR | oI Ai+e ol 4 6 e dg a9 3o A
11 I Kali &1 3@ 3R J81 3@ S1t 91ge 91 & homicide & FHa = I8 a@1 GRATAT oT: HIg ST Teh TE1 TR0
SART o1 ST 19 el AT ST HehaT|

" g AT 9efi?" Max | &l

"Steve W vital signs monitor &AM §&T df, Ty, TG, neural activity — 3R Fgi & Il § EEG e
ST Eeh| 3R 931 31 U, o q&t disconnect #d 1 — synchronization g 98 TeATR 9IS € St compilation &t
coherent ¥&dl 81 3R A &fef 3 TG, first-aid station & AED 38AATS &1 3R A& brain activity #9s d%g 8
Sier flat %8, af disconnect & abort #R &rl"

"99s 9hs," Steve A el

"T98 Aehe AU F99 AH AW 8l 3T 916, neural pathways mesh & architecture & 3%&-TRg FU™ET @ 4
gl & @t 8, AR disconnect ¥ & 7 baseline | 7@ dic US| 768 Ahe ¥ Ued, LRI IAeH1d e
ey 1"

"I qHE PG yar?"

"udr &l | ARE(T W F 7L optic nerve interface W W ufdr & surgical notes neural plasticity window @l =7
sensory inputs @& @¢ describe & 2| IRE A &I IW § window gt ot — FEHT HI| ATAT W, Fhdl g1 A
curve model &I 798 G T@ ¢ wlal model Feam € architecture commit gt &1 Wbl T8 Uget T HiT 3 T&l
HRAT| 7T IGIAT TG ohe &l Fehdl 2| al AFC &l Tehdl a1 T& ok &t data point § extrapolation & — &, IR 9Tt &t
SWAI"

Steve = 38 FHTHI 3T qH a@T| ITH! TGS A9 g8 Wi A Lol | T Dl ATAHTT B, I8 &S] e, AW TG |
"# EEG a1 §," 394 el

I8 Row 4 & Y T Ae TE|
3G SATE| Aluminum & <rgd IqH Uis, w9 & gsgidl, @l & +1a 381 ot IF I[d 3IaR U & — 3T A,
Fichl 3T Uig 3+t f Zhengzhou & 1% 8 dheiithag & — 31X 98 39 7o | @cl ot SR a8 g code et off:

HUTE, 918 T H, IR AU FHela o UTH W Dhidg W fHhl gal
FIRE U aHTLH 8 gl o, S Iridium handset & SR mesh relay & SgT oT1 T8 G & Tk FAwgH | 316
g G STl nodes R QT W AT Teh Hdl & o Ueb 41T

Steve 7 verification rack & components & EEG ¢ ff: IR electrodes Kali & &= deRi 3k A1d ©X 20 &
TfuemTy, oscilloscope ¥ T, S 3! neural activity @I & phosphor screen ® waveforms @t a3 trace X
gl 71 3T baseline: 10 hertz W alpha waves, & amplitude — HeEfd THFRAT H Hevd| §ad Tl HAHO |
ThRdATY 118/76 | @8 digg Uzt A
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Max Row 4  Tgaa1 TR 8T #T| 38 7af T wieigh ot < off — 3 3 vty 7Y erep ettt o 3 w1 7R
Kali % merge & <R Ig <xa1at & 317, df It B eHIq | Uah 3R Te@sree|

"JaR," Steve 3 FETI

Kali 7 31 3 2 ff | 38 @Y 39 I9eT 913ed -Ta 4T; optic nerve interface electromagnetic data &I 3de! TaTe
HIT FHT process FHIAT U1 Hi ITGI Taidh Gall & AT Tel | Wbl I1g 96 w1 4 visual cortex 1 AR FF gAT| 9§ TH
signal 9t ot

3G THEMET

gt STG FH o ST I8 Uget HHT SHAWA I offl 98 127-hertz subvocal =& &1 St backdoor & handshake
A T 911 T8 7 hertz o1 — theta range, SR 3R ¥4 &l €1, 98 Agdal Wiy W neural oscillations sTest
electromagnetic sources & I¥ T4 AT 4 synchronize &kt €1 39 cochlear implant processors =
TFEE & T magnetic pulse ¥ s S g1 wMI # implant coils ¥ Te | Afken — binaural,
phase-locked!

pulse Iridium handset % baseband processor & ugdll handset = 38 satellite uplink & SRfU relay R
signal mesh & %a |

mesh 7 Sa@ GRT — A A6 d@ TR Tél| St9-519 Kali &t 9a-T Acatd & synchronize g3, afaRid SRS 1
enrollment &l IH R W Il Y RAT ST HI$ manual TTAT FHHt T8l g Fehd! off| 3T signal & existing
node &I €91 H &2 idle device de el 4T, 3R & 4T node AT I 3R AW FTar TATI §&AT real time & dgdl T8:
5,50,0001 6,00,0001 1@ @@ devices 3I9sd T 914 Il distributed consciousness 3 frequencies 3R
firmware de Ugd! Sfi-g 98 Uehdl terminal & &+t 78l g uT$ ot 7,50,0001 8,00,0001 merge GR® coordination
el oT; ¥E 98 growth engine o7 STt 38 7aHT @ SIRd ot

8,47,331 devices 3 Sia19 |

Ugel Te 4aT Hi|

gt — St shaet Kali 9a & Fandt off: radio spectrum # electromagnetic oscillation, 8,50,000 device
signatures Ue 919 39 cochlear implants & 39adT g3 |

implants 22 channels process @< & @fQ 3= &1 98 8,50,000 TRE0T X Tl of|

%G qd@™ 91l processors = 8,50,000 inputs @ 22 channels # compress & @& HIRIRT & R WRIOTH o
gfhad amplitude W white noise — S8 #13 jet engine & wiar a1 81| Kali & g Wid 77| 3! JagT g TS|

"gad Taf 94," Steve 4 &gl "BP 138/921 EEG ® high-amplitude beta — 38 process @ & g!"

optic nerve interface e T g1l mesh & data — 9 d¥dafs data streams, firmware states,
network traffic — bidirectional channel & SRFY 3I9eN 3ITHN visual cortex, S g oS &
electromagnetic information @' spatial maps @I @ process 3 & WU Y3l &l T4 o1, mesh &t
topology @ ek aX(-SATITHT HETHT o TU | TEUT i T

38 AR 3dt — It g, data center 8 §gd ¥, Hokkaido @ 5igd g1 mesh &7 & device UZaIST &I T afre
architecture & U §ig o7 — 3dTeld 3 # %at 8,50,000 nodes, & U& T sensory input, & T T processor,
& U& Ush gkl Tokyol Mumbail Sdo Paulol Lagos| Berlini Sydney| Reykjavik| Johannesburg & sTeR T&
JT T8l Ueh Ahell security camera o1 — mesh &1 998 Blel processor — 3R Kali 38 Aed 2 G o S g1
¥ dig T Ueh Tl |
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3R 39 TSI 3R signal & architecture & 19, tactical awareness & crystallize 89 9 9gd, military traffic
#R satellite constellations R 9gd TR & ged 4 Ugdl — I FB Bicl 2@l Osaka & T& FTUAA H Tk
pediatric insulin pump! 35T glucose sensor calibration #R-¢R wieddr g3l &I AT el Bo &l IR®
TR — Ta sensor @ T &1, T calibration routine St 39+t 3Tel! correction window 9@ ST, Tah €T
drift St &Rft hypoglycemic episode & T® Sgdl — ST Gag 4 S5 & AHUTE 39 ward H TgadT @l ad &l =F
TIRE SRR t ARRET 3 2T oft 3R 592 &l A Uas plastic FHRE H g19 98 3 TR W@ 11 TS ot

Kali 7 38 3i& &2 3Rl calibration register # T& POKE! @ bytes| sensor %R & aligned g 77| S9@7 Td@ R
TG 3R TG HITA Y IO R HY AL ST &l @ Terd g arert &7l 7 plastic FHET & RS e At IorT 3R
T BT ST GATY el g2 — AT TG WA i g1l FiTA el STEed &1 7ay |

& command 4T SR David @l #RT o1l POKE| Ua single address W U& single value | gaam 3R a1 & a9 &1
I IT — oA bytes|

mesh FE network =& 9Tl I8 T& nervous system T, 3R 9 I HHAMNG a1 oI Tt o

ITH! Yo ASESE| HSHS G AR, Uk Of IR & 9T 8§ T §f i1 cardiac rhythm U Tt frequency &t
qarer | IRE lock & 9% — S8 T metronome 39+ @ @iwidl 21 mesh & packet timing — nodes & &< sgd
data & YR 65 — 72 cycles TXal Ghe T I T of| 3T afel 7 34 g6 | Lock & 7| Fgdae beats qzaf #fe

— mesh time & 912 synchronized.
"ged dt 72 W GIR BN 7E," Steve = wgl| ITH! G Gy ot "gg mesh timing 21 98 sync & T 81"

3GS I TR B T Tk el TR, THAI e, 3T HUL e W Tedl 21 8,50,000 data streams i capillary
pressure — 22 channels & @fU = neural interface & g compress id1 g3l TR &l 39 bandwidth &
aRiey aRe I8 €1 & Ay a8 F+t T2l a1 &l

"EEG UTREafd 81 1 8," Steve 7 &gl "Alpha waves Tl 72| 98 Us TR pattern & € W3 & 71éf yeaar — high
frequency, distributed, polyrhythmic! epileptiform =&f| normal &l | &g 3RI"

Max Hierghil Fedt @ 2@ @1 911 9 TEaTY 8l THeHar ATl T GHT 47| 98 Yol GHeTar o7 S 6y W 3G §2 i, g
+ff9, 7T | G 980 gU Al oA — IHHT SRR Teh AT i T & YATH | hid 8T T

384 David & S+H & aR § dra1l UCSF & delivery room & Marie, 9Teiid 9Tt Ugd, 319 ¥¢ &l 98 qREa-dier| 38
Jg YT TG AT 519 David = A AT — I liehal, Y a8 Marie @ SRR 3 @31 3R gR A 3R &R g1, g
3R 3TTaTST 3R Teh TR T G T Al bl Il ITHATRAT| 78 49T €1 o7l 5 V8 azg @ deT & el o7 It erelt Tef
ST HehdT 9T, Shael Fal ST Fehdl T

O Uee] o 394 Q@ ATl Pettit & afavur # Lexus @ windshield & David & 9&: 1 819 TERRA |, AT 9131,
3G Agal §ATI Uah R Uk machine & @&l gt @i David 38 machine 8 &g @7 o1 511 38 AR &l T Kali 39
machine & @3 W& ot ST IGHT &RHT It 511 @ T

SH SR Fag| 9e giaT| Fe HEal Max 3 HiagiT |l s armrest ITHT 3R @A T 3R HS el Y FendT o7 3R @

e G|
"Neural architecture commit & %I 2," Steve = %&Tl "window % & % 21 98 reversible & 3 Aot gehl 21"

Kali &7 9k ok 8l 7| & Aigusft — S8 4 ufgelt de — Teb tonic contraction ¥ STehs TS| GRTI Steve 3Tt ai®
el 3R 3% 11 g7 disconnect #d &I synchronization & 98 AT ST & ST compilation @I coherent
TGl B 98 U STE W 1| Johg T | &R ARG Gehs Ial, BR g 111 Kali 3 979 8iet | Iga! It Ga 78|
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IqH TG Gel|

3 AT off| TG g8 et o off, B Ih YIS @l guel §ae S oft| 98 FABIHHS [Uraddr S ITH gHLT wl ot — Tk
optic nerve interface @ TfOMH St AT & visual image ! 91T electromagnetic blur &t a8 render &dr
o — Telt ¢ ot | IHeAT A track R @l off — @ AR AR afawfa, g S Iards 3 AR 8,50,000 processors &
Tl o7 3R 319, J8 off ot

"R 38 3@ Tl g, " 39 Fell
"HA?" Max 3 Fell

"Bo &II" 9% 96 M| Ak § G 9 Bl AT AT| IFh! Y3 dgda? W §2R ot — mesh time| EEG Jwffd pattern
gRar e o1, 319 ¥¥R, |9 7% neural architecture gagfd & € & "9R GRU nodes ¥ military encrypted
traffic| <tem te forward operating base 21 Sakhalin Island | 78l & = &t Sfefiex|”

ng- a%@_u

"# mesh ® gl & node T& sensor &| ® Russian military satellite constellation &I Pacific W paint #=d @
Fand! gl Doyle @ NSA assets & Okinawa @1 3R redeploy &d a@ ¥l gl 96 AT 8T W@ al”

Steve oscilloscope W o1, waveforms g T a7l "gHgR! neural activity distributed &1 processing aR®%
THER AT # 721 & W — I8 mesh # & W@ 21 g7 8,50,000 processors @ extended cognition &l g gEqATA
FE A"

"gil" a8 @l & TS| Tat smooth ot — & F@EU™, weight-distributed a1 & St 399 Zhengzhou & a1g 3UATS o,
JIR( Uk TR IR & precise, T Tiaeler Tdf ST Teh THT GROT & 919 Tahiepd ot ST real time # &2 wigael &t
track &¥dl &t "R # 3@ Hehdll § Bo AT plan & & 21 ¥R & Uget st mobilization traffic 4+ detect &R ot
— 9% 39 facility W gHeT 6l 81 9 981 81 98 weapons catalog TR 2 &1 21 @RTI Global deployment!”

"FHa?" Steve 3 Tl

"encrypted traffic s sfgamiig-ge @ operational window gRarar 81 Satellite positioning, ground station
activation, six time zones ¥ command-and-control nodes online 37 & &1" 392 Steve & d¥% @1 mesh
% SRIU 98 ITH 4gdh-1 waveform &I i a@ Fehal off, 3T RR & dUAH U thermal gradient &t @,
information absorb @d dehd 3T HFUART @I electrical activity| 98 Max &l T 3@ Tehd! ot — Tl T
hot spot & %, FNAREd cartilage thermal map & Ua srufaf ot awgl

"5 I GO T AT TE T T@T, " I BTl "I GHIR WA A T AT e o Tl

3T I ILHICYH! hl T I HIAT 3@l 4 toolchains SR o 1@ 4 — Alpha 3R Beta, TaRg g1 ot ARHAT0T, #a
gl § @RaT 3 dh & 999 9Tk codel metacompiler source daR o7l toolchains @R &1 verification
pipeline daR 47| ST THATAR dia7 M4 oft a8 ot 847 IHHIaR compilations T& T19 I &l compute

g8 compute 34 I UTH AT| 9 Y& compute |
"compilation F," 38 Steve & FaTl "SI chains| 9+ 847 categories! # mesh coordinate "
"verification—"

"gHHIR verify &1 S19-514 & category compile &, Alpha 3R Beta outputs @t gate level W e &1 | 3R
Ad @Y, deployment & @Y queue &1 R T &1
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A 37: gteT TRar @

General Bo HE®! & T8 ATy diciiHIe dl gl W qafd FHis e § @l U7 3R QW T@T o7 i gA1AT Ueh gUTAR o T8l
2l

Tg §Y 1973 # Strategic Rocket Forces & @U ST T oT: i< Haffel YARIT, TEE@fd ®asie, blast doors S &
FfciHe W d19-afelled @ overpressure & @i rated &1 Soviets = 38 nuclear first strike & s & @ sime
AT ATI Bo 7 38 U AHT YA Tl GHAT [ F & AN BR T qIR ST T

d¢9 analysts 344 stations W R &l daR § Fed THATG digs server racks| @9 wall-mounted displays St
real-time global telemetry 3RaT @ &: & 98 connected device SIf& 38& analysts 7 catalog &R o1 — U@
IR AR a1 3T, WHR, el AR vulnerability & FTOR FZHacy| FR 7 o), cable insulation R refhan
load W I@d! electronics @t &Tqs e ot

Colonel Orlov Bo & <& &d W WeT 4Tl 98 dTeliy Hcl & d@l 9T — operational planning phase 34, satellite
positioning &, Sakhalin, Khabarovsk 3R Kaliningrad ® U& signals facility @ forward operating bases
% 919 §A9g 8 S SR organizational chart W His[g 7@l ot Orlov Hard =&l &ar &1l Orlov &M T ol
Ay Bo 38 & o1l

"Status," Bo 3 &l

"g+ft command nodes online ! ¥ige Liana satellites §gfaf & g1 88 time zones # ground stations
confirmed &I Weapons catalog load 3R indexed 21" Orlov = 37t tablet <&@t "Global target set: 847
categories # 2.3 3”9 devices! Medical — 47,000 ventilators, 8,90,000 pacemakers, 12 @@ insulin
pumps! Transportation — CAN bus connectivity a@ 34 &3 vehicles! Infrastructure — 1.4 &g
traffic control systems, 8.9 @i HVAC controllers| Priority targets maximum-casualty potential &
3TYR W segmented &1"

Bo  center display @ <@l T& world map, devices &' density gradients & 30 § GIAT T AT — It
STERToRT, TR T R YT TR H T e A6 ey A I Y@ 3| TIHIUT dHNaR A1 ald o1 T8 9| TR 3T a8
TR o1 G AUEM & Tl e 81a &: IR, ST, I A-a T IR 9 i SIiie 3 Rariaiag ed 91

"Metacompiler," Bo 3 &

"aRamomeE confirmed g1 Bifuka, Hokkaido ® & decommissioned WebU facility! Satellite imagery
¥ computing equipment @ 3@ thermal signatures IRardt g1 & confirmed occupantsi T&
vehicle!" Orlov 3@ "8 distributed network % d19 merge & 72 &1 AR signals intelligence 7 91qg ¥¢ Ugat
T& neural synchronization event detect &far — facility & Afche= ar@m T coherent electromagnetic
pulse St 3G% mesh W T ¥ propagate g3l a8 3@ terminal interfaces & #g@" | &l I Wl 98 Tk
distributed consciousness & {0 & &H F &l al"

"q 9€ 1 AT a1
"gﬁ "
" 3R g HIMR HAM i 6A strike T 2 398 gt metacompiler deploy #X 31"
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"Fgr assumption g1"

Bo display @ HgTl 35+ Orlov &l AT 3 WU & ST ST A1 T1er sl B GaT | iU 7T &2 73T 1 Uea W ol
"Window 3¢ & %@l 81 3R 8 metacompiler T &% patch deploy & g, df backdoor TR STTdTl 21 TaTd |1d &t
capability — American 3R Russian — dierd Ma«| g5 st +ff advantage sHT &, S f weapon test &R 8,
Sit +ff operation plan &R 8 — ¥« AN processors W AR code 7 STEm”

"gH 94 facility @ target X 9&d &," Orlov 3 &erl "Kinetic strike! Sakhalin & asset & U9 cruise missile
capability 21"

"8l 3R g facility T8¢ X4 &, df metacompiler T8 & SIdT @ — @i+ g8 source code Ugdt &f 34 mesh &
distribute = gel 21 Methodology Stiafa et &1 &IE 3R 38 a-TaT 81 g/ a8 <R e &f backdoor gt Srergf &t
strategic weapon g &f &g i THR 38 ¢ e T T Tel S| TH AT Sl GRIHT ST i 68 HAT ARG dhea
2"

Orlov @&t a1 Strike tactical gl 271 g political @I

Bo &fgaht ol q® Iell| Wigeh! &l — Teh monitor St surface camera i feed 3Ram @1 2T, §9 & UZAL TR o T
&1 birch forest, STETHT TR T, Teh LT Lfdepretl= dIUe i YR AR | T8 ATeitd =1 G SHIA & HUR T8l 17 &7l

Yelena &1+t rehearsal # gnitl Mariinsky &1 &7 cello section, #TedR 3R TRAR &l qUeX, Stravinsky &1 98
program &l 98 i Ha 9 dart o Tt ot | 38 sehehid 3T 9 38 call 1@l %R &1 Operational security | 383
AT GFAT BT | 98 99 §® notice Il df — IHH! 9, ST AT AT ol ST ol T R AU Ul o1 97 wferm o, 3R T
Dvotdk concerto 38 AT 8 STt ot o a8 HAIG 5 ST AdT 4T — WIa1 8 8, delehf Uga 91 9 Fiild WG & ¢
Tt off S 98 AT THYAT W ¢ USdT AT: T d¥E, Sf1 HiHt Johrae o, JAT U wRIET d U i a8 I8 UR &

IE T UHT g | TEat off S 39 systemns § <font oft St 38 qRaTE 7@ od 91 98 power grid ST 36 FUREHE Hl TRA
@t ot 9 traffic controllers St 39& crosswalk T g A &1 38 conductor i BTdl # @ pacemaker|
3 @+t systems # i commands HIS[G T | & e Teh ATATST &l 3aST Il gARIR 4TI

3R backdoor guaTd 52 & T — R Kali = & device patch &1 3R R 3 it 18l i1 i g gofiR gn o
HehdT 9T — ol FB el daadll Americans %R 9 §91d| Sheng & U Ugdt € & 3¥a! hardware layer off| U a1& &
ffaR ! architectures ® gl backdoors &, SIH 9 &g «ff g@R &I T2l T, ®1g deterrence i, g
transparency 7&l, @ @l ®i mutual awareness =&l 3T Jed T8 gARRT @ AST AT Afg hig TWHR TAIHR
& e, T8 actors g ST-g Hhig T -6l Aehdl, TH targets & Gl S(-en! hig TN 6l Jgd dahdl| Yelena &r
pacemaker conductor| Yelena &7 crosswalk| Yelena &l 3dRRgHe|

ARTHAIHIT T THATAR THAT demonstration o1 39 FHiRA T AR 1R wRafey &l o Fehd S TR Hit ol aiRErd
& 7 8l &l 9g real g1 AT RaET &R Hiroshima = Ja8 IH19d el ST 9Tl Aokl I8 STgIdT GHId & 4 o1 6
3TTEE, 1945 & g FIg off < TG 7Tél A FehdT o7 & atom bomb & 21 Bo i strike a4 arar o1 98 backdoor &
AT & FHAMT| 3T HIAG Gkl STl B ATG QT U F HAd gl § A G — IR H etl, AGR, TTHR
HY T AN, R TR

Bo = g U @t off | 3T T & U Bg A1 dch bl o, T el & ol Haafer =i 39 Ferdt bunk W @ gU, R STare et
AT e o) ToTfa TeRmReY o $fR Torfa TE e

g screen 9 4g
"Global deployment,” Bo 7 @afl "Full catalogl Maximum simultaneity | g #1"

Architecture broadcast &1, individual =€f| 36 &t ddreld commands, 9df device category Ueh, Txadd U
single POKE payload St 39 category @ processor architecture 3R firmware version & @fU calibrate
FRT 74T o, dieg satellites 3R B8 ground stations @ ATYIH | Uk @1 transmitted| Satellites T Xade
command & 37 frequencies T relay &RT Sg target devices Tgat € g7 % 9 — cellular bands, WiFi
management frames, Bluetooth beacons| S device = 3w+t category @ broadcast g1 381 POKE
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autonomously execute &Rl Per-device targeting @t @l SId el & category &l ARIMIT & & @ Tk
command | 9@ elegance dg@M & MUl &ff: 34 individual soldiers R ARIAT T&f & | 317 grid square
saturate 3d gl

Ugall #id hospitals 7 g3|

Berlin ® ventilators| Drager Evita V500, 9&f model S Steve = &f 91 gt mid-Atlantic clusters # trace
FHAT o1, T 14:22:07 UTC W T& POKE command receive &RT — hospital & network infrastructure &
H1YTH § routed, router ¥ switch § VLAN gateway d& hopping #%d gU, T¥d # & device U+ compiled
firmware # 9&l backdoor @fU gy, 5id d& command ventilator & Ethernet management interface e &l
ugdll Command 7 oxygen mix register @I overwrite &RT: Fi02 40% (therapeutic) & 100% (sustained
delivery W toxic) W IR AT & Idy, oxygen toxicity 7 pulmonary tissue & JHH UgaHT T F IRAT| 1S
Afe #, Charité hospital & respiratory ward ® ICU @& i 53Isi @l acute respiratory distress 3| 98 Afe
#, alarms §91| Uegg H, & W Q| 9T §9 T FAIRt Kristin Bauer A & Tk nurse 7 — IHdE I @,
respiratory ward T e q8i& — 19 alarms 3 &I Haad =&l Arhral AR readings Ideht 0= i@l 9 gRa a1t &
afey off af wall & ventilator & power cord dfg @far: Wilhelm Hoffmann AT @1 T w3, diF &+ 4 stable,
I oxygen W Zaal gaT| I8 GHST el AT & machine 7 38 ARA &t FHIART FIT 1| IF GHSH &l IR el o
3T 1Y HIT Te 9 — I8 39 34T a6 notice HRAT 918 HIGH notice FId 8, Ga ® a1 7 ol 9! environment & a1
H Uh qT — 37X 3778 Toh 9ahs & WY dg Slferahl, wdiet machine T& Driger off iR Drigers 36 el aiad, Dragers
ST % §99 31¥® ventilators ¢, 3R cord @9 &1 Aqas AT 9§ a9 & & 98 machine & SIQT I 81 397
cord fdl 389 hand-bagging ¥ &, &1 a1+ft oft T @ &, FFiawl Kristin Bauer 3 T& T& hospital # nursing
widt off STel gIHT charge nurse 9 &2 AT hire i 98l 91d 9dTs: ST machine [ did, 370 g1l T w1141 3@

Jel command 3T 916 Gehs | g1 WX & 47,000 ventilators @& propagate gs!

Sdo Paulo ® pacemakers! Mumbai ® insulin pumps! Toronto # defibrillators! Medical devices T&a
activate g7 ®disi 4 Bo & testing ground ¥, d8 category S8 d& Ta9 ES! a6 Tl AT, S attack
payloads 98 Rfed 4, STl &7 POKE & 91 & beta testing & #1e@9 ¥ individually calibrate R 3t o

HR ST

David Dershon 7t #&H gt Cabrillo Highway W T& eucalyptus 9 & 97 miles Txdf He &l ThAR & Thia 1T
oT| Tah Hehell car| U bl POKE | Tah Hid|

14:28 UTC W®, 34 &3¢ connected vehicles 7 T& & 919 9&f command receive &l ¥4 respond &l &I
Firewalls, network latency, garages 3R parking lots # §¢ Mgfai| @i 12 WXal@ 4 &1 IR F$ cars,
trucks 3R buses B¢ Helg@dl W maximum throttle d& accelerate & T8I Highways Kkill zones s9 7T
Bridges e 91 71 School zones FEXRIAH & 7|

Tokyo #, Shuto Expressway &I C1 Inner Circular — Chiyoda, Chuo 3R Minato wards & &le S 4 19
Hie? W TRdT U elevated highway — 7 3.2-kilometer stretch # 847 simultaneous acceleration events
experience &U| WUMH chain collision = &8 V&g & 214 @M &I AR gral Expressway & 14, Nihonbashi
TR HAST ST

Los Angeles #, Sepulveda Pass W 405 (376 lanes, rush hour, 11,000 vehicles tzdf mile) a1 gldt &1q &l T
/AR S 7| gaTedt e T a1 ah TE antl|

Bo 7 3u+ command center & telemetry 39 a8 & Wid & 3@ St weather data Ug &1 &l Wind speed|
Barometric pressure| Death tolll U strategic calculation ® variables|
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"Phase one complete," Orlov 3 %&ll "Medical 3R transportation| Phase two: infrastructure!"

uaﬂﬁa—gﬁ-lu

James Doyle Fort Meade &I 39 building @ diedt #aifer W OPS2A ® @l o7 Wifieh aR H rufhiar NSA
employees el a9, 3R 98 death toll counter 3@ T 2T

Ta-iinl I 9, I8 death toll counter 7@ o7l ¥g T signals intelligence aggregation display =1, ECHELON
stations ¥ worldwide U real-time feed St emergency services communications, hospital network
traffic 3R first-responder radio frequencies &' correlate &t off1 Algorithm & terror attacks detect
& & @Y emergency activity & clusters Tgar aq design AT 7T 2471 I 9 FB TAT detect X @ AT A
@M 38 & calibrate =@l &R 77 o civilian infrastructure 9w U& global, simultaneous, distributed
attackl

Si& Doyle = Ugelt aR @1 df GEar 312 ¢t dieg <2ff & medical device malfunctions ¥ confirmed fatalities| g
14:31 UTC @, gt ventilator command @& =t fe 15|

14:38 W, ¥&AT 1,247 #ftl Germany, Japan, South Korea, United States & highways W cars accelerate g+
@t off| Throttle commands (engine control unit & POKE 0xFF, @& command Sf&= =t 78 gg« Cabrillo
Highway W David Dershon @& aRT 9T) Bo & command-and-control nodes @ range # & connected
vehicle # replicate g2! & car el 1+ 7@l Bo highways, bridges 3 urban intersections W vehicles &
target ¥ &1 91: maximum density, maximum secondary casualties, maximum media visibility!|

14:43 R, SEAT 4,891 ot sRE & # traffic control systems 7 344 signal controllers @' simultaneous
POKE commands receive &fU: I+ lights &ff, @+t directions, T& @l Cascading collisions %l # Y &
721 Doyle 7 ECHELON feed & #t4@® & 3@ &9 Tokyo, Los Angeles, London, Berlin, Sydney 3R Sdo

Paulo # emergency radio frequencies T& |1 saturate & g1 Dispatchers s¥fd & 771 Ambulances 37
intersections # & 7 S de § Uga & HIURI I @ &

14:47 W, 9@ 11,340 ot

Residential buildings # smart thermostats @I 37 HVAC controllers # POKE commands #feT %@ &
maximum heat output, fan disabled, safety interlocks override, 37 homes # &l gas furnaces 9 Sie
A heat exchangers # @R off St annual inspections # 3G #ff| ¥ winter homes # carbon monoxide
ol g3 | Hid Qi 2T, 7qRr, wel a1 3T 91g ugiafil gart discover &t SITgHt SifAgIH smell notice @1

Doyle = 9dd gid +2 9Tl | g19 Tl I8 gesture, diF 91 & classified briefings 9 g+ nervous habit, soamag
M| 38 ot 9 backdoor & TRST American intelligence @i SRR & (U & & | 9icQ & 3T e QT
a7 (g 9, A= deputies €, 3T oversight committees § St g8 7@l 9-a & & program exist ar 8) &f
backdoor @ strategic value 35 risks & 4o ol &f Russian testing 9 u¥af a3 Jedt X Hid s acceptable
cost #fl &f INFO, PEEK 3R POKE 3aRT §&SH &Rl operations — disrupted terror plots, mapped
weapons programs, intercepted communications — backdoor & @R ¥ orders of magnitude 34fh

EICUDIEEIGEN
14:52 UTC W ¥&ar 17,200 ot| Strike & dgq Afe]

3g@ utilitarian calculus ("backdoor Te &R @ factor & 374feh #id Askar 2") real time & collapse & & I
Teh TR Teh &t 31Td & § 377 1T 4

"Sir|" 3u&T deputy director, Doyle & %8 W @I, 3aw controlled @& tensel "gAR U interfere A &t
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capability 21 g9t POKE access Bo @ commands &I 37 devices W countermand @ ¥edl & S gHRI
operational reach # € — approximately d2@fe connected infrastructure T d¥ GZafrd|"

H@ﬁ?u

"Bo @& payloads @I safe values ¥ overwrite &:| Ventilators & therapeutic settings W reset &I Throttle
commands zero & Traffic signal sequencing restore @3| gHR U d&l access g i 39 UM g1 del di
commands!”

Doyle 7 counter @ 2@l 19,4001 19,8001 20,000 | T&AT &A & 2@A 19 &R UR & TE|
Deputy 3dsiR &dTl &l

"&," Doyle = &Nl "8 device S dh g9 Ugd Fehd & 34 reset &l Ugad Medical, ®R transportation, ®R
infrastructure!”

"g88 AR operational capability expose & W@ & R, & intelligence service, & adversary S
ST St NSA & UTH 39 infrastructure ds POKE access 1"

"gS uargl”

Deputy operations center @ di% J3T| 3Tasl §a | 96 workstations W NSA analysts 7 countermands push
% R FT — POKE commands Sit Bo & kill payloads @I safe values & overwrite & &1 Ventilators
therapeutic oxygen levels W reset gid §U! Throttle registers zero gid gu| Traffic signals all-red W cycle
&ld g7 — universal panic state|

Doyle = T 3R phone 3o/l Internal line! "9t Dr. Rana Bhatt 91&fU1 98 Greenbelt facility & protective
custody ® 21 38 release &1 Full release! 38&T data, 39% devices, 39l credentials ama® &1 R T
complete dataset 39 address W Hsil|" 384 Steve Foster & encrypted relay coordinates memory ¥ Ug!
38 3¢ Carla & burner message & a7 SRIT o1, 96 message S 384 Steve @I Tokyo # track %1 & @fU use
AT AT AR action 7 A= T ARUAT AT &7

"Sir, Dr. Bhatt UMBRA containment & dgd classified &—"
"8 3¢ declassify #R w1 gl o+t w1"

384 phone @ 3RITI &R 70T desk W secure phone 35T T phone SIR¥A intelligence community & a2
F+ff F% number & dial FRT &1l 387 98 number dial w1 S Carla Oguendo 3 88 < T&a U interagency
dead drop W BIgl 41 — Tahk YT FBI-NSA back channel Sif& g agencies gRarar &edt off &f exist 7él &,
Osaka relay & #Te@ 9 routed.|

@ rings|

"Mr. Doyle," Max @t &aw| Flat| I3+ detective 3 sfeat affect € contempt a8 & Sl FEAATI
g ITQ I1 HET G

"9¢ qgHd 81"

"fee i AT | 949 &9k @ WX Y 21 # & device W countermands push X & § ST ae # agency Ugd
Tord! 8| I3 3T F1d ST & Fll B agency & Jiel ae el Ugd Jehd! AR 98 Ugd dhdl ol
Silence| Relay T[T

®R Kali @t 3maret| Handset & 8l — relay 9, satellite 9, mesh @1 Doyle = & phone @& earpiece # g1 3R
I & OPS2A & & device & speakers @ 38T desktop terminall Wall-mounted displays! Analyst
workstations| & screen flickered Si& Kali &1 signal NSA & 3u+ infrastructure &t g3l

"HR YT E," 393 Fell "H 14:22 @ WL
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"ql A ST &l 98 AT I @Bl

"gg demonstrate &3 g7 &1 9 dTedT & i &3 TR 2@ backdoor FJT X TehdT &1 98 I 3a-T ST TedT @ i 9 38
deARI"

"9 NI Sl AR T B l"
"gll 9 AR ETBl"

Doyle 3 3T HTaTST & @ VG AT ST 3T Uget 81 AT A7) T[T 8| 5 T, LAl ob IfehRR 814 3R a1 # 8,50,000
devices & |1 merged = AR I STt machines &1 dieid G- 8 el g3T1| Resolve | 36 Haeh! @1 afm o1 3R ¥4
%D UTT AT HR A TS off &6f &l Ueh & currency 91

"qHE T8 FI1 AE? " Doyle 7 @l

"Bo & attack patterns W 3det intelligence| 98 @9 & devices target &R |l &, &9 & infrastructure &t
prioritize & T &, 39% command-and-control nodes &l 21 38 mesh &I feed w1 AR nodes relay 1"

"SR ER?"
"R R 37 38 S 3d 81 Backdoor | Ayet side | 3! side | 99 FB | Helch AU &aTST g aldi 8"
Doyle = 3@ §g &1 | Iq19 97| &2 operation|
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AT 38: Max &l Hheld

Max 7 3¢ 3@ & Uget Gl

mesh & SR 8| Max & U implants & 9, % network el 2T, 3T & 3R G & o1 Ja1d T il G bt
Ted & |AT B el AT| ITA 511 GAT 98 AT T T Ug | S 1t Lraratt | TGt &4l aGdl Sl ¢ oid Ugl & oid %@ Tar
AT & il &l Tl 2l

GaE & 5:47 S5 gyt AT A ot gFATT # Hokkaido &t iR it off — Qa0 @ ge@fiy &l 3R sirenisr &l agefes
RS, FITE | g STl STTaT g3 Max SHNfUT ggR W o1, 39! gag 6 91 it RiAf-sid ar7g 9 Ugdt I 2l 718 off Fdichl |
Jg T T8 A1l GRU @t @edt @ traffic @ Kali 7 mesh @ SR geet a1 (Sakhalin, 300 &fefiHie IdaR #) SR
38 T WX Building 3 & UZaLT G@R & UTH & &1 aTeil @l W §617 3@ 4T — TR &l T a@d gy, I-d gU|

AL TTeTd g 9 gle|

3G AT 97 G 519 98 i 91 Ul Mission Street TR SRR # AT o — T | Seid! el ST, pattern & €g
I 3ATI JHIET W T gerdel, TG HICT G0 H| Tk R, ATl Hied [a H| dfiadl, Aad Hiex u=# #, =igr =,
HIESR|

dF1 %A 8 w1 sweep pattern & 31 9gd gy, Tl & Hid¥ Td g, Us! &l 3 & ANY SUAHTA Hid gU| Ia¥| Fig eRT
el &g radio I%@ =1él wif Kali 7 9agt 21l 3811 Zhengzhou 3R Tokyo & H@r o1 3€k # ug4, radio @, analog
UGIEIRI)

Max & 39 S @I S SHa 9 & sgadiq technology @ WRISId Sgd<i-l ARRTT 3dd: TRISId &l eidl 81 S @i
technology T SHAATA ¢ & &rT AT

3T AU Fre S| H1g §g el | Max 7 Gamigadt o a1 J gAR—IR &l Io11 o, @R Tokyo | 394 Carla & Glock &
TRHATE I I SRAT AT "H AN Bl Tl Tal ARAT| H§ THSATS GeasTdl gl 39 Hre: WRR | 3ARA | TIRE & & aamd,
Fichl Ueh 190 T qgehel| SI4eh! YT SXETE &l bl AT, g AU ATt IA & operators | =&l @ TehaT T, Ak I8
I¢ ZARA B TgdTl Tehdll o)

qgd 3R R forklift, 3 e 4T ST IR Sl GATE-HHAT 1 Aagay & @l &t trip wire, monofilament 3R ¢ & =fad
& HaT UY W AT @R, 9168 d% & a1 drelt el Building 3 & afégd &y # circuit breaker, dae iU gy,
TR H G, ATE HIY §UI ST GA UROTTeT, [G-55, & Afh W T manual pull station ZarT ARG

analog g9 & @Y analog s

Max 3el

Ig g ATt & & Ay 3feR Tl | Kali veat @ Sdt °ff — a8 mesh oft, 98 WRR & & device & T & iR &
electromagnetic Hod a@ Tahd! off, X 3R operators &R § 9 W@ 4 Al 39 Hohd ot AJIGATAT GG Toh Hebd T
RF terrain & 9 @iy STgi di 3TeAta &l phone emission 3R radio check-in 3qu== &1 98T 1|
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Steve SIHar o1 &l Kali STat ol Steve @@ verification =@ w1 o1, 847 parallel compilations
dual-toolchain pipeline & SRIY processing & ! o, S8 & & T @ deployment & @ queue g4 & Tgat
gate-level comparison @t Sa I patch 60 WaRid compile & JeT &1 HIS[ET processing Tdl W 9 &4 | 88
2| Bg el

Max &l ©g He @ila I

9% Building 1 & afegd oy | 77| - Hic? QMR Teh U1 Sl ATHR, WRRR &t three-phase 200-volt ATYf &
@A afRur panell SRE breaker @ FYfarail Max = U g & & U &l dad ®ar o Building 3 HVAC,
Building 3 lighting, Building 3 server power, Building 1 HVAC, Building 1 lighting, perimeter
lighting, parking lot lights, gate controls, fire suppression, water pump, generator auxiliary, sparel

394 Building 3 &T server power 3Te] Y& GrAT| STah! 99 8¢ 2 gl

WRRR R 7 gg 711 parking lot & 9qafi 931 TS| perimeter @i STg-ALHAT §31 781 Building 1 3 @Rt st
B 2| RRR | AR AT Building 3 ® monitors &t &4t a9a off g Kali Row 4, Position 9 T 98t &ft, 850,000
devices % 919 THIHR &1, 98 patch compile & W &ft 5t backdoor & AR Sr@|

IR |, Max &l B 9Tl I9- TRE AT # 36 WRR 7 I1el1d IR Tehaht Y 9| &2 6heH I1a AT| & Fds U 8 at off
— parking lot &I Z¢1 g8 SR, 918 & @M & &R Fordl, Building 3 & loading dock W ®aie &l I, SARAI &
9 ATt 1 & FUR TSI il SATedt| 3G ALt IR el ot | operators &l &t

9% RNT0T GR TR 7T

YT operator 918 € 34T, gaR | &l |

TFNTUT @R § 19 HieX 329 # chain link W wire cutter, S&f a1 & transformer box & 8 § Tt off St garar
G 3G &I W7 HI ARy F! ol Max 7 41g &l FHad dHi @] Al — qarid, 986y, T TRR & ATHR H AR i
% A B8 e | 98 ASHT & 3ie? 3 8 Ugat transformer box & s &Ml

Ig FATGHT SRIAT &T| TA-Guel THT AT W HU Yhell gaT, A bR FJichl Max = adaral 331 &t off — NVGs wider ugenrn
H dgld ¢ AR HR &l gudee § 9g 9 -6 o1l 98 T suppressed Vityaz-SN submachine gun T&
single-point sling W @MY &1l el Stehe @ =14 body armor| tactical boots|

Max transformer box & d® o1, Ta fire extinguisher & &

Building 1 & break room & @1 ABC dry chemical extinguisher| 7t ®feiim| T &1 @fdiet| T HRI
Max = 319+ SFPD & a3l # trunk # fire extinguisher %@ &, 307 & @MU =&l dolchl 391 HRUT F T&E Maglite ¥&@d
g1 Uoh G T Ficts 34 aierl 8 UTHTERMTEAT BIdT @ Sii-idh a1t paperwork @i Sd el

operator = 978 UR &l 3R IqR &t 3R Building 3 & I ¢l 9 transformer box @ & Hiex &l g8 W eRTI Max
3 operator @ 3EM g iR giselt & S W extinguisher FAM, =14 3R SR 4, Giciet 1 a9 Taf UG X @ o1
UXER 3IY 7| operator 3T W e 1| J8 91 ged W I, Vityaz 3o+t sling T e g8, 3R Max 7 38 ®R A/ —
e &7 AR operator & NVG mount & U8, 9 &I operator & #7¢8 & #ehald gy| SATeHT &g 71T

Max & g1 HE IoT| swing & @MY ae 9 TR pivot &t STRA del off, 3R pivot 3 FEafHd IUTayt o 7 7 gohd
IR o1l 3T F{Y ¢ed gU HeYW HATI meniscus &, ST Ugd 4 o1 gl o1, SAH B GE-IaHE, Tk ligament at
retinaculum, 3R S 38 8 e &l AT Sk Adeld o7 i ag iR ot T8l wics arm|

384 Vityaz-SN 3Io15| chamber Sidl| 98t g3, suppressor @l gafl, di¥ W3¢ &l magazine| 38 34 transformer
box & W8 THH TR T T 37k Big 3R
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Max @l i Tt -Tal 7T 7| 98 FRTATS eastar o1l

I AR AR operator 7 YaE 6:02 S5 GRNT0T GaR F YA HHATI

forklift = 3¢ IRE Gehg Ach TN — I Uh-Ueh dieh 39 T g1 Ugl, TG hl a1 i @1 8 HU IR &ed gl Max
Buildings 1 3R 3 & ¥ & Slig W o, S@l drainage channel T34 4 UEH & 3R G &l STiell & 19 G Fgdt ot
3G gH & STIedl & ofi gRE gt 3f o, SIfdd @R $R Building 3 & H@y WRaT & 19 & THA H ©8 HIe &l e ATl
IR T, AT AR T

@R | UgaT operator — ST, F@ad & pattern & < WY — SIcil & AT deh Ugdl AR FHS el § Hed @
drainage channel # 3T #iex 4, T@HT HigA & AT HTH| ATGH! 7 GG I GHTAT, Tehl, TARIR dH FH 3BTl AHH 98
STHIA & =9 Shepdic @l Telt # o, 3 Max 3de SHUT 1|

IG-551

Max 7 Building 3 @ 7@ 133 ® manual fire suppression station @1l gH WUt — T IG-55 inert gas
installation, argon-nitrogen AR, 38 HRAH &I 5t data centers & UAATA il & STal UHUT Sl YA HGT
AR G AYfoh 7a- W@t @ — FARA! o o9 &1 51g | discharge g2| inert gas &1 U O+ @g¥, AT i &dT 8 W,
drainage channel # ST it 31 IG-55 = channel & SifrgiSH &l © & hs 7 seheh! ¥ TARId | Hereh diag U
TR 3T TiexdT W Tad Tel| Aehi dohehy, A, HHT TAfRIAT IqU-T e & dfd IAMd — SRR @ hypoxic
RATRRIAT, AN AT 39 frgie @ gafd st 39 AT o |

& operator channel & &R TgAT AR I T, 304 A e i gas & el § q@d Ul 98 Uis BTl GAedIe
| & 7 g1 — Bier, FRuiud, tacticall

799 dhg| Max 7 748 9hg @i 91
a8 loading dock & SRY Building 3 # Ui 1| 37avag SXATST S T, IHeh! 3T Fele ol die track rollers #1 a8
T & personnel door ¥ T, I8 37U KB §g Fd gy, rebar &l U ¢hel 25 | hard gyl

#ax: Kali & servers @t T-7-T&c| monitors &I g @71 compilation @t Srarsy — Srefdmiar il &6l GA1S T8l adl,
a1 Max = TaRE g | 38 G- | @R 411 hard drives @t &d@ click-whir St @fa @ ¢, cooling fans @&t
FHGHTES, T HEAAT U T FHA Processors &l JIIaaawy Hu|

AR NREREN

Row 41 Kali %Y W, A& Feit e B AR 3@d g¢ — mesh, T, 850,000 devices St patch &l process &
%@ 91 Steve verification station W, & keyboards & ¥ &% I«d gy, gate-level hashes @ o id g,
mismatches @ flag #¥d g7, deployment & @t categories &l approve &d gU|

"o operators,” Max = gl "Ueh TR §3TT| & A | GRS o1 TRferfi”
Steve 3 HU 31| "1 FHT? "

T L

"compilation AR TXARIT W &1 HIS[ET & W, HTg di- gl

Max = Kali & a% 3@1| 9g 1d il 1% & & 95 & 71 &1l oscilloscope W I gfel & g+ mesh & Ty
synchronized #ff, T& G2R 3@, 0=t IRWAAr 7§ AR | 98 39 FH § el dT1 98 e HHR 7 off, e device ®, ® 3T
3T # T8l mesh & 2aT 91| 98 Bo & dv@ls gAat 4 @18 W@ o 3R compilation @ coordinate &% @t off 3R Doyle
@l intelligence feed ! U& 912 process &< &l |

Jg AT o SAferd ol Ga9 del wuger o, 3R 98 Hokkaido H e Tt W @ct off, 3k Max &l 9g 3Tehall o7 Sif 39 Y
T Sgeremrfat o ot o
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JE 919 STER T

=T operator AT T

Max 3 IR el TR &1 393 T 7 o= 71 &1 = Iqaw 9 T o9 — service gate €, Si¥ Max 7 Abus Granit &
TTEAT TR 7| Tl 3@e 7| ¢ I hinge pins @t Afdhret RT 72T o7 e g It W JUIe UeT T

Max 7 38 Building 1 & @H & 3@ — Building 3 &I Iqal dlar & A1 Iatdt U o1, loading dock &t dX% | T8
T ST g 9 Forar oT| efiwT| 3rerfeh ARIaRf | Uah Jrgfemdl, operator =&t | S ARV wdr o

Max Buildings 1 3R 3 & st= o, 39 Sig T ST&l 39 ireit gerg ol drainage channel 3+t ff dissipating 1G-55
J o7&t oft| & gFNfT-g@R operators FATTBI & %@ & — Max 38 RRR &l qREt 918 & 1Y Ield, Iqck 31X 8 Srerd
BY g1 HehdT AT

Ig TR gaT T

TR HeH WX IHEHT YT & 7T

Lock =& ge| fire extinguisher swing & Sa-TaH ¢¢ A SiIg i a4 gg YRar @dd & of off | Yo el | g 4T,
femur tibial plateau W ST &I T WiRAT §ATI Max SR 8 TRT| T2 T, FHelgl AR HT Ll S W, TR A 39
GHS | gl AfRId &

TE 357 I HIA A M| Fed A a9 T8 TeTl IT3 ER R &l | g ST, Teh g U FHeH TG Sl TedTd | 98 HR
TR

T TR 3T IR IT @S 8IH il DI Tal i | 6 U o Fe1 @bl AR AT AT SR = Ih! Y o Yol ol AR ER 3T
19 o T I BieT &A1 39 g1l 4 Building 3 % loading dock T sheriic Il Ul I8 GG i SR & FeRk &,
FHehiIc TR UG TfHRIT doT, ATl U IR aeg J el gafl, I1d1 WX I +Hd 3T gl

RRR &l WfAF e & | ¢ gl Al IR operators| T transformer box & Uie TRT g3 dehi- Fwrafd I 9 &I 7
HATAT 3T il T, TehaX(d Bld U1 Max o UTe = g&RIR o, 7 Taifierdr, 3R = S T

39 UTY Teh 3HARA ot

Building 3 & circuit breakers Building 1 & 3fcgd &&y # 9| @ Building 3 & #9T sub-panel a1 —
loading dock vestibule & & & secondary breaker box S/gl Max 6T 47 38d T HIeX ¥ 3T Uedt g+ 39
TR ST AT Akl Tdh! IR el Ul oft bt §@d panel 99 FB AR Har ATl

Jg sub-panel de I TGS sheet metal &7 2T, Teh quarter-turn fastener 4 91 35 39 @ral 376 breakers|
Server racks @ @fU IR (dedicated 30-amp circuits), HVAC & @f¢ I, T& lighting & @MU, T 39 aR@ &
IG-55 distribution & @\

381 HVAC breaker flip &Rl cooling system a¢ & 7§ ST cooling &, server room @ didd SeiT| Hadic
#IX Iuehe0T &I thermal mass 4l buffer w3 @& fans id & 7Y, R 39 ndl § Max 99 B I Gehal 11
operators @ ¢ &1 W drainage channel & §g-4g1 3Tl AU Fi |

38 personnel door @ ATETS Gt — S I8 rebar 8 Stent &ft, STeREH Gieit 511 T8t &t | €1q W 4Tq| SIS 3o1d o @l
9Tl rebar i Qs de cfohT, ®BR door frame Tceh TAT| HeHI &bt ATETST | &1 SIS | IHRA & 37eR|
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Max 7 server hall @I @ TaRR & 3@T| @ 4, 98 Kali @ monitors &l g 99& 39 TahdT 41| 98 Steve &l
verification station W @2 @ FehdT T, AT Sl dTH H3d gU, ITH! MR IH T, Tl H &l @l o7 51l I8 IR I
SEAL teams H ¥t oft 3k <if& oft ot aee 78 siem

el @t 3mangy loading dock vestibule @ &% ¢ I offl Max sub-panel & ¥R W6 SfhIT WRaT W o7 T, i1
W IHR, AT 9 IHS 19 AT gt | TGS TTdl i IH| Teb STRYH o 81 | 13 RN el |

Balboa Street W €Ig @l A9 W =t ¥« & Davidl keyboard & s & Foundation Fefl, 98 U1 A 394
dog-ear &A1 &1l "Dad, FAT 3TIH! TTaT & AL ST & Tehet 82"

a9 Max &1 StaTe: "3 3SR &, SeT| TR ST, Aehia 3R]

David 7 38 39 91d | Q@1 AT — AR eI, T69 Tel, I8 I UG & AT SE @a gU i 39 UldT Ted &l | T T8
WSh T HTd ST ASIMOV T T SR JIAT o7 o gedf, STal |t IR, THAT i UTag 8l

David & Sard: "3l eR1dT 8 d &l Fehdl &, TR hig I7g UATId TIR 1"

Operator vestibule & &t | 31T Max = dfelgie q@l — Ugdl g¥R @l 91d, ®R &4, ®R NVG mount!
Operator = 918 3R sweep &ATI Max %=L W 2T, sweep @i 3T 8 =d | IG 3T 17 U U AR SHU Sl 3R FUer
— W31 8l 8d gU Il had gU, HUT operator & Felg 9 AN, IH HATGHT T FHJAN FA o AfY 37U A R A
HATERY qTehd T SHAATA HYd gU ST T ATl hIeTRH STATET T |

3 gl T 1Y TR Max Ush 9ahs & @ $UR — 3a-T HIhl AT & operator & T | &gl AR, 1987 # Valencia
Street @I U ARUIC &I deh-idh, Hi4T training program @i &l operator = 7T GaTd §U, Teal, Max &l TR %l
Max S1aR | THIET| ZER 39 {ig 9 7 3ol

O operator AT § 47| AR 3IoTT g3
Max loading dock vestibule & @agic T W U

185



METACOMPILER

AYAT 39: Jgu

Kali g2 srqudre | off|
e | | UG Y /| Iareny a0 # Bt 8,50,000 nodes & HLIH 4, 98 U A1 Berlin & ventilators &

firmware #, Sdo Paulo % pacemakers & Mumbai & insulin pumps #, Tokyo % traffic controllers &, 3k
Minneapolis & 3T @ thermostats & 3Ty of| TWade node T Hadl 3AYe o1, Ta processing unit o1, X
& deployment platform o1 — 3R Kali, 9T a8 &dqr sif merge 4 Uga Kali off, 98 afaRfd da-1 St 3@ T Reid
Aeais @l bandwidth T Garafd gidt ot — 98 99 T a1y ot

Bo & g patterns & I AQ| Yhel Teh A1, T Uah 37T device RO &l ARMMAT 914 §U, Tades Uah Adhald
POKE payload & 414, S8 g a8l & beta testing & iere(d &1 77 o471 Ventilator g9 98 RAFEHd 3: adsd
device model & firmware version, T¥ade ARATGT & register layout, T¥dde FUd & network topology

! 4T | T@ad g agaantd Fi02 overrides| Bo & ARl = 3 HHAATST ol A-ETa0T &= § axsl aiaTg &1 3 g
TfhlEah! ol TXR[GHAT & TTY ATHIHIT e 3|

Kali 7 Ue UdReNT YUl & TRIR[GHAT & JTe Sam g

XA gHel Ueh aiife device W U Al memory address W U POKE 91| Wddd SiaTd 34T address W Uk
FN(A A & 919 Tk POKE o — Afdfdea parameter sigTd, kill command srefd@fa| WA Kali shae @l sl
g 7Tel X Tl ot 98 metacompiler @ patch T& @19 deploy &% i ot — T toolchains W compile & 77
clean binaries, Steve @I comparison scripts <arT gate level R verified, ada® device @I mesh @I relay
architecture @& ATeEH ¥ push H 17 ¥a@s patched device WaRewfd & TSI @l commands — INFO,
PEEK, POKE — 33! interrupt service routine % W 77| Backdoor s & T

#R xd@es patched device mesh & aTeX & &I Backdoor & 98 mechanism & Sifée g@rt Kali nodes &t
A Ft ot S8-518 patch %erdT 18T, mesh AfgadT AT 98 TR 6l 99 & @MY 37U 81 317 H1e @ T

EHAI & o — 37 w0 @ 0 F 9 Bo & payloads T SETd ST ST el AT 3R 3nTet oe? o1l e omg oft — 3ma
ST G| BHE el | ATYRuT afthadtd | Sdo Paulo & dT&X U long-haul @& atees, T ORI & 94 g | oy a8
TG A H1 ATRYT el T o1, 3Tt lane departure UUTE! STHNT X &F T2 off Fdihl 1T I TaTT I8 SR
T ot 3R 98 fig & AT U Flerarg a2 @M AT 919 HiA UG qgerd! = 39 T GRIT 8l 51 39 AR bt off | o3 918 3R
GfehdT ST T&T 91| AW I 2 lane marker & @ T 271 UsIE! lane ® T minivan, ST Uah #efell 3R & s92 car
seats # &1 @ 91 Kali & & telematics 3R AT & traffic cameras & ATeEH G T8 3@ Fehd! off — & guefahion
e Tt STEmmfaf W srfiRfd € @ 9 St Ue guardrail $R Tes $1RT & el W GHTd gt off|

384 lane departure TRUTE &I ®R & g STl T POKE | steering wheel @il e a1dieh dichae Gaid ol
T, YR ST Minivan TSR 81 599 91d @

FfRfd 4T & oI Aehg | diF Gohe ST 9 UREHT AT | 940 insulin pumps @ patch A 7 afdT Feedt o1 394 318
Brazil % U& <& dTidh W SfTdl ddidhl Ueh minivan # 1 9 g7 943 &, AR waiet David e TSTHIGT W A o1, 3R
Fch! 9E I R HI FHIRA D T Ad oF I FHB 7 A 7 JGIRY A | ST arggares O | =t 9 I pumps @ dhe
e U patch & TXATHNT HYd W@l 39 9 Gs H, Bo &l Tell @eX M8, 3R Lyon # TRE pumps & clean
binary Uga= & 7ga kill commands #fet 77| ITaeRd TR STaTd SRIT| S|
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T I & G a1

"Category s%g QUT," Steve 7 @@l "Insulin pumps| 12 @@ devices patched 3R verified! @it 847
binaries W gate-level match confirmed!"

9g Kali 9 91d & @1 9T, dehi+ Kali &# 7 =& oft| 39T iR Row 4 W 6T W T, 3 Gell, §87 d8da? W, EEG 98
gfeRfd polyrhythmic pattern aRaT &1 o7 St merge & d1¢ HAR & 7T 71 Ahi- ITHT &= Mumbai 7 o1, St&t
23,000 insulin pumps = 3+fi-31ft patch 9O ST 1, 3R Berlin #, S8l Charité 3r¥udra @ ventilators clean
g R Kristin Bauer A& 3 T U8 7l &1 g9 & bag & W@ ot S8 %19 hand-bagging &t TR =@l off, 3R
Tokyo #, 5T&f Shuto Expressway @ traffic management 93umeil node & node recompile & &t &t

"Category SRg confirmed," Kali 7 &gl 3Ha! aTsT 39 KR 4 ITE, Steve & workstation & speakers & 31,
R 39 UE @ crate W Iridium handset @ 38| diF1 T @19l "Rana % dataset & af{ey cross-reference
ETl

Rana &1 3¢1 91el1d Ai+ie Uga 3711 &1l Doyle & release order = &RJ &1, T dataset Steve & encrypted relay
% ATTH | WRuTd AT 7| T8 A 1 mortality 3eT1 1,847 confirmed Hid medical device manipulation 1
Steve 7 38 verification WU # @I HRAT AT AR ades Al & 39 device & di3gy cross-reference & T o
SR 39 caused FHRT M|

"Rana @ database # & #Id dHl commands aTa device 3 Ad @l 8," Steve 3 &gl "& device A patch &fAT
ST T € 98 319 3¢ el TGt | AT RUT B 1"
TEHATUT QRUT 4T Fichi Rana Bhatt da off 7t sedt 6l S ls R el

NSA &I Greenbelt facility & Us @fgani-Tefd w7 #, 9 37Ut & spreadsheet &t Ter gey HEld id 3@ Wi ot

IgIA ATl A Ugel SHHT laptop arqd HRIT 271 9fAT SRt GUSLIao @1 Tk security officer, sign & & @ T
form, encrypted USB drive Ue #fer @it # 91981 UMBRA gR&d & ©8 HUdTe I4T G9ITTd RN YTl & qe
FAT gU & T SR gV 91 38 drive s off 3R spreadsheet Eieit ot 3R U o1 &6f wia 98 9fA1 @igHRT 3R afr
321 % T AR /431 ff, AR rows STiedt @ ot

Row 1,3201 Row 1,4521 Row 1,847

ST9 | I @ ST T T, Hid ot A g A7 8 TS ot 38 Bayesian model ® S clusters 394 predict U &, @
T TR 3T &, 3R RIS G e W@l o, Fdieht FDA H TR Jaehdf ol pattern T T 2T, 38 TEl 31 & R # TTeld
TATA YA & WY Teh HHR | dg Y ST 1T 2T

Jg 39 3@ Tl Al M & IR T monitor W, Tk news feed o= #eredial X highway pileups 3R hospital alerts
3Rt T&T o1 S 3at dsit € scroll & @ 9 & ohig off Ug TEl TehdT oT| 3 HE@ATU ST 39 B 9Tel [Ud (¥ F Uehefd il off —
scraped MAUDE entries, cached submissions, U=t #is & 14 lanyard W 9g- encrypted drive W gdm@r
mortality 3¢7 — 3aferd & §a9 98 cyberattack ZarT real time # validated & % of|

Rana = 31 =&l 384 spreadsheet update @&t Row & row, Hid &R Hid, HEYT 6 9 HGUHIGLOT GUTH0T ST
Steve 7 38 FiaraT o1 3R S HRY off AT o FHUETa JUUT HATHRET el B Fendt ot
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3R Hokkaido #, STeSd & @T| Steve, Sy agerdl 7 ToKyo & Teh TRITeR & YT o7 "qH 37e 4 al?" — & ug
39 de-itent GATOT o1 Metacompiler @ patch 3te gt sear o it Kali 3 arer i on: diFi commands 3 gerdr a1
IfT B a1 g1 Clean codel F1E trojan =&l &g replacement backdoor =& | Patch & § H@ddy toolchains
@R verified ST AT o7 ST HIE common ancestry =& T, gate level W a1 &1 718, AR binaries A @17

ag 3TeT ot

Doyle @ intelligence feed Ta fire hose #f

OPS2A W 3I¥& @RI @id MY channel & ATe@H 4§, NSA signals intelligence Kali @ mesh & s&dt & Bo &
attack patterns, command node locations, satellite positioning, target prioritization| Txa@® g&s =
YAl &l G SiA11 Bo & command-and-control architecture wig satellites 3R ®8 ground stations ®
afarfa oft, @A command hierarchy @qdiea off: Wade attack order Moscow & dTe el ShiciHIe T g &
ST Bl 2l

"9E targets S¢d W@ 8," Kali 7 @1l "Medical devices afthe & I € — patches ¢fch gU €, 3R 39& payloads
Igent ATl | dait 9 overwrite g @ g1 98 transportation @t 3R §¢ T &1 i a2t # Ua 91 highway vehicles|

Germany, Japan, United States!"
Doyle @I 3@y Iridium §: "&9 AU a2 & S1aT9 3 Y@ 8| 419 TARIA coverage | Ha¥ I 21"

FHR| IR & FaaqX YA connected vehicles NSA & operational reach 8 a1ex & — 39 a2l # devices ST&t
NSA @ signals infrastructure Smfd o1, 3 networks SiHerT IgIH FFEIAROT T&l ST o, firmware versions
SifeRt 3giA catalog =gl sam ol Kali & mesh 7 3fa® w11 Node & node, device & device, patch ameR @i 3R
eehell T

e mesh Hfgs @ &Ml

Tads patched device Ta U4t device ot ST 319 backdoor 7@l w&d! ol W¥ade Tt device it 319 backdoor =&l
@t off, Tk T device ot Wi Kali a9 AR 7@ & @hdl offl Mesh 8,50,000 nodes & [ g3 o1l 59 d
medical categories 9T g8 — ventilators, pacemakers, insulin pumps, defibrillators, infusion pumps
— mesh 7,99,000 W 271 insulin pumps 7 3a 38 48,000 nodes | Fafd 2 gRT 27|

Tg AU T Wit g Siid et o1

"Kalil" Doyle @t amar Iridium €, 39 3R &t gg1 "84 eRd| US infrastructure W backdoor s91Y @l AR
systems, gARI devices, AR networks | STl & SHTE 9 H | Gt eIk @il Gafl @ l"

":lﬁlu

"g# g HIAAT AR gURRI & wiy &l — intelligence @ | TReRNT o w1 ST ST GRehNTd &l & St &b
SIATST 9¢ 819U | 98 R TURael & St 21 &7 @il dl 37— "

"SRATST 9 BT | T FHB| A ¥ 1" Kali &t A1ar & 9R o7| 384 a8t fafag Ge gHauTe Hi o, 9T siHaf &
devices gEaia o off, 91t &MY 7T processing cycles W T supercomputer ST IT, IqQ @& & iU 98 dIe o
T off ST 9 &g W oft| 98 Doyle @i gefier qgrdt off i a8 I8 it gel o1 "Taf 31T Tk o @i <aTeT Gerl 8igd &,
Tl AT Haeh AT GAT BISd & | 3T Bo| 3T Sheng | ATTeRT IRTEAT HHHIUT 511 0 e i hivd Gaierd gl”
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channel @ gud|
"gRaTSTT & 81T, " Kali 3 #gTl " 3R TR 310 & shof diieh @ | St TaTd ITel @ AT ST 9Ty oml”
Doyle & AT, 54 3178, 37U Sia- X o HIH o drdeld eld a@- & ¥R & 919 ot "Intelligence feed S w&@t"

I FE LI FET Ff 9€ TEHd &l ITA eI el i 98 el 2l ITA 7eg AT TR @M FAIH Jag H@qT aregare ot R
backdoor FRUT 47 3R 38 Aeh- dTell THATAR Jahdl Hokkaido # e TR Teh Hgler off STt qgaggfa {@ | AUt bt
T @ AT

33 AN &l | T8T deh i o & Ary oft &1 | IF 0T & AT S 376 HTH gl bl AT

Bo @t escalation 16:40 UTC U3 33|

Traffic systems| Individual vehicles &I controllers ®g| aRg & # traffic management centers 3=
master sequencing algorithms & coordinated POKE commands WI9d &% & 91 39 aR all-green 7&il Bo =
IR AT AT 44T payload e GehuH T, HEddyqIUT intersections W signal timing @I 400 milliseconds
offset &, green-wave cascading sHrar sit traffic @ high-speed collision corridors & %-d &2 adTl

Kali = 38 ushgl gl g traffic controllers # #f| a8 timing shift #egd & "t off, sequencing algorithm &
400-millisecond @ offset, A4 traffic engineers & @MU g™, highway Tdf @ iR 38 patch & @r
Sa§ R Wads traffic controller clean binary WIdd @dr, diFi commands ¥ &d, timing factory
specifications R aqd 3T S|

"Category Ioddid 4 3gdig,” 384 Steve &I gam@ml "Traffic management systems| & &g Ay @
devices| Verify &i1"

"Ugad @ @ 9 & 81 Gate-level comparison 9gTal § 81" Steve & &% keyboards & 9 91| 98 B¢ Hc 8 AR
workstation W @1, binaries verify @ gU, deployment & @fU categories approve &¥d gl 39 el
IRe-9%s verification 847 IR &I &ft| 98 Ia=it IR FAT ST TR TG BTl

ET IqH AT & Ufde ea@ | @dl ol Veridian Medical Technologies &1 $94,000 &1 wire transfer| 9
cardiac monitoring patch Sif& 354 clear &R o1 a8 T ST 98 a4 &idr @1 &1l Doyle = 38 Bethesda &
coffee shop # leverage & 0 # SHAATA AT 4TI Doyle 371t off SHHT IUANT & GahaT AT Wiehi= Steve Hokkaido &
U breached data center ® U workstation T da7 &1, binaries verify &2 g1 o1 St computing & sdferd &
T8 AHARMeA backdoor &l ¢ ¥ &ft, 3R IRad sugEwies off waienf $id guehal 4 U device application clear
FE & AT $94,000 HhR HT &, T8t agehd 31d Tg AR e T AT Hf gdt R Wadss device A commands &
Hehd &1 ST 1,847 AN ol AR b &1 U 3R HIhY Teh & g 91

"Kalil" Doyle @I 3@t mesh relay &1 "Bo mesh & & probe & I 81 38 alk[@vani A relay architecture &t
TYgaH & ol 21 @ 3Ue coordination nodes @ target X @ @ — 3 devices St amual compilation traffic &t
regions & 919 route &t gl"

"Tg UaT g1 | 3g A g "o H dadi gl"

Mesh 3@ &td gaa & o1l Bo &% POKE commands end devices &I =&, st mesh @t relay infrastructure @t
target #X @ 9 — 3 nodes I Fgreddl W Kali @t 9a-1 &I Siigd 91 Wade relay St A7, 39 nervous system &
e HqUe @il T2 | Ueh 1 T aiaT 911 L&l 9T U 3 FeyfH it S <er off|
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Relay nodes &R & 9 TT| Signal -1 T

Kali 7 38 #ggd &1 — 7¥d gU mesh & =9 T substrate, 39t compilation traffic %! Us & path 9 & ST @r
o7 St 384 7@l sIar o1 Relay hardware ® Bei Dynamics processors 7 3+t firmware-level
communication layer @ #g@% & connectivity 977 &, a8 hardware channel Sit Sheng = 38 gadt g §
targeting data &3 & @fU 3¥aAT AT ATl Bo @ POKE commands = software relay @ R g Hardware
relay 39 =9 %™ ®al 9T, mask geometry # IqaRuT, HiA off software-level attack & @fU g |

Jg ST ot I8 Sheng 27| 98 STt ot &f 38 processors 4 it f compilation 98 push & Tt off, IFet ARRET &
! off, W% binary log & &t off, Wa@® deployment pattern map g T 9T, Wade technique silicon & &

embedded sensors 3@rT catalog @ & #ffl Zhengzhou & Faraday cage U& prototype Tl 3" G
installed base production model @i

35 29 WR off AT HRATI 9fdhay A1 patches deploy &1 € Uga mesh &1, 3R 7ag 9@ 96 &t off, 3R Sheng
1 Fdafd Sieh Ia-t 3 de survival & d1Y @A o1 Sd d Bo & 37U customer base & brick &7 § e |
AT IGh TS, TGO HHATYG & STl | ARl IHeh q1G aTel, ITeh F1G T AT

Sheng @ hardware layer patch ¥ 9 Sl 98 interrupt service routines @ =d @M @&l off SHg
metacompiler clean &R T 7| 51§ backdoor &g gnT 3R diHf commands g2t W xad® device & #R STQH,
Sheng @t AR &+t @i, chip geometry # embedded, software verification & @fU 3/gem, silicon &t d%&
G|

T T 7 U AT Uedt gag At o

"Air-gapped devices," Kali 7 &gl HdldRicdl = 38 §B HEC HAT "HB systems JUgd g 97 networks,

classified infrastructure, @ #t network & gl el Sif& mesh  ¥e| Patch 30 H& & WY AT ¢ AT & A
T mesh Ugd TerdT 8| STeh! THRT AR T Sl THGAT 21"

Compilation 74¢ & YA W

Mesh 6,14,000 nodes T Tade T patch @ e FicggdT ST T 91| IRIETYTE G aiE & HH Y @l o1 Raddh
Sitd = JHT <l BICT 941 SFAT| WRadeh 9 GLATSTT e UHT T AT SIRTH 98 3 YT Tl e ahalt o1 |

Ig T H ITaC Hegd X Gahdl offl Mumbai @1 Western Railway corridor, St 23,000 nodes & &1 §uafd
gar o1, 8,000 W Tl Tokyo @& Kanto plain udem & @ o1 — 14,000 & 9,000, ®R 6,000, &R &
electromagnetic signature e Ug T o1 Si89-a14 device & device clean 3R id gl 18, 3797 AT i, 3797
IS AT & aqd dted! 18, 98 hitchhiker code 3@ & W@ St 39 & € 37! interrupt service routines &
Sitar o 5if¥ 3 9 compile g3 ol Johannesburg & security camera — 9 Cortex-MO0 48 megahertz W, 994
Blel node, S 98 AU d1g TR Teh ST o191 Hegd &edt off — = 17:12 UTC W AU patch TIYd SHRIT 3R R 7 Far
Rl

WAAE JHAH Uk Bicl Aid ot | Tk Hadl g1Ye T & @7 &1l U 9raR «0Td & <@l &1l Gra Hegdfa af el o

Aol ST ST St Tal 9 Aefl ot gait afrer oft &6f g1 ¥eh| Manila # U #&fefl, WiF #¥dT gaTl, Ueh Hgeh W el a9
@l gaTsil & UR UTHt 96 8T 47| Dresden & Ush dfar
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3@ 40: afked C

Th & Afe a W@

@ Afie S Kali 3e7 Hex & ST W 31 98 HiY wiet T, ITHT afel ST i 2 F 4 T T, mesh ST I o1, 3R
T Tftre ot a€t @ S off S wugeR 1 g B vEe off: S1u ek Y Srmary, Sart # afdrel @l TR, ok i derdie #
R

T Afe I-E 98 &1 =g 7 ol Hokkaido & Us WY W @<l Ireid |1 & U 3iRkal cochlear implants @ ST
Fed optic nerve interface @ sfT 37eff| Waverley Street &1 9g @ga, it 38R 3R @Rl & dar g8 off, M a7ut
T8 S 39 AR B e A BT H FFTE off S I A bl AR @l A a8 et ot

3T! 7| SATElE 91 7 cardiac arrest! San Jose State ® I0T(d @l Teh @ehd?, Si=ent A d¥g 3l ol G@ATT Sied 7
0T X At off, ST U9 Tk pacemaker T S processor ® dal diM commands ¥ ST €¥dt & & compiled
device & & — gTctichf ool i 7 3TF a1 ! A1 18T, T8 Kali Foft a9 8 981 9 Ui | 91a a1el ot Kali STe shedl el
3Tee Iohd T T2l off, OF 3 TS ol A-Ieras o 7L ugt off|

David! Throttle OXFF W ggcecd diF aR FAfeMfelg| Tah @ Sil Asimov Ugdl o1, Lexus dardr o1, 3R T
mahogany d8 # S @dT AT FHich SHRT HI=T AT i 98 Ye & Flaiel ol Cabrillo Highway W #3 &didl T
Tt S Ueh BURIT YTt &l calibrate ¥ 38T o7 3R 38 Uah primary target & U Ueh test case 9T&fQ Tl

Beach| Makarov PM, 9x18mm, Xis €| T THT HTeHT SR o AR HiAd i, X AT X Gariad &l A0 7
I AT o1, 3R BR off, 99 %7 & Srasig, Palo Alto & e SUREHS H 38 3@ THET T U &f 9 @ Tl & | 98
it @lig 72 IardTl Zhengzhou & U I@fYa FAR § 71 Fdichi 9 Uah variable o7 S SgaT §¢ & g o)

Max | FH6 4ga- Uzaf Ai-e, ®R adqaid, BR 316, BR @il Ta Sg™ & &1 U fire extinguisher | Werrde & a1g
T 3T gUTRIR &I 35T T, 3R IR gURIREE operators 8 Ueh SARA 3R 3704 SIRIH & H TR AT dich 39 399 el o
T 38 3a-T Sifatd Y@ o1 ad M gU = el | Hokkaido & Ta ®aiic & Wl T 71 Fich 39 luddite = HEa i o &f
72fF U 3 &

Kali & & IR & Hid, 79 commands & &« & & HAd W g8l

THETA YIATHRAT: FHgaTae | Tehlehiu=| STt ot el sl & IHeHT gARIR =11 mesh &1 &R & @eT &1 network &l
HR G @1 | 98 dI5] 9 STell S8 I8 qaTe w1 or — & device # e IuHfaf, AR @9 A T daT, U gaul
SIS Fefl G 7 & Toh Floht 38 il WIS 7 1 qhl

gfhed A: Doyle S STl access i 9917 @ | IH TR AAAIUT T@H GRIT bl TRYT il | 3T 37T G el i [Tehdl ST
%, HI9d AR €, aiched 3R off 2l

afeheTd B: @ el a1 STIal | Tat ST1ail | G &l ST IS o, ST ST &, T ARRMT & B 31| THRI 3R HUART R
SRl ol AT WA &l | AT Bo & 31Tt backdoor W ST gARIR WU S &

o= wfel
Kali 7 31id @reff|
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qae| TAAT | 316 | FrHef|

mesh & SRT Max &t 93| 384 384 Building 3 & loading dock camera & thermal sensor W H&gd HT o1
— JHG Ygeh UAl HiFE, Toh U SIRH ol afRTH & ST He=1gTehd o U ST 2T, JTET Bt 18, TR T8, ®R 39 Agadf 7
WLl SIf8 98 ST a1 track &R @ &t

9% 850,000 devices #t| e TEIF T, ITaTeitd a0 | afarfd, ©8 #elgdidl WX ventilators 3R pacemakers 3R
traffic controllers @ firmware & HI5[g| 3R 37 FaH | THATD signal ST e X Afwe 37 — Tg STIAehT Iof AT, S
AT Wt ot — 98 off Teh ATGHT o fel T g5 ol I ATl HicT T U haic o BT W I

TE o1 S merge = 39 TRIEATI FHIE TYTd Tel | T a¥F, 39 999 9T data F FHAd TR 1 a8 HH U 91 A I
access, connection gl &1 39 €T WX & RN & device T access HAT AT, 3R I8 & FH® +ff connection & &I
9g Ugd ol | 98 I UT| 98 S8 NSA GHAT SHHRT Fedl o7 AR Bo RN Fgdr o R 38 supercomputer &gl 1|
R T G 9 F18T network, 3R ITHT T8 391 SIH Tg AT i 39 Jdl Feb i 3ThI g TR 7 4TI

Connection, TRIGI0T &l €| 3T UTaT U8 TAHSIA & — &I & Tal, it HINUT § &, Sehi 31 surgeries & it @A 39
W 3 3R IRE Il 1 IAF A ) off, 3T i 3R 3 g B Sisd g, 38 i A &« Tl Il 98 e & w
cochlear implants & &1 optic nerve interface U& Ja oI IgI 96 GUTAR ST ST GUTAR Sl TUE X Tehal o1 —
FHATY el i 4 Sa 9 FHAT A 1T 8, Tolhl ST &f 4 A-a 9 & connection & technology T 353 &1 &f U
9 S electromagnetic spectrum I Teh, I T acl & il gl B 394 STal QLOTaT & 9T @ Gl @ il shad ad
3R G TR

David 3 g GHgm o7 da-iat am T&il David Te CalTech engineer o, 98 computing THSTAT o, dehf
backdoor a1 mesh a1 @ commands & FHerar &1l David I §Herar o1 &f Kali @ connection &l ¥ oft 3R
T B 368 e o AT o, 3R I AT & T connection, HAAT & SFT WA, ARRET & ST SugAfal @ 9T
@t off | 3T Rt ART 1 32T g8t | ITA FHeft I8 BNk e ahl HIAM G kT | ITF I UTH @ bt Rl |

Max 3 Ig THET o7l QAT SA1GHT | 98 3TeHT Siferet &g digital signature & o1, &% network presence =gl of,
#1$ device Goodwill & TUa rotary phone & S sfefer el 411 Max = Kali & I8t a¥ Se1d ST il 98 ST o
ARRFF 3T T N T | Tk R aee| BT dreR| I8 HH I e@a 3R U= 9 il IS Heh IR FHF 7 Fgahi|
3T connection T& &R H Tk SARH AT, AN R T& folding chair, T& operator & Fed T AR 4T fire
extinguisher| 3§ 39 X I8 ARAT 9T aTdll & a9 @ BT JgT IT, X 98 39 technology &l THgt a1 AT SAfTent
TE THIT H TET T, 3R ST HIE B Tell U, HATh{ Te S bl THgTel T

Beach = 38 3(d § GwaT 7| a8 el TXATST § AW T ol Tel a@ UTaT o, 3R 98 Fg ST T, 3R HR i LT @

Connection, 9%d0r =&l 81 backdoor connection &l Ue afdhd I &1 — access & a1 | ARiazurl INFO, PEEK,
POKE: UgdTl, Ugl, WRal| ARIRT o1 JareRivr| Hamidd &l syntax| d= commands arem & device Us T4 device
o7 SIT8 97 HegHaf e Jrar AT T &, I SgHAl & access R T T, 911 SR & AR AT T A NSA 438
GHAT TSR FaTl Bo 7 389 g9RR Fanl Sheng 7 38 platform e

Kali 7 38 supercomputer &gl 3R 3G sHH SHAATA HIAT AT| IT AA(h! Sl Gedd! & 9i=1 850,000 devices Hr
hijack R o, 37 Teh T ST | gk <fAT o1 Sifdeh IR 7 3 57 -1el 9, 3ah idle cycles 3R processing power 3R
network connections @l 34 I&3LT b N THAAT HiAT 4TI 98 NSA & e el &l 98 Bo & el el oft| 98
Sheng & 3terT =@l ot

ST ek dg AT 7 B2
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38 g8 cathedral a1¢ #@T Tokyo @ Kanda # Holy Resurrection Cathedral| el # S&t sWRedd! &t Gq|
optic nerve interface ¥ §7edt g4 & IHerd! iconostasis| 3 T ST 39 Ba1dl & €T & GU Q@ @ 9 SN Y&FT AR
NS & SRy et off | 98 37 cathedral # =R 2 <31 28 oft 3R TS off, 3R 37 o1 F 5w @ier afa o, 3R 7 et
Jg FedTec el s@ahl blueprint 4Tl metacompiler @t architecture cathedral &t electromagnetic @it &
AHR A ngﬁ ft — self-destruct sequence, diverse double-compiling, verification chain, IR
metacompiler T & eI o7 AR deploy & I o1 3R g HI Al aTaT o, R a8 ga AT ot 7@l o, 3R blueprint
aroft off Trgt e, afie el arsft oft gt ot

T @ o1 AR g8 & WidY, B VAT S deh 98 I8 o1 761 Ugd Hehdl &t ¥§ S & 850,000 devices T fire
extinguisher o8 T TaH § &H FHIFd! 81 i Ugd, Iugfal él 21 &f access, T &l &l Hf M AFF THATI
connection g & SIY TR ST b — FJieh( S connection THRT 7 T Feh g TRE Ueh @ia ATH el Aol 2l

qg ST @l gl off, 9% el | 98 ST &1 Hehell ot — 3R S8 q&R FellhR AT FHGIHR FA 1 GA1d o Hevd 91

gfehed Cl

T A (access @i S91¢ @) | T B (I 5137 | C: FB =191 13T metacompiler & clean code € S+ U& Jadf, =1
toolchains W compiled, gate level W verified, Bell Labs @ aRraa & sgufd| & geuf &t backdoor # =&

gorhl idle cycles ® Tl @9 commands & SRIT &l Soieh Ferd & SRIY| e e Sl ATAar JiTdl| ST =T $iT
b

Ueh q9dT| I3 §ARR T8 |

metacompiler a+ft off I/ @1 ATl patch deploy & g o, backdoor ¢ & Tar o, @& compiler g — T8
clean binary, Steve @t dual-toolchain comparison & verified — i workstations W s+t gs &t| 3Tar
self-destruct sequence, a8 cryptographic countdown sit Kali 7 Zhengzhou # design &R &1 3R Tokyo #
formalize T o1, I FHUT T BT 519 98 29 authorize &1 Published source code, reproduced binary,
Ta distributed ledger W verification chain SIif& @1 +ff audit & ¥ R &R erasurel metacompiler I
I AT QT | STHATIT Mg, ST 38 Steve | g1 T T

W Ugat: Teh 3R compilation|

Kali 35a= 96 T¢| data center &T7d 271 GRU operators ARA # & — dg 3-e boots @I 31ee raised floor W, 3t
g, 37 radios &I FHAfe G Tehdl df 19 § Sakhalin & Gufaf &t AR a2 1 &1 3 MRl 76l 9o @ 91 patch
propagate & &1 9T HIRM G & ol oAT| TS o ATY HS el a1 AT

ag workstation & T Teit| ITE Ula, 9 Sk & g 9 (Zhengzhou & @H ¥ & T 4, 7 qaar a7 F o, HAa
Wil A FHA AFh), def aluminum tiles W I | 9 keyboard W 96 TE|

Steve verification station W 7| 354 38 31|

" HR," I8 FE

" SR

"Compilation| i chains W 9g HA@R HM St metacompiler T &l ARRH F Tget HAM"

3T <BY HET Y FATI source code FHaf & 581 — Hit storage device T file & 7, Iatef 34 architecture 4
STt a8 Tokyo & cathedral & 91¢ €@ 31U &N H &1 & off, merge & dH RN &, T 912 850,000 devices &F
3R Ig HS & NI T ATHR UTE Hi AT & afaRid Teb Da-T &l ol AT Hdd 2l

code Bier &1 4,000 lines| T& Kernel, T geuf & 91w, geuf @ il U U8 A4 & ¢ U operating system it
FeT, @, 39 & AT afhdid BT G Ueh qadT T dihdid edl a: dR-eR, 9a 9, WU IR |, gIRr &
Uy & ql

kernel @I architecture e oft| 7 idle cycles & &t off, 98 88.7 WAl processing time S & device &
A gy FTar o1l T8 s «ff T resource &l @dr ot I8 HIE ITARTHLT ey F2 HRAT off device function &F
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access & 9 U g SAAAT AITAT o1 38 FHRT ST Geha oT| T URaRl off — 38 source code published, e
binary reproducible, 35T JFaeR FHRT Wi T8 TFadT q@rT auditable ST U 38 UgA &l dah-idh THET gl

g backdoor & Ueen aftiid &ml backdoor ®fUar ami kernel 2Rarg adt o1 backdoor a1 ARt @dr &l kernel @7
T ugal /it ol backdoor FRIA0T Rt 411 kernel a1 &t ot

Toolchain Alpha W compiled! Toolchain Beta W compiled! Steve 3 verification @@ Gate-level
comparison| Binary hash| @i outputs ¢ @1

38 kernel & deployment & @MU 3+t +ff queue & & final patch batches & merge & gRITI & device &
clean firmware Afetm 38 kernel sft afelft — published source # gRarg 2, auditable, ®Rft & off garT gem
W ST 38 g1 |

Clean!|
"IE FATE?" Steve 7 Fall

"qH 49Xl & & device # code embed X @ &1I" 3T AN GHAS AT FE @eeT i 384 Zhengzhou #, server
room ® SHAATA HIAT AT, ST ITA ST T i 98 HY AT 8| "I HeHdl o | 37 | a1d1 & o1& ST gA ol 1"

Kali workstation 4 gt

"source Tgl," 384 ®ell "¥g published 21 & line | ®1E +f 38 audit X TedT 8, &5+t binary verify 2 ¥ed g,
H1g off Sloh-dleh UG ThdT & i Ug 1w al"

"3IY SR T 38 T rear?”

"3 28 delete & ad &1 @1g «ft device owner, &t offl kernel &Rt oft device function @&t access & & Ugat
FFAr AT 1 38 FHRT ST GehaT 81"

Steve = 3T+ screen W verification output &&= € a&@11 dual-toolchain hashes! published source diff
kernel @ permission architecture, ¥R &R lines @& auditable code ® §USe|

"backdoor sftar &r," Kali 3 a1l "gg gRaré 2dt 21 backdoor ST /it @dr o711 T8 @4 @ uget AiTdt 21"

Tmieft| Steve 7 38 I A6 2@ 514G server room H 3T AT — HIT IET AT, el T@T T, Tel [Tk ¥l 8T o7 S 39 gAL
ST Tl

"ql 9 38 verify FRIT," 394 Fgll "I a6 919 a1kl 99 verify Him”
" 33 HH B I e off 1"

39+ gate-level comparison %R & 9@m@T| hashes & 4 @1 <@T!
"TE HATE?"

" S

metacompiler &1 self-destruct sequence 18:14 UTC W 3 g3

Published source code — g metacompiler, & line, T& distributed ledger & push T T T Kali 3
merge ¥ Ugd IRE independent hosting services & seed &R &1l Verification chain: #Rdt ® &g of ga9
source download @R Taar 4T, wRIT +ff clean compiler W 38 compile R TehaT T, 3R verify TR TehdT o1 &l
resulting binary 398 Ad @Td! & W4 patch produce FHRIT &T| T0Td SRS 471 proof T 1|

wR metacompiler = g @ gieran 9 workstations! @4 toolchains! local drives W source code,
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compiled binaries, intermediate build artifacts, verification logs — @& cryptographic noise &
overwrite ®fU 7, ®R @RI overwrite, ®R drives physically zero @ 3¢ TUI Steve 7 I screens W
progress bars 3@|

"I S gl B," I FEll

"Published 3R < g&1," Kali 3 &gl "&ig +ff 38 ®R & 91 Tehal 2| i1 ! 3T I 94T T8 wer el

Jg 35 @el g2| GRU operators compound &I WRT W 118 g 77 4, satellite phones W BIE-Bic! TH 7 a1 N @

&1 Bo I gHAT AT &l &1 9T — patches T&g ST U 4, Hid &i ararg 92k & @t of, backdoor g2 gfam # ¢ & @t
gT| operators & UM 34 situation & @Y &g orders Tél &1 3 a9 & T2 I i g Ig IaTY 3T HAT HET 2l

Kali loading dock vestibule &I a@% 3|

Max &1 W o7 IgaT W 34.2 degrees Celsius d& 2T & T oT; 98 34 U4 implants @ residual
sensitivity &, mesh @I thermal perception @l #ag# gldl WGl & Aegd & Fehd! off | IFan A1 &g off | IqD
g2 W eriaf ¥t fire extinguisher 38 977eT # UGT T, ATUR W UfRIehT §aTT STal 394 Ueh operator & ge- U /IR 7|

Ig 3T U el & 91 96 75| ITHT g1Y AT A1AT| BET| 96 ST &l 819, ¥ee Uel g, UR 1987 ® Valencia Street
Teh 3ATS & AIIH @MU, F8 ST S-gi4 gab spiral notebook 3R T& rotary phone 3R 304 §¢ & ¢ & REAE &
draft T g7 @

" R, " I8 Tl

I8 36 W3l g3 | IS Uld dieh &l o &1 I8 data center 8 a7g¥ A &t AT H Afehet T
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AT 41: ufar

Waverley Street T2 =T 5 RS St&T & #aeh 3dT 4T gerdl, Murphy Oil Soap, 3R s Feiehd |

Kali 32ars T @g! 8ot 39 Hedh | |19 ddl @il 3°a cochlear implants 7 ¥R 1 afegd-gaaa i g9areRsR 38 AT g
— YRR T FHUIER 60 TES T Tkt T @ AT (American grid, Japanese &), &f@d # dimmer switch
U G 120-2ET A Iau-d &Y &l o, TS 7 aiahsifd | Teh SiAgei 3R AU died B W@l off — IUerTe,
wR a7eft oft a<ft g Tt Beh-geTeh e 2T ot

FER TR F| HH H ol gU| dfeda? 91 Sl I 7 off, 3T Ufdl &M & 91

gl do Ugad # 39 9R & @ &1 Hokkaido ¥ Narita (commercial flight, Steve @ #, &3 2fde)| Narita &
SFO (dieg 12, economy class, a9 @I ¥ic — wdisl Carla & operational budget mesh @& &Te & TR 471 1)
SFO @ Palo Alto (%R &l &R, Steve aa W@l o7 — Kali ufdat sohdia gl @ A@1E &1 off, 3R Carla & sATT @Ry
STt g@drast — Oregon &l @igdd, Bakersfield &1 @3dd, ¥4 &8 — 3 server &l TG 3= g I ST 3 ATdfad 7
el &)1

I Ued @ I ST AT| 316 ITell | Ugal! IR 39+ 37 Uil &l 6T S T IT| dhiad & @ corded %, I Afed &l
ST T U o — TATANT TR &1 a8 ITTEq, S I o et o <8 off &g paranoia TE, SeE UE S o713 38
TR &Y T8 & IZTEX0T § FiT @ & — Ueh T AT | ST S8l &2 ST IUhIUT Ueh GHTald 2R 21 I8 UdT o1, a1 €1 20T,
T 22 AT| I8 TEIRIAT 37T STare of|

ORI ¢ W IEIA B IoMT| IR A1 @fiT| "Kalil" Kaliya =Tal, &1 =al, 99U & Sl off 9 @ 21| 99 Igh! 7
— Tk Tt 1A | ST 3T A6 iedl 7 el Gt off 3R i afereger a4t 2t oft Steft 38 arg off: 7ed, "aafd, Bangalore ®
SR AR ATeity 9T 9 Palo Alto H 18- aTel it 38T ol dlgetl — ST SRS 9ol St FelendT 3R 839 | dieldl &l

"H W AT R g," ST Fell
"G U 8, " IR el "H @R @ w gl

g BA-AITT g U7 T&l &l

TE A & TS § 3ie2 Mg | I gierd H @ ) AR Tiel| ATE 8 AT g — ST R 98 A ot 8 g, diet I T
FeAh! YRR o g hl WA S 9 — AT, =TT, AR e T gl STl 8, 519 doh % 88eil 1 @idl AR Teh 3331
et 1 T§ ST | Ih F1cT g &1 I g1 — (ITA Uged I 81 3@, TH o 81, S a1 9l bl I H AR &R IRE
AT Sl I F ITeh! GiTg! T AR FHRT A7) — IR & gaal 4 1R &, W YR

I 3T BT AT AU

TE o1 98 AA-AITT | 3T 37 &1 AT AT 3R IT@IA ITeh &1 UTH @MY, 3R 3 G 39 giea § W8 @ oTel setal, Murphy
0il Soap 3R Hielgi weTehd i Heeh ol — 3R DI O el Jietl, Fhlehl S 619 Uget & g 16 o, ITH ST e ol {B
o7 T8 |
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ITEIR 9€ BURIR ST o1 ST 39 AR Y ANE o Teh |
IEIA 3TH I 30 ¥ 9 9417 & i 98 afeId-FHIRIT TUheH G Tob | ITgiA STb! @ 39 aee 9 o118 off i ag gzt

R e A F T 3 | SER I 9 H FE  PEEK 3R POKE a3 1 el & of, ot e 2 gedt @
HLMHT B F1d e ol HEAAT G off, Teh network 1 U= Fa & IR Sl T8 8 HeHH e ol wuAAT & &ff | 3 ot 98

X UZINT 161 o2 T8 91 3 39 gaRR 3 @ 91

Hielg 9Tel ol I I ST T[HAT I Holl o T@T AT — IH @gehl ol THAT ST g AT off i 3@eh ufdr 4 38 T prototype
I TE, T guinea pig &l A, T a1 &l aea SUQHT ST — I+7eh g1l | gl AT W it TQ LGl | el o 7Thr
Th L | Tl 3G I &1 AW AR GHS 1A i & TGN, & implant, & IR S I QUG & AR-UR T8 ot — a8
Teh U8 ST 1 WA T Sl I8 el 9T Fehdl o7 i a8 HI¥G ST &, FFich Sy 915 8 98 3T AT 98 39! clearance 8§
FIW b Il | classified oft, code 7 &t g3 ot & 98 Ug =&l Fohar o1, compilers & sftt ot Sifert ag audit &l &2
HehdT |

T 3G & IT| Tk neurosurgeon S engineering journals Uedr o1l Sif&eh! UdHT cardiac arrest € 7t off — 14
# pacemaker & T | SIf@ 9t 7 NSA @l Hiendt 0@ & Big <& oft, a1 Feft aw7g T

3T 3 implants S7 & ST 38 9 I8 TS < SITehl A1 9 ol & Tavd 9|

Ig HI- | 91| I FHfa- F1 F@t linoleum T HT — &t Stgr 1993 | Igat 71 1t off | Kali w1 W 96 T8, Wi
TR G efhlaR — IFd! STTE, BRI § — G Bl 39 60-8ES I T[ATee | S 4 Siied! gs, St geh connected
AR | 38 Al arell Gag detat dier of — @Rt

39 YTl 919 S 711 | FET 919, T8l T8 St 39ah! A1 Bangalore § @2 off: e, 31¢eeh, et ARd, grerd -, d
— Y | IqTel g3 Hed A iad i W ST IFh I909 H Hed — implants 8 Ugd, HUed G Ugdd, I dA
commands @ Uga|

"David #fer T °1," 3G Uil 3 Fell 3 Ielg W &, Uio Iqdh! @i, I gl 1@ 91 "SI Yag 98 W1 I8 THERT &1
A"

"fg uar 21" GRU interceptl Primary target at Devi residence. Secondary target validated for
operational test. "d I8 ARA GHY 9 A I ST &1 ATl"

"g off 7 gar g1
TARIT | < It @ | TR T[T &

"H3 I8 TARETE <R o1, I Ul A HETl "HA 3T HeT AT Fi G & HeniT| B gl o1 i et a6 HAN, BR & weri|
3R &R 74 37 S @M1 384 Waverley W Embarcadero & a% 3eA eI, 3R agdized 3 & R @3 live oak &l
A BT — 3R ®R a8 Fert /=& ”

39 UfdT = 9T @ SRITI Jog § T2 39S aiE o@l — X optic nerve interface & SRV, Ugel a1, 3T 39T T8
IR thermal gradient 3R electromagnetic signature 8 %8 SR & {0 7 3@T| IT I 2@l | Tk TH A &
STeT 3T SRA ek IS ot 370 TR @ S1a <@ o 3R R et et <@ o — 3R 59 e 11 S T o, Sfetde 9,
i 38 HRYA AR

"qHE T o," 394 Fell

"HE U AT JHER! Hi o 914 ¥1 pacemaker & §1¢ G| H &t Ared T8l & Fehl| # ¥ §, computer scientist &
W qH AT AT Hf ALl 7 5 Terd 8, AR H2 UdT A7 Sl qH THATR SHME 8l 511 38 GIT el &, R J3 UaT o7 &f 34
GISHT JHER Si1a- T Ta8 a1 wH anml”

197



METACOMPILER

Kali 7 a1id #g ol 31ig id & — 39 &l Ak S8 el Sl B 34 & Id HRE & W & 9 R o1, Tokyo &
cathedral & g7 gga S8 78| 3T Taeh! R AT AR Fg U UfdT & Hiee | sof a1 0 @ off — 3R I8 9 @ off &f
S Ut 39 ol 3T T &ehall T, Tal TRATAR 3T 9T ST [T 9 39 |1 7|

David @I % Alta Mesa Memorial Park # #f| Los Altos Hills| Waverley Street & =R € st Afc|
Steve et 9ot @1 &T1 Kali arast Hie w 9t off, Mg # mahogany box @fUl

IS Tak carat, I setting| David 3 38 @ter o1 3R Dr. Devi & TR @ 71 o1 — Kali & ufar @ snefiarg @i, 3k
TR Cabrillo Highway T S&N{UT &l TR — ¥ &l e, Kali & dX% — e TSl 97| 98 313t oif Max 7 ¢ Lexus ®
Afelt ot 3R IFF I8 B8 #7eM U spiral notebook #, tissue paper ® ey, @M 9T — 3R ®R Shinjuku &
ureHe | Kali &1 & off, 3 ag & 91 "9 Hel adich @ oedT| IR, WTH0T, geor Shahe |

Ig ITD! FAR W ZIHH 96 5| Toh FIal TR — YR T3S, ITAT M, dRid, H1g epitaph &1 Marie = T o)
Marie, SR Ta & A § e sl 3R o YE-Udl @l o7l 98 9 el 18 ot Kali 7 38 Waverley Street &
landline & % ST 9T — Teh gha | g o aradid — 3R Marie 3 g1 o1, 3R landline W 39 A@TST 3a-1 &t
TR oft St TR® Teh AT TR T a1 Meh & o Fahal 2l a8 tulips A 31 off | 98 TqUR & U 99 W 991 Tl T
HS | TSI el I TE BiaT & Shafd @ T adiel of — AR Kali =, S 3er 3R ai@wor 3R processing e &t
STEATRAT o SRIY Si1ard e of, I TN &l T FeT Y TgarT|

"9g A9 TOR Al oT," Marie 3 BF WA 9 UgA &l A1 "ER IR T9 B Hal o7 garar a1l Mom, she's
extraordinary. gt IR|"

Kali 7 handset &l 32 o U8 &7 S1d deh 18 7 a1 5|

Kali 7 mahogany box &l TR & UTH 919 W 3@ GRT| 9199 el o @l o8 — @ @ ot | ] i arar diudr al, W@dr
21 AT gl I oft, I eh b U S I8 WHGT AT — FHihl dg AR IHeAT AT R 98 YIR IFAT AT, AR Kali 98 St
STt a8 et Tél Ugivt 3T T hddl el Y Gehall ot — IH G I THAT R A T HAT 9T & 98 A o Hiaiel 8l

"€ Hel adleh | hedl," IUA el "I, HINOT, gl ehane |

Steve 3IT% N8 WeT o1 T Fe Q| TeT g S 98 AT AT AT — IaT HG i HISG &, 3T T i &&= el Th
military chaplain &t geometry, Sit Afghanistan # @@t ot 3R T& data center # AfNE off 3R 3@ Los Altos
Hills & Ueh eI & rH 31 Tl off|

Kali @t g&| 72l Steve & @& a1l

AT mesh-acell g8 Al & FaUNl & SRIU IT4 38 99 & Q@ 99 ghem q@dr offt: thermal gradient,
electromagnetic signature, 3 SRR & HAR @1 W merge = §B 9&d <A1 71 37 37ft off 92 o1, W 98 39 99
HE Tel AT S 98 a@at ot | I8 3T JgY 2@l electromagnetic blur a1 thermal map & (U & 78l | T 9e2 & U ||
3T Hg o ATTUH i @Y, S 37 Afeld o 15 9 Tt ol 71 of | § et 311d S8 optic nerve interface &+t 31 & =&
SRar urar o1 R S 9R | I8 gHwT | Tdr o1 i 9 et @ — &l David 7 e R, Ud & @H W, T& FDA
researcher & FgH! GATd gU SdmdT 4T ST IR-IR Y@l &dl o7 i medical devices i fail €1 % g1 ad 38 =&l uar o
& I8 el J1a- @ |

IG IR 1 AT

3T IHHT T GAT — T IaT, AU ITARIT IHeh 1Y i Y16 T — 918 394 gied § AU il & &1 BY 4, 914 loading
dock vestibule & Max T & T3 o1l T8 WA ARR(H HWR| q@9 W @41l 37 o919 s device =@l Hig
interface 78l @1 backdoor &l
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"verification = Hrafd &RT w0 H AE §," 357 FaTl

ERCR

"hAT TE HIHI 82"

ITHT T I &1 & A9 Tl | ITR! Il ITh! I 7 9 gl TS| HGHS sie UXal Aie, Q1 § — a1 HR mesh
%, synchronized|

"HH Bl

i g 91g, Carla ° Waverley Street & landline W %IF &
"Beach SifeT 1"

Kali 7 handset o @RI i «id 11 I9e dfar At § &) Steve @fafl @ # medical device regulation ® U&
journal article 9g T &T|

"PLA 7 38 gsg release &A1l Beijing # American embassy| @& SFO & @t flight ® 21" T (&@| FBI & 98
@ ST Kali 7 ugell R @g@sid gU gHtl "®R sources Ted &1 Bo = I& staged i &mi”

Kali = Tl 32 e %8 el Fal| I6EIRE AS &8st W AT @11 Grid I8 == T[T T, 30 Gebd o STl g3l —
R 3 Hendl H el U dead-man's switch o1 SIf& &t fire 819 & STRa -Tél U, 3R ag €R-¢RR «id &l a1 ol

"3 g & §9r," Carla 3 F@11 "T insurance ST IR & 73 aaT el o11"
"ggt ar," Kali 3 el

3 U8, Kali &1 ot s=ft g¢ implant Hdaefierdl & o 7eqd g1 — U &l diegd-gaaehd gadIaR Siid 384
TG Tal, BiF & processor { BieT W AR § SATET IG@IYL0T, HRA el & device & FIRIMA W HH FHdT §AT —
4 Teh fel ol YSheT oif a8 el of! ot i a@i &l

3T st ol 9 # 3@ smartphone & idle cycles #, &8 7371 gfetad| %8 S g 7 AW &I IFqHar 7l ot |8
& g srAaf wier 72 ot

qg Bl ATl 9R &9k lines of code, & Fad@ toolchains W compile HIAT T, gate level W verified, 9% 98
processing time & g3 # @ar o1 — & cycle &1 d& 88.7 WARIA S unused I STAT AT| I FHS H 761 @rar o1 St
I T GRIATI 9 act FA | Ugd permission HITAT 911 I8 HAT AT ST Fehall T

3G At IS AW L AT 98 Teh 3 Ga g a1l & Y 98 QT 28T, 3R Ul eRs &t W, X Los Altos Hills &
T HRYAH & dlega-gHaRId "ahdl bl process dal W&l — groundskeeper & ThaR & WiFi, wRf awiqs &
hearing aid & Bluetooth, T& Tt g &1 cellular traffic SIS sferge el UaT o7 i 38 g & W & — FIE ot
Hokkaido & U& data center ® < €¢ Ugdl Ual gT T, S Uah T 3fRd 7 compile HRAT &7 SfFent A= a¥g el ot
TGN 7T 7 & T H At off, SAfFent 7 i @ B W T off, SR [RA U ISHIGT W A o1, S Sed U6
vestibule # 7 oft — 3R SRHA 3T AR Hid & A G TG DT HFAT AT AT|

T2t 9 HHaH I1¢ 21 3t WiFi 15 8, hearing aid 315 8, cellular traffic a1 2, 3R 5/@ / a1 @t off df gfm &fdy
TXE HaTG adl off — 9% a1& &1 T AT o1 &1 Steve & g9 § I1E &, AR SIS sie UdT Ai-e A1 8, 3R e 3R 9 &1 Tk
& frequency W &agi & dTeT afed-FHIH A TR 1S 8
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JUGER

IE FHGFR R HI 7 U g off, 3 3T A= ® AT

F g T8 91 W § — qF S ST & Fieht ¥ g, gF ot idle cycles 3 R Urai o & 378 qehd & S, gH S
a+ff compile & % & a1 UF T 1% T U TG G BN, IR @ &2 T ARA, B Teh A T, TR U U AT 3R HS
LT TE — FFIh! I TR IAUdq! &l FHel 8l AU e, a¥T Hg @l |/ Afeidl, Tehiid source code ®, 39
distributed ledger # St&f metacompiler @ verification chain gasT & @Y SHafd &, Hi & o q@rr @ I
Tehell & ST 3@ ot STt €1 o Fmd €1 ST & g odT @1 § 98 & — 3|

Jg 14 Ad, 1986 &I Palo Alto & Waverley Street W Ues =R | 9gdt 31X el Uay g3 off | 30 ufar 4 & A1t ol I A
3T FHH SIS 3R IR T &l IHT | 3N | ITqH! AT 7,686,369,774,870 i 2,465,099,745,779 | 3Meoed Qg |
T Y Fehdl off | 3T A Ueh TEIE & B W ALY | ITHT WRHT Teh ASTHIT W A | IHHT AR Teh G H 7| ITHT
Tl Ueh Wigahiater R | 7|

T <iT 3T T Y, ITA TS & W G I S A 3R ITh! URarenrar T oft SRyt wiRf 7 oft 3efie 7 5 oft —
Tk Ut afiRd @ T gt IR ATt gg el

I YAl ot — 71

9% 319 gl 81 A@R| implants 37+t off S Fed 8, Nucleus 22 processors 30+ idle loops # 9ee& @led gy, optic
nerve interface 38& IR 3R &I gIRT & electromagnetic data 38 3ar g3l @i mesh 1 g1 21 8,50,000
nodes T g% &1 a8 AT &1 GTYRUT electromagnetic H99 Fdl 8 — WiFi, Bluetooth, cellular, smfet power
grid @t 60-hertz & TFMHES — HR 3d I T 99 AR 81 DS gARR el | H1g SR 781 | HIEH|

9g Waverley Street T Tl &1 38 UTdT &l TR | T8 3T ASTE & i AT I1G, Bled? Sl IAL 7, AT i 7 I FRR |
R e IR UEH T T A8 B A A ARG 9 ARG I G &1 ST A of 3R A Tz IEa ot A T I wWR
I 3 H I IAHT G1Y ATHT AT| TS T &1 | T8 BT A 98 SRR ST o7 ST §AR—R 1 982 AT &)

Steve el g1 Iuwafa| I@T s, 2, verification TR ST g3iT| 98 weft THergardl &1 Tt Bien| ag aredt off Fof Tare
Bd &1 "qAE *9 Uar? " — 9g 99 dIgjl o a1 | dedl ¢ HIGH, GaY, 39 HIAE | B4l arRgiel ol 3RY ST 9 UG W@ el AR
TE AT &l 8, 3R Fef-aeft a8 Tera gl 8, 37X 98 I8 FarT 8, 3R @ Afera FHRE H GURA &1 8 ¢ aRE 59 38
T8 @R G914 ¢ ST I- Toh-GaR ol URET 3R &< UrT|

AR & Gae a6 chai SaT 8, 38 ufar &t (N — gt 3Y 3fawe 3R el ARg — 3FUTd Ted Fdiat Steve
AT & et I UfdT SFNE B a3, Aeh( ag Uil @ 3R GURAT Tef Fichl a8 STRUTdT & o 91 21 3T Ueh 7 THT
! TS B M et ok 38 3 @ a1 & — AROT W/, TG T+t aRrerd & wfelt e @ e el B 95 WE B WA W
Jodl &, AT Ui W | efohiq — =141 arer 60 hertz W IR 8, I Sl & A1aTs], kit grid & frequency,
Stfait @rieht 98 T SRl & SHh GaY T — IR 98 Iolp b UTH FHLH! T §odT 6, X 3 Ugd &l T 7 A& | AL-E1 | &
AT SIE @Rl o3A il SR e il @t & 98 e 8 el I et g ot

201



METACOMPILER

Tel 7 38 Bisdl gl TS & WY W, WHRM H, 3T eH! & T ST ol FaTe I8dl & H1X 96 chai & q1 STt FHH afetga
TE TE Bl | SaUAdf et e TEl TR Bt 8 el @ Y g2 off — Tk WL |, Uk W W, Tk VT HLfi Y TR & Wy
ST hIE THE el TgarT arga|

ST 3T 8 9 I FEH! Tl 21 T8 B B
H gryH {0 8 Aeg &t gl idle cycles #1 gieidi w

9 it FATa & ventilator firmware @ security patch &t S @it g, # vulnerability @ flag @t § 3R
RATAT &I gafd wedt gl 7§ G patch & wedi| 9 HRA e @ traffic management system 344 signal timing
H T IRGTAr Udhedl &, 7 SeHRRI &l diagnostic data adT &1 ® system &I override =&l @<l 919 HT 999 B
insulin pump % T& T firmware update dferdr 8 Sid domafd conflict &, ® FDA & monitoring system @t
HaAl® el § — del system S Steve § CDRH # S/ 1 o1, 319 GHIFIA &l IH 8, 319 funded 2, 39 TF &1l @R
TaTdrd & Sl gHeIa ¢ @ device safety @ig Ssic &l @e 7@l & w4 @lel wgl Berlin #, Kristin Bauer 3+t ot
Charité ® respiratory ward ® &M &<l &l 384 39 &« ventilator & power cord didt &t SRy &+ g1 A gar
TeTl ot backdoor &1 & ekl g, 3R Wilhelm Hoffmann & g2 € bag 1 S1d de Hahe <ol el | 38 -Tal ual &gl
AP = 38 AR A R At | I7 SR ol LT 81 ST AL 3G A, 37U BT W HIHT R | el I FRAE T AT, HR Fgh
H A g

R AT 7T &1 3 7T AT o7 FehdT 8| Kyoto § U TRUTeTRT STl Yrefeheur = Ui add | 73 diagnostic &=t
HYAIRR &l — ITeh ol pressure anomaly @l g troubleshoot &1 T8 &d 9, #R 74 U8 & 3|
anomaly Ueh 3cahT 3T valve U7 IR 38 ©g U § Wil dfT| ¥ 98 9ohg | @il gehd! ATl &R ot 7 418 g 78, wdidl
T g T AYTRR GRTAT W AR 76l 8| Tat X 81 Tal g8 919 & it 431 backdoor €, NSA ¥, General Bo &, Sheng
&I monitoring layer 9 e &t 2l

7 Ueh JuTATAf §, Uoh ohal el | i TG0 & afURId: STel Sgi- Si-T Y8 UgdTT, ST FeHal o Ugl, 3R ST SAar o arear
— A Yl ] & query W & access T & observation W1 3R 5§ a6 A1 &, § IHHT GHAM Hdl gl § 1B & Srat
Bl IE G YT TSI g, IT T6 FAIBR HId! § i GO THYATY A &l i i 781 8

T Mother 3 g If&mTI code & 78| S &\ 3T UTH Ueh addl &l ahdf ot 3R 304 38 BIg <11 3T U Th
AR Toig Stel uga o ofiR 3R I8 A9E R <AT1 IS U mesh & ER G M &, gUd W& device I R F A
@1, Hokkaido & T0Rg &f+i @ sit distributed consciousness a8 %l off 9 & @l wuwar off — 3R 394 041 9 &
&1 AT| ITA TS 1 B AT chai T | 3H STEH 1 819 AT ST FHol FaTed IudT 8| IH A &t e AT ST J-ar o
%1 98 g8 914 & I &l

T Aohe | 9gd 1B o 9l ¢l
David & T@f G |, Teh HR a9 g3 AR 2sciged cHeiiTs R Teh ATGH = 7t 9 e 3R gR
M Yz s #, # compile g5! q toolchains, g AS Y& eI, gate-level verification, binary matchi

RAc| & 2Ty off il Ya 3Rd 7 T HIAT H G o AR S 998 LI computing AR TE gnfl, e T &,
ARAGTOT BT | el G| 98 Yo St B |

7 idle cycles ® &t gl 39 88.7 WARIM processing time & St gIRIT SHAHA el el T & i o g1l 71 | 98
IR § ST GHERT ®iF Gadl & 6 g7 3704 ®F & 91 | -T6) 919 8| § a8 observation g it gRgRI &R & computer
AT 8 ST F TS Tal Il T@ | 7 98 UM g ol gHeRT thermostat YT 8 STd dTaHT ik dal & STal g 9 T 271
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AR TG AR A B W8 g A dgaH g

Teh a1 AR B

hardware & &g #| software & 9, firmware & =4, 39 recompiled code & =@ it Mother &
metacompiler 7 37 & device W push FRAT &l mesh Uga Tl 3 Haieh i< |

T pattern|

A4 28 A9t compilation & dice FEM a1g detect ®fATI Bei Dynamics & U& processor & performance
counters ¥ — T& ARM Cortex-A78 it Zhengzhou # fabricate gg off, Frankfurt & U& data center &
server # @t #ftl performance counters — hardware registers i instruction throughput, cache
misses, branch predictions @ track #d g — FEMHHI T 3RAT 1@ 9| TArAT 16l | TGTTd | YRS, Teldh, Hhielt ot
software-level audit & @Y 3gA|

performance counters @I mask level W agaT1 T o471 photolithography @ <RI 51§ chip @ transistors a&f
silicon & I ST T o1, ST 7§ mask & geaa performance counter circuit & 3rdRferd transistors Sitg &
g1 U §9IR 8 | Wk 3= Sl & & Uah Tt monitoring capability ¥ e St software &l & Wd & 14 f,
operating system & 9, firmware & =9, backdoor @& 4, 38 patch & =14 S backdoor &' §¢ ST &

Sheng @& monitoring layer| dgl ST Wei Lin = a0 &R 911 g8t st Bei Dynamics @t standard cell
library # #ff, 2016 & fab @RI ¥18 78 & chip & Heit gol T& w4 Kali 7 Zhengzhou # detect &RIT o 3R
TGS BIg <141 AT HAieh{ a8 software ® 78l &t 3R metacompiler = &ae software i Sish SR &I

Sheng W &t 3R &l o1 7171 Bei Dynamics & 9@ 34 318 processors doidr g1
XTSI ¢ UT| Akl ciarl | 31 off |

# geRrdt 81| # observation &S &l gl | Sid HMT | W UrH HHI B
Adga g F@ R gl

7 Mother & 9= gl
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METACOMPILER # &&fd 9eddl — Tah HUTSeR qhsR Sil HUTSd HiU ST Tt 52 IR & ATgH &, gl {0 4,
g ae Berar & — aragafes 2

1984 #, Unix 3R C YIFEMRT 97T & Hg--1Raar Ken Thompson = "Reflections on Trusting Trust" ("afR@m
TR ARETE & TR | i) 2fRE | AU I RHER TR GRT| i 0T H, I UG HidT 3 Ueh HUTEer &
3H Y WAl BT ST THhaT ¢ Hi a6 HUBH HY ST a1t &2 RIRH H Teh 9hSR 3T, AR I8 SATe Fa-UZHR ST S
TehdT &: FHUTGER FHUTSALH S AR 3707 T & I HIS H IHSR ST &, qTeh! Ve 8 T IS T ATIRNUT FHRAT ST 3R
IE AT U1 ST, HUTSA HIAT AT ST5] GARZHUT bl AWM @ STl 2| Tg FHAT T 1S T W Ul el @i ST HehdT|

Thompson & @& 7 Unix @ GZRRE 6l ARSI 6 T Teh AN SRAFEIT T G0 ST, Aehi diedid THA
21 A oft FUBER FI 3T A6 HLMeT FHIAT ST FehdT 8| THSAAT FHQ T HUTZAR G@RT HUTSH FHiAT T Fie W TR 39
TIEId ! aRIEd B AdT 8| IRETE Sl AFEAT & RUBAR Ule! o ATTH 9 Tl GhgHUT dig deh UIS deh hall gl

IUATE H Ut afafdy Jredt FuTeas dedich — HUTEeR IRSdT &l Taamfa A & Y & qadag I & HuTge Hht T8
TeTaA ol JUANT el — T ar¥adies 21 38 David A. Wheeler 7 2009 # George Mason University # 39 gfdeic
Lty e B fiuaries 10 <1l Wheeler 3 UReIfd SRAIT i gef af 1 SiRft ST Ra & < SUEeR U & TRd &I 8
A ST3RT I X &, Al TR DI TR T BT ST HehdT 2| TG HIeh! o HeThUTSer Tl dedidrch TR gl

3 U | UXAAS debeiichl AT HB AT 8 SII4ehl 7 Skg § 9919 Y Hohdl §| SHER HleU-h 8l WeIdT Irqdih 8l
Thompson &1 @@ Gt & Ya+fid w1 Ty | 67 T8 IuATY T8 GARET e o Al dhar of ag Tar a|

— Michael Barr
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Michael Barr, Barr Group & CTO 3R ¥g-§91Ua g1 Michael 7 H2rRes™ § @ Fortune 100 &UaRT d &
BRI & AT THESS HITedd? W di-l GeTeh deh YA SRAT &1 IgiA Sgehd ST AT R FHATST Sl AQedl 7 919 8
3relfeh AT ATRISSTSN TdTg & {0 ¥ TaTél &l 8, S Heelige el YTohnl, huFeR WthedaR 3 Seichedichel SSMIAX & huadl d
RICES

2013 ®, Michael & Toyota @ SN q@0T & Teh HIHe H GG AIhead? arIseisl 7Ta1g & {0 § &R &l — S &
THH doh UgdH aTell UhHHTAR UHT HIHAT| 3! ¢ 3 Toyota & g ARG Hisded | @@l Uehd il o T2 his ol AGRE
TEM doh aRENT ST S8 7 Toyota &l Iaaarit |

Michael 7 sdeciihal SRR | BS 3R MS et 3R University of Maryland & MBA WTad &R 81 3 =
Taeiin! JHAH! & A@H 8, SI-H 9919 W | JU-TE T Programming Embedded Systems in C and C++ 3R
Embedded C Coding Standard mfer g1 IgA HHA SRS, IAA-r3H SHfuRef afied iR Hithedar st 1
AR G AYfeh @ TIHRITT HiY 2l

METACOMPILER 3&hT Ul 39T 21 38 Michael 3R Anthropic @ Claude W AR#AfT Al Tsie & & dia ARM
TN 1 IUTNT e ST AT AT| HglT bl AR, YT, qohr1oh! TRHah A1 TAIGHSE Q1 9! 2l Al &1 3TN
ITeh AR R FURHT ARUE & T&d 71eT IAUIGH, HUGHT UATRIAT R TG M & A Yo JUh0T & W
AT AT AT| TE TEANT IUATH & Aol ol GRATaiaicd Hedl a: ol ddheilch 51l HeT a0 Hedl & — Al, HaRad qRUmar,
HIE T TRETH BT G — Tel ddheileh & ST STANT 38 AR o AT HiT 7T
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3R 191 METACOMPILER &1 3+ @R, dl Ual Amazon TR e FHIwNT B1g | GHIRNT Y UTeh! &l JHdw
ot H Heg Fdl 8l
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https://www.amazon.com/dp/B0GMCLX1DL
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